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VERIFICATION, SECURITY AND PAPER
RECORDS FOR OUR NATION’S ELECTRONIC
VOTING SYSTEMS

THURSDAY, SEPTEMBER 28, 2006

HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOUSE ADMINISTRATION,
Washington, DC.

The committee met, pursuant to call, at 10:03 a.m., in room
1310, Longworth House Office Building, Hon. Vernon Ehlers (chair-
man of the committee) presiding.

Present: Representatives Ehlers, Ney, Doolittle, Millender-
McDonald, Brady and Lofgren.

Also Present: Representative Holt.

Staff Present: Paul Vinovich, Counsel; Gineen Beach, Counsel,;
Peter Sloan, Professional Staff; George F. Shevlin, Minority Staff
Director; Charles Tracy Howell, Minority Chief Counsel; Thomas
Hicks, Minority Elections Counsel;, Mathew A. Pinkus, Minority
Parliamentarian, Janelle Rene Hu, Minority Professional Staff;
Teri A. Morgan, Legislative Director, Office of Representative
Brady; Stacey E. Leavandosky, Chief of Staff, Office of Representa-
tive Zoe Lofgren; and Joel Vanderver, Intern, Office of Representa-
tive Zoe Lofgren.

The CHAIRMAN. Good morning, ladies and gentlemen. The Com-
mittee on House Administration will come to order. First I would
like to advise and request all members of our audience here today
that all cellular phones, pagers, and other electronic equipment
must be silent to prevent interruption of our business. So I would
appreciate it if you would turn these devices off, as I have.

The committee is meeting today for a hearing on electronic vot-
ing machines and related issues. The election that will occur in just
a few weeks will be the first general Federal election conducted
since the Help America Vote Act of 2002, better known as HAVA,
was fully implemented. That act, passed by this Congress in re-
sponse to the voting system weaknesses exposed during the 2000
recount in Florida, set new standards for voting systems that were
meant to make our elections more accurate and accessible.

Three billion dollars were appropriated by the Congress pursuant
to HAVA, with most of these moneys being dedicated to new equip-
ment purchases by jurisdictions, localities, counties, cities, town-
ships, et cetera, that wanted to improve their voting systems. As
a result many jurisdictions are using new equipment for the first
icime this year. It is no surprise that there have been a few prob-
ems.

Though HAVA did not require the adoption of any particular
kind of technology, many jurisdictions purchased electronic voting
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systems because they felt these systems were best able to meet the
requirements of HAVA. Not surprisingly, some jurisdictions using
this equipment for the first time have encountered some difficul-
ties. Just two weeks ago, in nearby Montgomery County, Maryland
polls were not able to open on time because poll workers were sent
to their posts without the cards necessary to start up the electronic
machines.

In the wake of this episode a column appeared in the Wash-
ington Post under the headline: If Paper Ballots Restore Trust in
Elections, Let’s Switch. The column noted people trust paper bal-
lots because they are real. You can hold them in your hand and
count them again if you need to.

Indeed, before it had electronic voting systems, Montgomery
County used a punch system. Need we be reminded of the problems
we had with that system.

I direct your attention to the screen above. The audience can look
at that one, we will look at this one. This is a reminder of what
we saw in the 2000 election in Florida, images of people with paper
ballots. This one is a group of people staring at paper punch cards
trying to figure out if they constitute a vote, and if so, for whom.

If you look at the second slide, you see how closely these ballots
were being examined by groups.

And the third slide shows the extreme: putting things under the
magnifying glass. You can see this man has got paper.

Now, I am not showing these to condemn paper, I am just point-
ing out that punch cards with paper, rather thick paper at that,
have caused some serious problems. Simply saying “Let’s use
paper,” as some people are saying, does not mean all the problems
go away. We have to consider all the different aspects of it, and
these pictures, as you can tell, were taken in Florida during the
2000 recount. That will go down in history, I am sure, because of
the recount and the ramifications.

These images do not inspire trust and confidence either in the
punch card system or in voting systems in general. As we look at
this problem, it is worthwhile to remember the famous words of
H.L. Mencken who once said, “For every complex problem there is
an answer that is clear, simple, and wrong.”

We would like to have answers that are clear and simple, but we
certainly do not want wrong answers, and so we are going to pro-
ceed with this very thoroughly and deliberately to try to make sure
that we have good answers that are right. Unfortunately, the prob-
lem some jurisdictions have experienced with their new systems
have caused some to suggest that we should revert to a reliance on
paper, the so-called “paper trail” or “paper tape.” We know from
painful and bitter experience that paper systems also can fail to de-
liver accurate results and are susceptible to manipulation.

To ignore this reality and assert that paper somehow ensures in-
tegrity or a correct result is simplistic and wrong. In fact, no voting
system by itself can guarantee election integrity. The best system
on earth will fail if not properly maintained, deployed and oper-
ated, and that is the key point that we have to remember.

Even though I am a physicist and I have used computers since
1957, I am not saying by virtue of these comments that paper is
bad. Electronics, of course, is good. I have used that for many
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yelars. I know that can fail too if not programmed or operated prop-
erly.

I believe the important point is to design the best system you
can, but make sure you have auditability built in, whether it is
paper or some other electronic device.

Our hearing will examine a range of issues related to electronic
voting machines. We will hear about their problems but also about
their benefits. We will also hear about the experience in one juris-
diction that tried to address the security concerns of a paperless
system by requiring the machine to generate a paper trail.

This hearing is being held to educate the members and the pub-
lic about these complicated issues. I hope when the hearing is over,
we will have a better understanding of the problems and benefits
of these new technologies. I also hope that as we look for solutions
to these complicated problems, we resist the temptation to settle on
answers that are clear, simple and wrong.

[The information follows:]
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Opening Statement by Chairman Vernon J. Ehlers

Good morning ladies and gentleman, the Committee on House Administration
will come to order. The Committee meets today for a hearing on electronic voting
machines.

The election that will occur in just a few weeks will be the first general federal
election conducted since the Help America Vote Act of 2002, or HAVA, was fully
implemented. That Act, passed by this Congress in response fo the voting system
weaknesses exposed during the 2000 recount in Florida, set new standards for voting
systems that were meant to make our elections more accurate and accessible.

Three billion dollars were appropriated pursuant to HAVA, with most of these
monies being dedicated to new equipment purchases by jurisdictions that wanted to
improve their voting systems. As a result, many jurisdictions are using new equipment
for the first time this year.

Though HAVA did not require the adoption of any particular kind of technology,
many jurisdictions purchased electronic voting systems because they felt these systems
were best able to meet the requirements of HAVA. Not surprisingly, some jurisdictions
using this new equipment for the first time have encountered some difficulties.

Just two weeks ago, in nearby Montgomery County, Maryland, polls were not
able to open on time because poll workers were sent to their posts without the cards
necessary to start up the electronic machines.

In the wake of this episode, a column appeared in the Washington Post under the
headline, “If Paper Ballots Restore Trust in Elections, Let’s Switch,” The column noted
— “People trust paper ballots because they’re real. You can hold them in your hand and
count them again if you need to.”

Before it had electronic voting machines, Montgomery County used a punch card
system. Need we be reminded of the problems we had with that system? I would direct
your attention to the screen above. You will see there some images of people with paper
ballots.

Here’s one of a group of people staring at paper punch cards trying to figure out if
they constitute a vote and if so for whom.
You can see this gentleman holding a ballot in his hand and trying to count it. You can
see this man has “Got Paper”

These pictures, of course, were taken in Florida during the 2000 recount. Do
these images inspire trust and confidence?

H.L. Mencken once said, "For every complex problem there is an answer that is
clear, simple, and wrong."
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Unfortunately, the problems some jurisdictions have experienced with their new
systems have caused some to suggest that we should revert to a reliance on paper.

We know from painful and bitter experience, that paper systems can fail to deliver
accurate results and are susceptible to manipulation. To ignore this reality, and assert that
paper somehow ensures integrity is simplistic and wrong.

In fact, no voting system, by itself, can guarantee election integrity. The best
system on earth will fail if not properly maintained and deployed.

Our hearing today will examine a range of issues related to electronic voting
machines., We will hear about their problems, but also their benefits. We will also hear
about the experience in one jurisdiction that tried to address the security concerns of a
paperless system by requiring the machine to generate a paper trail.

This hearing is being held to educate the Members, and the public, about these
complicated issues. I hope when the hearing is over, we will have a better understanding
of the problems and benefits of these new technologies. I also hope that as we look for
solutions to these complicated problems, we resist the temptation to settle on answers that

are clear, simple and wrong.
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The CHAIRMAN. Now I would like to ask unanimous consent that
the gentleman from New Jersey, Representative Russ Holt, who is
the author of a bill dealing very much with one aspect of this, be
allowed to join us on the dais today and that he may be permitted
to ask questions of the witnesses and enter his statement into the
record. Without objection, so ordered.

[The information follows:]
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Statement of Representative Rush Holt
to the
Committee on House Administration
Hearing on Electronic Voting Machines: Verification, Security, and Paper Trails
September 28, 2006

Chairman Ehlers, Ranking Member Millender-McDonald, Honored Members of the
Committee, I would like to thank you for addressing the critical matter of the security of
our electronic voting equipment and the integrity of the vote count. However, as I stated
when I addressed you on the occasion of your hearing on the Hyde voter identification
bill in June, and your hearing on the Voluntary Voting System Guidelines in July, this is
a matter that urgently required attention long before now.

We must be honest with ourselves. The risks and dangers that accompany our use of
electronic voting equipment are neither theoretical nor hypothetical. The problems we
have experienced with this equipment are not taking place in a test lab, they are taking
place in actual elections. It is nothing less than foolhardy, with the November elections
mere weeks away, to take no action to ensure that the vote count in every race will be
independently verifiable. As the September 20 editorial in Roll Call so succinetly put it,
“[t]here’s no way around it: If Nov. 7 is a mess, Congress will be to blame.”

When I addressed the Committee in July, I recounted a number of irregularities that had
already occurred during the primary season, The irregularities that occurred on electronic
systems that counted voter verified paper ballots were able to be resolved, while the
irregularities that occurred on electronic machines without voter verified paper records
were not. For example it was reported that in May, in Grand Rapids Michigan, software
in optical scanners erroneously gave votes to non-existent write-in candidates. Brand
new machines malfunctioned in 15 of 16 townships and the town of Hastings in Barry
County; in only one township, as confirmed by a hand count of the optical scan ballots,
did the software count the votes accurately. In June, in Pottawattamie County, Iowa,
software in optical scanners recorded votes inaccurately and a hand count of optical scan
absentee ballots reversed the result. But in June, in Leflore and Jackson Counties,
Mississippi, various glitches were experienced in the use of new paperless touch screen
voting machines, including ballots not being properly customized for each precinct. An
AP story published about the irregularities quoted a County-level political official as
saying: "If a hacker comes in and hacks that program, what are we going to do then? . .
.We're praying that everything will work out for us.”

Those were merely a few of the numerous irregularities that have marred this year’s
primary season. I am submitting with this testimony a more extensive list, prepared by
the voting integrity organization VotersUnite.org based upon published news accounts
and sorted by state, that sets forth 18 reported instances of electronic voting irregularities
in eight different states (Arkansas, Indiana, lowa, Michigan, Mississippi, Montana, Texas
and West Virginia), all of which took place between March and June of 2006. This list
doesn’t include the well-publicized meltdown that occurred most recently in Maryland.
In the instances in which there were voter verified paper records available — such as those
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in Pottawattamie County Iowa and Barry County Michigan -- the irregularities could be
resolved. In the instances in which there were no voter-verified paper records, officials
were — again — left to “pray” that everything would work out.

What does this all mean? According to prominent political analysts, in November, 45
Congressional races will be competitive or highly-competitive. However, the vote count
in 22 of those competitive or highly competitive Congressional races will not be
independently verifiable. Going to court will be virtually pointless in every one of those
22 instances. There will be no way to resolve vote-counting disputes in 22 races — no
way to prove to the losers that they lost, and no way to reassure the public that the vote
reflects the will of the majority.

We are plunging head first right into it. What on earth for? This works for none of us.

Some people tell me “you know, [ basically agree with you, but it would create chaos to
make a change in election procedures at this juncture.” 1 think the evidence from the
primary season show just the opposite. We are clearly in chaos.

In September 2005, the bipartisan Carter Baker Commission on Federal Election Reform
recommended that “Congress should pass a law requiring that all voting machines be
equipped with a voter-verifiable paper audit trail” in order to “provide a backup in cases
of loss of votes due to computer malfunction.” It further noted that “paper trails and
ballots currently provide the only means to meet the Commission’s recommended
standards for transparency.”

In June of this year, the non-partisan Brennan Center for Justice at New York University,
working in conjunction with the National Institute of Standards and Technology, Ron
Rivest of M.L.T, Howard Schmidt (former White House Cyber-Security Advisor for
George W. Bush and former chief security officer for Microsoft and for eBay), and other
computer security experts, released the most comprehensive and rigorous analysis to date
of e-voting security risks and remedies. The Brennan Center report found that “[a}il three
[major types of] voting systems [used in the United States] have significant security and
reliability vulnerabilities, which pose a real danger to the integrity of national, state, and
local elections.” To mitigate those risks, the report recommended a voter-verified paper
record accompanied by automatic routine random audits and a ban on the use of voting
machines with wireless components.

That same month, the National League of Women Voters, responding to increasing
demand from its membership, issued similar recommendations in a resolution passed at
its Annual Convention in June, The resolution states that the League of Women Voters
“supports only voting systems that are designed so that: they employ a voter-verifiable
paper ballot or other paper record, said paper being the official record of the voter’s intent
.. . . the paper ballot/record is used for audits and recounts . . . and routine audits of the
paper ballot/record in randomly selected precincts can be conducted in every election.”
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My legislation, the Voter Confidence and Increased Accessibility Act of 2005 (H.R. 550),
would implement all of the basic e-voting security recommendations of the Carter Baker
Report, the Brennan Center Report and the League of Women Voters resolution. It
would establish a uniform national requirement for:

a voter-verified paper record for every vote cast, which would serve as the vote of record;

routine random audits of a small percentage of the electronic tallies of the votes in every
State, including at least one precinct in every county;

a band on the use of undisclosed software;
a ban on the use of wireless devices;
Federal funding to pay for the implementation of the paper record requirement; and

Voter verification mechanisms that are fully accessible to disabled voters, including a
requirement that the entire process of verification be made accessible to disabled voters.

HR 550 was written to be effective in time for the November 2006 elections. You still
have time to act. There are 1,050 counties in the United States that will use touch screen
voting machines in November. Except for the touch screen machines used in the State of
Nevada, which are equipped with voter verified paper record printers, almost none of
them will be independently auditable. However, all of those counties could use absentee
ballots, or emergency ballots, both of which should already be available or in the final
stages of preparation in all of those jurisdictions. If you act today, those jurisdictions
would have time to print enough absentee and/or emergency ballots for use by all of their
voters. If they did, voters in every State, and in every Congressional race, would have the
equal protection of an independently verifiable vote count in November. More
importantly, we would all be able to prove to each other — winners and losers alike ~ who
is really entitled to control of the House in the next Congress.

I thank the Committee again for giving its time and attention to this critical matter, and I
urge the Committee to consider passing emergency legislation consistent with my Voter
Confidence and Increased Accessibility Act as expeditiously as possible.
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Vote-Switching Software Provided by Vendors

A Partial List — 51 Ballot Programming Flaws Reported in the News
These were detected; how many were not?

Ballot programming maps votes to candidates, Flaws cause votes to be counted wrong, often leaving
totals unchanged. Voting machine vendors do the ballot programming for most jurisdictions in the US.
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Detailed descriptions www.VotersUnite.Org/info/mapVoteSwitch.pdf
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Responses to:

Representative Holt’s Additional Questions for Witnesses
Committee on House Administration Hearing on
Electronic Voting Machines: Verification, Security, and Paper Trails
September 28, 2006

(1) My legislation has 219 cosponsors today, largely due to the lobbying efforts of voters
and concerned citizens. 1t is truly an example of democracy in action.

Could you share with the Committee your experience in working with the League of
Women voters on this issue — as the League too experienced a “change of heart” also
almost entirely due to a “democratic uprising” of the Members?

The League’s early support for paperless Direct Recording Electronic (DRE) machines
was tronblesome for many League members, especially since the vulnerabilities of
computers to hacking and insider manipulation are widely known. Perhaps even more
disturbing was that the League’s position was being used as a justification for the
widespread purchase of paperless DREs.

How could this have happened? The great respect in which the League is held stems in
large part from the care that the League traditionally has displayed in understanding and
analyzing issues. The League studies an issue carefully before taking a position. Once a
position is taken, the board determines what action, if any, to take as a result. While
studies increase the time required to reach a position, careful examination combined with
the consensus process protect the League from errors in judgment that might have serious
repercussions.

Regrettably, the League did not conduct any study on electronic voting machines, nor did
it consult with the membership. The national board decided to support paperless DREs
based on their interpretation of the League’s broadly written position on voting rights.
The League leadership appeared to have relied on the advice of a couple of computer
scientists, including Michael Shamos — who was quoted in several League documents and
who spoke at the 2004 national League convention.

As a computer scientist who had been involved with voting issues for several years, I
attempted to explain the risks of paperless DREs to the League lobbyists. While my
efforts were unsuccessful, I was hardly alone among League members in feeling that the
League had taken an unwise position. Leaguers from around the country asked the Board
to discontinue its support of paperless DREs. Individual members wrote to President Kay
Maxwell. Some Leagues, including the Massachusetts LWV', requested a change in the
national position. A letter to President Maxwell, expressing concern about “National’s
stand against individual paper confirmation for each ballot (VVPAT),” was signed by

924 League members from 35 states. A similar letter was signed by twenty-two local and
area Leagues from eight states.”
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At the 2004 national League convention, the delegates voted overwhelmingly for a new
resolution calling for “the implementation of voting systems and procedures that are
Secure, Accurate, Recountable, and Accessible”. This is known as the SARA resolution.
After the 2004 convention many members were surprised by the LWVUS leadership’s
misinterpretation of the SARA Resolution™, The leadership claimed that SARA did not
prevent the League from supporting paperless DREs. While the national League no
longer endorsed paperiess DREs, the leadership nonetheless signaled that they still
approved of these machines, in part by allowing state and local Leagues to continue
endorsing paperless DREs and by criticizing those Leagues that were advocating for
voter verified paper ballots and random audits.

In a discussion of the Voter-Verifiable Paper Trail in Helping America Vote, a League
document released a few days after the 2004 Convention”, Georgia and Maryland ~ two
states using paperless DREs' — were credited as having best practices. In addition, the
following sentence appears:

“However, a paper trail is not the only means available for auditing the voting
process.”

Helping America Vote was undoubtedly written prior to the Convention”. However, our
expectation that the LWVUS leadership would subsequently embrace all of the SARA
Resolution was dashed when President Kay Maxwell testified before the Commission on
Federal Election Reform on April 18, 2005.

The League of Women Voters believes that voting technologies must be secure,
accurate, recountable, and accessible. The term “recountable” is not a code word
for paper trail; indeed, the League’s stand is based on the understanding that
continued technological innovation is needed.

No one questions that continued technological innovation is needed. But we ignore at
our peril the serious vulnerabilities of the voting machines being deployed in our
elections now. Furthermore, the SARA resolution did not equivocate on the meaning of
the word “recountable”.

The notion that “recountable is not a code word for paper” was repeated on other
occasions by League leadership™.

I have asked League members and others who claim that paperless DREs can be
recounted to explain precisely how to conduct such a recount, for example in cases such
as Carteret County, NC where over 4000 votes were lost on a paperless DRE in the 2004
election”". Ihave never received a satisfactory answer. Of course one can always print
out the contents of the computer’s memory and count that. But that is a reprint, not a
recount.

In the dramatic 2004 recount for Governor of Washington State, the Secretary of State
and the political parties implicitly acknowledged the impossibility of a meaningful
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recount of paperless DREs. They all agreed not to print out copies of ballots from
paperless DREs. Instead, they simply compared earlier resuits with recomputed ones.”™

Because of the League leadership’s stance on what “recountable” meant, or did not mean,
those members who had worked very hard for the passage of the SARA Resolution
realized that they had more work to do. Since the League holds its national convention
every two years, the next opportunity to clarify the League’s position did not come until
June 2006. In order to make sure that there would be no further confusion, a large
majority at the 2006 convention passed the following resolution:

Whereas: Some LWVs have had difficulty applying the SARA Resolution (Secure,
Accurate, Recountable and Accessible) passed at the last Convention, and
Whereas: Paperless electronic voting systems are not inherently secure, can malfunction,
and do not provide a recountable audit trail,
Therefore be it resolved that:
The position on the Citizens’ Right to Vote be interpreted to affirm that LWVUS
supports only voting systems that are designed so that:
1. they employ a voter-verifiable paper ballot or other paper record, said paper
being the official record of the voter’s intent; and
2. the voter can verify, either by eye or with the aid of suitable devices for those
who have impaired vision, that the paper ballot/record accurately reflects his or her
intent; and
3. such verification takes place while the voter is still in the process of voting; and
4. the paper ballot/record is used for audits and recounts; and
5. the vote totals can be verified by an independent hand count of the paper
ballot/record; and
6. routine audits of the paper ballot/record in randomly selected precincts can be
conducted in every election, and the results published by the jurisdiction.

The central theme of the League of Women Voters, and of the suffrage movement on
which it was founded, is that every citizen should have the right to vote and to have that
vote accurately counted. The work of the members who brought the two SARA
resolutions to the League Conventions, combined with the overwhelming approval of
those resolutions, are in the best tradition of the League.

Active support by the League for voter verifiable paper ballots combined with mandatory
random manual audits for all elections will be a major contribution to the increased
security and accountability of our elections.

Few things are more important to our democracy.

(2) Michael Shamos opened his testimony by stating the following ~ “[t]he proposed bill
is based on three major assumptions, all of which are false. First, it assumes that paper
records are more secure than electronic ones, a proposition that has repeatedly been

shown to be wrong throughout history. Second, it assumes that voting machines without
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voter-verified paper trails are unauditable because they are claimed to be “paperless,”
which is also false. They are neither paperless nor unauditable. Third, it assumes that
paper trails actually solve the problems exhibited by DRE machines, which is likewise
incorrect.” Do you agree with Mr. Shamos’ analysis, and if not, why not?

I do not agree with Mr. Shamos claims, and I do not understand why he continues to
make these claims in the face of overwhelming evidence to the contrary.

First, it assumes that paper records are more secure than electronic ones, a proposition
that has repeatedly been shown to be wrong throughout history.

Security is an issue with any type of voting records.

There is much more history with elections using paper records than with electronic
records. It is well understood how to minimize the security risks in an election using
paper records by having the transport and the counting of the ballots observed by
representatives of the major parties. However, there is no satisfactory way for an
observer of a purely electronic election to satisfy himself or herself that the count was
done correctly and honestly.

Mr. Shamos has stated that there has not been a verified instance of election tampering
using paperless DREs. However, Mr. Shamos is unable to guarantee that no one has ever
exploited the security holes that have been uncovered by computer security experts like
Felten, Hursti, and Rubin. Mr. Shamos cannot make that guarantee because no one can.
It is not possible, given the way we run elections, to verify that an election held on
paperless DREs has not been subverted by malicious code.

The report from Cuyahuga County”, cited in Mr Shamos' testimony, reveals problems
with both the electronic and the paper ballots. There were massive failures of every sort,
including touchscreens freezing, voter access cards sticking, DRE legs breaking, and
other unfamiliar and unexpected events™. Many of these failures can be attributed to the
really poor engineering of the DRE and the sloppy retrofits that were made for the
VVPAT, as well as inadequate training, policies, and procedures.

But perhaps the most significant findings of the Cuyahoga County report were the
problems associated with the memory cards that contain the vote records. For example,
twelve memory cards were lost™ and four memory cards were found in DREs several
weeks after the election™. Consequently, some of the reports findings are:™”

Information on DRE memory cards can be automatically deleted.
The memory cards used for electronic voting in Cuyahoga County have a

potential for tampering, excessive expense, and chain of custody concerus.
[emphasis in original]



38

The report also makes clear that the VVPAT used in Cuyahoga County was poorly
engineered and had poor usability and human factors.™ Furthermore, because poll
workers were inadequately trained and the public insufficiently informed, “Some voters
were unaware that they could lift the blue covering of the printer to observe the print out
and verify their vote™"". Many of the paper jams would undoubtedly have been spotted a
lot earlier had the opaque cover been opened, instead of left closed.

Consequently, the lessons from Cuyahoga County do not support Mr. Shamos’ claim.
There were severe problems with both the memory cards and the VVPAT. Furthermore,
the VVPAT implementation was far from the state-of-the-art in paper ballot systems.

Second, it assumes that voting machines without voter-verified paper trails are
unauditable because they are claimed to be “paperless,” which is also false.

No practical alternative means of auditing an election has been proposed. Any alternative
auditing method would have to have the utmost confidence of the general public. There
is no reason for people to trust the numbers printed out by a DRE at the end of the
Election Day, as Professor Felten has demonstrated.
Mr. Shamos stated in his written testimony™
Numerous effective verification methods are known that are not based on
vulnerable paper records. These have not yet been implemented in viable

commercial systems. I understand that scientists at NIST will soon announce
another one.

The only reference to any specific proposal provided by Mr. Shamos was to a new
scheme by Prof. Ronald Rivest of MIT. Since this scheme is paper based, it is not a
paperless method of auditing.

In his oral testimony Mr. Shamos also suggested an approach involving two screens and a
video camera in his oral testimony. In addition to being totally impractical, the video
camera approach raises major problems involving privacy and the difficulty of
conducting an audit or a recount.

Third, it assumes that paper trails actually solve the problems exhibited by DRE
machines, which is likewise incorrect.

This claim appears to be based on recent experiences with DREs that have been
retrofitted with poorly engineered VVPATSs. Mr. Shamos seems to have overlooked the
existence of optical scan based systems that produce easily audited Voter Verified Paper
Ballots.

The best voting system currently available for voters without vision or mobility problems
is the precinct based optical scan system. Proponents of DREs argue that optical scan
systems are not accessible. As I discussed in my testimony, there are devices, such as the
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Vote-PAD, that allow blind, and even blind-deaf voters (who cannot vote unassisted on
DREs), to vote independently on optical scan ballots and to verify those ballots.

The AutoMARK and the Populex electronic voting system also produce accessible Voter
Verified Paper Ballots that can be tabulated by an optical scanner. Because neither
system records or counts votes internally, they are not subject to the kind of vote rigging
that has been demonstrated for DREs. However, for all of these systems it is crucial that
a random manual audit be conducted in all elections as a check on the accuracy of optical
scanners.

Some of the retrofits done to paperless DREs by adding continuous roll thermal printed
paper are poorly engineered. However, these retrofits are far superior to paperless DREs.
At least with the retrofitted machines there is a chance that an effective audit or recount
might be conducted. There is no technical reason why DREs with VVPATS that use
reliable printer technology combined with good usability could not be produced.

(3} In your testimony you described a report by Kelly Pierce, a nationally-known
advocate for the blind and visually impaired, who had reviewed four voting machines in
March, 2005 for the Cook County Ohio State's Attorney's Office. In his report, entitled,
Accessibility Analysis of Four Proposed Voting Machines, you indicated that Mr. Pierce
"analyzed tactually discernable controls, spoken prompts, visual display, poll worker
assistance, volume control and normalization, and ballot review" and "found all four
machines deficient in one or another of these areas. . ." You quoted Mr. Pierce as saying
"lulnfortunately,” if any one of the four machines were to be deployed in Chicago or
suburban Cook County as exhibited on March 15, many voters with disabilities,
particularly blind voters, would not be able to cast a ballot independently and privately”.
Mpr. Dickson took exception to your testimony on this subject, suggesting that all of the
problems pointed out in the Pierce study had since been corrected. Do you agree, and if
not, why not?

No one, including Mr. Dickson, is claiming that all of the accessibility problems
identified in Mr. Pierce’s report have been eliminated from new models of all DREs, let
alone from the installed base of voting machines already in the field. Indeed, a serious
question that is not being addressed is just who would pay for upgrades to repair
machines that are defective from both a security and an accessibility standpoint. The
situation in Cook County is atypical, because Cook County has a population and
purchasing power greater than some states. As the Chicago Tribune noted,™" Chicago
and Cook County are “... Sequoia’s biggest piece of business in the nation.” Most
counties do not find the manufacturers, even Sequoia, as cooperative as Mr. Pierce has
found Sequoia to be with his county.

Mr. Pierce’s report, while a highly worthwhile and useful document, was written
primarily from the perspective of a totally blind voter. It does not, for example, deal
much with issues such as lack of voter adjustable controls for color, contrast, and
magnification, nor with physical access to the machines for voters who use wheelchairs.
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It discusses neither 2-switch input controls nor issues for voters who are deaf/blind for
whom DRESs are totally inaccessible. Mr. Pierce’s report is generally silent on
accessibility issues for voters who have learning or cognitive disabilities.

Additional problems with the Sequoia machines used for the March 21, 2006 primaries
were uncovered in a report released in April 2006 by the Illinois Ballot Integrity
Project.™ On page 15 of the Ballot Integrity Project report presented to the Cook
County Board of Commissioners, we find:

For example, the SBOE [State Board of Elections] staff tested the audio interface,
but apparently no testing was done with any other assistive devices for which the
AVC Edge might be equipped, such as sip-puff. While the sip-puff feature which
allows access for severely physically disabled voters has been made available in
other jurisdictions, it was not tested in [linois, nor were the AVC Edge DREs used
in Chicago and Cook County during Early Voting and on March 21, 2006, so
equipped.

The report continues with the following on page 16:

One final consideration with respect to Section 301(a)(3) compliance requires
mentioning and that is accessibility for those voters who require wheelchairs.
Although the AVC Edge design incorporates a “wide-leg” design, almost all voters
using wheelchairs are unable to reach the top displays on the touchscreen. While
theoretically, one might consider using the keypad provided for non-sighted voters,
this option is precluded because once the keypad is connected, the screen goes
blank. Therefore, those sighted voters using wheelchairs would be forced to use the
audio-prompt system which requires a substantially greater amount of time and
would be both inconvenient and confusing.

We have provided a significant commentary on the Section 301(a) compliance
features of the AVC Edge because it’s this aspect that provides voting machine
manufacturers and election officials with the strongest rationale for selling and
purchasing these machines. Approximately $21 million are to be spent by the City
and County for the purchase of DRE equipment. We must ask, was that equipment
properly tested and certified by the State Board of Elections for the primary
purpose for which it was intended? The absence of such testing and the SBOE (or
the City or County) failing to require sip-puff features suggest that it was not. One
might even speculate that actual compliance was less on the mind of the Tllinois
State Board of Elections than placing responsibility for compliance elsewhere:

“I want somebody to say today they’re taking that responsibility [for disabled
accessibility] and that it’s not ours, because I don’t want us being liable and that
[disabled] community, you know, blaming us for allowing this to be out there.
And you know, as I said, I’'m just wanting to protect this Board from some things
that we can’t necessarily control that you {Sequoia] will be.”™
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Later on page 16 there is the following:

Despite two out of five DREs experiencing paper jams, significant shortcomings in
the audio-assist component raised by both the disabled community and its own
Director of Voting Systems Standards, having had no reference to the ITA report,
non-compliance with Section 301(a)(3) and questions about compliance with
Section 24C-2 of the Illinois Election Code, the Board granted interim certification
to the “Sequoia AVC Edge Product” by unanimous vote. Due diligence or rush to
judgment?

Possibly even more relevant to our discussion, neither the Pierce report nor his recent
letter, dated October 4, 2006 (see below), addresses the issue of accessible voter verified
paper audit trails, an issue that is of concern to many voters with disabilities. In addition
to Natalie Wormeli’s eloquent testimony included in my written statement, see for
example:

- A Verifiable, Accessible Vote, October 11, 2004 letter to the New York Times
from Barbara Silverstone, Chief Executive, Lighthouse International™

- Touch Screens are not the best Choice for Disabled Voters, by A. J. Devies,
President, Handicapped Adults of Volusia County™"

- The list of at least seven organizations representing New York State voters with
disabilities™" who signed The New York State Citizen’s Coalition on HAVA
Implementation. A key point of the Coalitions platform is the following: New
voting machines should provide a “voter-verifiable paper audit trail " and
incorporate “data-to-voice” technology to ensure full access by all ™

Mr. Pierce analyzed four voting machines in his initial report dated March 23, 2005: the
iVotronic from Election Systems and Software, the AVC Edge II from Sequoia Voting
Systems, the eSlate from Hart InterCivic, and the AccuVote TS from Global Diebold. 1
referenced this report in both my written and oral testimony. In his oral comment, Mr.
Dickson said:

The rest of the story is that after those initial texts the company [emphasis added]
was able to inexpensively and quickly make changes to the access procedures so
that the problems were eliminated.™

It remains unclear to me as to why Mr. Dickson rose to the defense of one voting
machine vendor in these Congressional hearings, when I clearly had just referenced a
report that surveyed four voting machine vendors. He did not name the vendor to which
he was referring, nor did he say why he defended one vendor from among the four that
were cited. His comment gave the appearance, however, of suggesting that the problems
of all of the vendors had been fixed.

While Mr. Dickson chose not to address the accessibility of all four of the voting systems
analyzed in the Pierce report, voting machine access problems have hardly been
climinated, as I discuss below.
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It was only after the hearing that I learned that Mr. Pierce, in response to my testimony,
was preparing his October 4, 2006 update letter.* However, the letter, included with
this response, appears to update a report he wrote for the Cook County State’s Attorney’s
Office dated June 30, 2005, entitled Evaluation of Audio Interface Sequoia Voting
Systems AVC Edge. It is not an update to Mr. Pierce’s earlier March 23, 2005 report,
referenced in my testimony.

In his letter, Mr. Pierce does not mention the four voting machines he analyzed in 2005.
Instead, he refers only to the Sequoia Edge II Plus voting system that is scheduled to
replace the Sequoia AVC Edge I, used in the March primary, for the November 2006
election in Cook County. While Mr. Pierce’s comments appear to suggest that the Edge
II problems have also been fixed, it does not appear that Sequoia changed its access
procedures for the Edge II. They did, however, make changes to the scripts of the
messages.

The Sequoia Edge II Plus does not represent simply a minor change in the features and
software of the Edge II. Rather, it is based on the Smartmatic voting system used in
Venezuela. Smartmatic International, a Venezuela based company, is the parent
company of Sequoia Voting Systems""v”

Like Mr. Dickson, Mr. Pierce’s update letter makes no reference to the other three flawed
voting systems. In the interest of furthering improvement to the accessibility of voting
systems for people with disabilities, we first discuss the four voting machines analyzed in
Pierce’s original report.

According to Noel Runyan, the blind computer scientist and accessibility engineer quoted
by Mr. Pierce in his original report, the following accessibility problems, originally
identified by Mr. Pierce, do not appear to have been fixed on currently shipping
systems™"", All italicized text describing unfixed problems in the four voting machines
are direct quotes from Aceessibility Analysis of Four Proposed Voting Machines, by
Kelly Pierce, Cook County State’s Attorney’s Office, March 23, 2005.

Accuvote TS from Diebold:
- The selection of access options must be done for the voter by a poll worker.
- The keypad cannot be operated with a closed fist.
- There still is no prompting of end users asking them if they want the screen turned
off or giving them a control to do so independently.

Edge II from Sequoia:

The machine does not have simultaneous audio and visual output,

- The keypad does not permit operation with one hand or closed fist.

- The language selection menu still has requirement for pressing Select twice to
exit.

- There still is the time-out bug that pops you back into the language menu.

- The audio ballot review is still a non-pausable long drink from a fire hose.

- The voting machine from Sequoia functioned poorly at ballot review.
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The opening of contesis and single and double button pushes adds to the
complexity of the machine.

After pressing a button, the Sequoia machine immediately advanced to the next
contest with no information about what one exactly voted for and the ability to
change one’s vote in the event of error.

eSlate from Hart:

The keys are still not tactilly discernable.

The navigation wheel is still too small, requiring fine motor control that is hard or
impossible to do with a closed fist, mouth stick, etc.

The machine does not have built-in volume control and does not reset to normal
value for each new voter.

The only machine showing difficulty producing adequate volume was the eSlate
by Hart InterCivic.

The Hart InterCivic machine had more systemic issues with missing scripts,
omitted information about the location of controls and a lack of prompting after a
voter had voted in a contest so the voter knew what to do next to advance to the
next race.

Unfortunately, when end users change their votes in ballot review, they are left in
the original voting screen and need to scroll all the way to the bottom of the ballot
to exit.

iVotronic from ES&S:

The machine does not have simultaneous audio and visual output.

The machine does not have built-in volume control and does not reset to normal
value for each new voter.

The selection of the audio output feature must be done for the voter by poll
worker.

There is no audio rate control.

By contrast, the IVotronic from ES&S would likely need much more script
revision to ensure full understanding and clarity of the interface. In addition, new
audio prompts would need to be added to help users of the audio ballot take the
next step in progressing through the ballot.

For example, after the end user has cast a vote in a particular contest, the system
confirms the vote but it fails to instruct the end user as how to use the machine to
advance to the next contest and cast a vote in that contest.

Many of the problems cited in Pierce’s original report remain in the Edge II Plus system
discussed in his update letter. Again, quoting from Noel Runyan about the Sequoia Edge

II Plus system

XXix,

There is no simultaneous audio/video on the current Edge II and none on the Edge
1 Plus planned for use in this November 2006 election.

The 2-switch feature, while better than none, is a Band-Aid on a Band-Aid. For
the Edge 11, it does not include any change in the orientation and help messages to
aid in the proper use of the 2-switch controls. The Edge II also currently requires

10
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that 2-switch users and other keypad users get their output in audio, without any
video display, as if they were also blind.

- The new V5 keypad for Edge II systems does not support one-handed use and
both it and the newer keypad that is supposed to be available on the Edge II Plus
systems are still not operable with a closed fist.

The Edge II on which Mr. Runyan voted in the California June primary contained the
newer software for the Edge II system. Nonetheless, Mr. Runyan still encountered major
problems. Workers had great difficulty in setting up the Sequoia Edge Il machines in
proper audio mode. Bugs, such as the time-out bounce back to the language menu, also
remained unfixed.

At this point it is nearly impossible to know just which accessibility problems on the
Sequoia Edge Il have been fixed in the Edge II Plus and how effective those fixes may
be, because — unfortunately — neither the specifications for the Edge 11 Plus nor the results
of usability and accessibility tests are publicly available. However, experience has shown
that it is unwise to accept vendors’ fixes and promises until the results can be
demonstrated in real, certified, delivered machines. It appears that proper access
usability testing has not been done on the Edge Two Plus systems in Illinois or elsewhere.

Regarding the cost of upgrading existing machines, Mr. Runyan makes the following

XXX,

observations™:

Another relevant issue is the cost of upgrading existing voting systems to take
advantage of any of these changes — where possible. Some activists have been
saying that we should go ahead and rush into buying the current DRE machines,
despite their known security and access flaws, and then we can count on them being
fixed or improved in the future. Even if the major problems could ever be solved,
what will be the price and who will pay it? Certainly, not the Manufacturers.

According to our local ROV office, Sequoia normally asks roughly $250 each to
upgrade Edge II systems to the V5 keypads that have rate control keys and a jack
for 2-switch input controls.

According to reports in January, the state of New Mexico was about to pay around
$16 million to upgrade their mostly Sequoia Advantage voting systems to Sequoia
systems that could have VVPAT paper trails. Additionally, the NM Secretary of
State was going to do in December 2005, as some activists would have us do — buy
more of the same flawed and obsolete systems ($5 million more for NM).

As a blind voter, I am impatient with the slow pace of adoption of secure and
accessible voting systems. However, I feel strongly that it is extremely
irresponsible for counties to rush into buying more flawed voting systems. To be
specific about the VVPAT issue, I believe that, given the current voting systems
designs, no new voting systems should be purchased unless they have accessible
voter verifiable and auditable paper record capability such as is already available

11
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with at least one of the ballot marking systems.

1 also feel that the best way to solve the accessibility, usability, and security
problems is to stop piling band aids on the old, obsolete DRE systems and
introduce completely new voting systems whose designs included security and
accessibility/usability considerations from the beginning of their conception. To
meet the flexible accommodation requirements for usability and accessibility by a
diverse population of voters, the current and future systems will need to employ
modular systems and/or blends of various voting machines.

(4) Since 1990 (and as set forth in the current EAC Voluntary Voting System Guidelines),
federal voting machine standards have specified a mean time between failures (MTBF) of
163 hours. This corresponds to a nearly 10% probability of machine failure on Election
Day. Current machines appear to perform no better than the standards require. Modern
technology is fully capable of MTBF's in the range of 15000 hours. What are your
thoughts on the impact this reliability standard is having on the accuracy of our election
process?

It is easy to see how unconscionably weak the voting system MTBF standard is by
comparing it with the MTBF for devices in common use today. For example, according
to a study by Compaq Corp, a thin client PC, which in many ways resembles a DRE,
typically has a MTBF of up to 170,000 hours™, as opposed to 163 hours. Nonetheless,
the 163-hour MTBF standard was included in both the 2002 Voting System
Standards/Guidelines™" and the recent 2005 Voluntary Voting System Guidelines™".

Another disturbing aspect of the current MTBF standard is that “failure” can mean just
about anything, including problems that are obvious to the voter, e.g. screen failure, and
those that are hidden from the voter, e.g. failure to accurately record an individual’s vote.
For example, 4,438 votes were irretrievably lost in early voting on paperless DREs in
Carteret County, North Carolina in 2004, After recording about 3000 votes, the machine
simply stopped recording votes™".

High DRE failure rates combined with the lack of back-up paper ballots will
disenfranchise voters, since most people are unable to spend hours waiting in line in
order to cast their votes.

Because voters dependent on DREs are more likely to be unable to vote than voters using
optical scan or ballot marking voting systems, the use of unreliable DREs with no paper

ballot voting options is an Equal Protection issue™™.

DRE failures also impact disabled voters disproportionately by making it not possible for
those voters to vote privately or independently.

The impact of deploying unreliable voting machines that have no paper trail can be
severe. For instance, according to the Montgomery County (Maryland) Board of

12
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Elections in a report entitled, 2004 Presidential General Election Review, Lessons
Learned™"":

From Help Desk tickets and [Diebold] GEMS reports, 189 voting units (7%) of
units deployed failed on Election Day. An additional 122 voting units (or 5%) were
suspect based on number of votes captured.

As a result of the large number of failures, additional tests were conducted on failed
voting units. One of the unfortunate Lessons Learned by Montgomery County was that
in future elections they would need even more voting machines than they had anticipated.

At noon today (Dec. 13, 2004), 148 voting units have been tested; of these, 35
have failed. Failed voting units will be returned te Diebold for further testing and
repair or replacement. BOE has requested that Diebold formulate and provide us
with a testing methodology and capture all results and subsequent repairs.
Recommend: For future elections, deploy more voting units on Election Day,
beyond the allotted one unit for every 200 voters to offset the higher than expected
Jailure rate. [Emphasis added]

The requirement that machines have redundant memories gives no protection if the
failure is some kind of "common mode" failure that affects both memories. In that case,
the lost votes would be irretrievable. An example of a common mode failure is an
electrostatic discharge (ESD) into the electronics that feeds data to the memories™ . In
spite of the fact that touch screen technology is highly vulnerable to ESD, the machines
are tested to less than half the voltage that can be expected in a carpeted polling place on
a day with relative humidity under 25%. In addition, the practice of removing memories
at poll closing for vote tabulation is dangerous. The IEEE P1583 draft voting machine
standards that was provided to the NIST/EAC process had an added provision requiring
additional testing if devices are removed during poll closing. Unfortunately, that
provision never made it to the VVSG. ESD is highly dependent on relative humidity, if
the people accessing the electronics are properly grounded (such as if they are wearing
grounding straps — advised in manuals for most electronic equipment and mandatory for
access to the internals of military electronics) and the materials in clothing, chair
coverings, and floor coverings™"",

XKXIX

As Michael Shamos is quoted as saying in a December 2005 article™, we should be in

an uproar about the failure rate of DREs:

“I have good reason to believe that 10 percent of systems are failing on Election
Day. That’s an unbelievable number,” Shamos told an assemblage of voting-
system makers, elections officials and scientists. “Why are we not in an uproar
about the failure of (touch-screen voting) systems?”

13
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This is the letter sent by Kelly Pierce that is referenced in my response to question 3.

OFFICE OF THE STATE'S ATTORNEY
Cook County, luunois

RICHARD A. DEVINE Public
Interest Bureau
STATE'S ATTORNEY 69 W.

Washington - Suite 930

Chicago, IL 60802
312-603-
8600

To: Interested Persons
From: Kelly Pierce, Disability Specialist
Date: October 4, 2006

I have become aware of widespread citation of my March 2005 accessibility review of four voting
machines that were being considered for purchase by Cook County and the City of Chicago Board of
Election Commissioners. Since this report was written, meaningful and substantial accessibility
improvements have occurred. Following the public demonstration of the four voting machines on March
15, 2005, Cook County Clerk David Orr announced on May 26, 2005 that he had chosen Sequoia Voting
Systems as the new election system for suburban Cook County. The next week, the Chicago Board of
Elections followed with a similar announcement. The first electronic voting machine to be used would be
the AVC Edge. On June 13, 2005, Sequoia Voting Systems then President and CEO Tracey Graham met
with disability leaders and the Cook County Clerk and described the company’s substantial commitment to
improving the accessibility of the AVC Edge. An audio recording of a voting experience was produced
that day following this meeting. The recording and end user experiences with the Sequoia AVC Edge were
used to produce a June 30, 2005 report on the audio interface of the machine. Since completion of the
report, Sequoia representatives spent more than 100 hours in enhancing and improving the audio script
used by the AVC Edge, states a December 2005 memorandum by Sequoia President Jack Blaine. More
than 20 hours were spent with city and county officials and leaders from the disability community
reviewing the effectiveness of each audio prompt on the machine. Further, Sequoia redesigned its control
box for the audio interface. The new control unit included easy to locate volume control buttons and a
switch that increased or decreased the rate of speech in the audio recording. The new control unit also
enabled those who could not use their hands to vote to plug in a sip and puff device so the ballot could be
voted completely from someone’s assistive technology.

Additionally, Sequoia committed to numerous other changes for the November 2006 election. In
September 2006, Sequoia representatives met with the Cook County Clerk, the Executive Director of the
Chicago Board of Election Commissioners and leaders in the disability community to demonstrate the new
and enhanced accessibility features of the Sequoia Edge II Plus voting machine, which will be used in the
November 2006 election. The Sequoia Edge II Plus replaces the AVC Edge used in the March primary
election. The audio interface now includes navigational prompts on the contest menu and an interactive
ballot review mode so blind and disabled voters can exit the review mode at a particular contest and change
their selection as sighted voters can, The now accessible ballot review will largely resolve the problems
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that were described in my report by a Santa Clara County, California blind voter. The experiences of this
voter, which were quoted in the report, were shared recently in testimony before a congressional
committee. The company may refine the accessibility of its ballot review, further increasing the
accessibility and usability of this newly accessible function. The re-designed touch screen on the Edge II
Plus has legs that can be adjusted to different levels for various wheelchair heights. For the first time,
people who have low vision will be able to view the ballot using a zoom function which magnifies the type
up to 400 percent its normal size as well as view the ballot at 2 high color contrast. Sequoia has re-
designed its audio control unit yet again. The buttons are concave and recessed so those with head or
mouth sticks and pointing devices can operate the machine independently. There are now also separate
Jarge plug-in “buddy buttons” for people with limited dexterity to use. More substantial enhancements to
the accessibility of the Sequoia Edge If Plus are planned in time for the municipal elections in spring 2007.

At that time, most, if not all, of the accessibility problems identified in March 2006 will be dramatically
reduced if not eliminated altogether. The flexible nature of information technology as deployed as
electronic voting machines made the accessibility changes and enhancements possible. As has been stated
in multiple reports by the National Council on Disability, a federal agency, when representatives of
industry, government, and the disability community work together cooperatively as partners in using
technology to solve accessibility problems, the inconceivable becomes possible enabling a new level of
independence never before achieved.

' Letter to President Kay Maxwell from Madhu J. Sridhar, President, Massachusetts
LWV, dated March 25, 2004.

" Both letters and the list of signers can be found at http://www.leagueissues.org.

Qo far as 1 know, the LWVUS never posted the SARA resolution on the publicly
accessible portion of the website. Ialso have been unable to find it on the member only
portion, but my guess is that it’s buried somewhere on the website.

¥ Helping America Vote, written by Tracy Warren in collaboration with Lloyd Leonard,
Jeanette Senecal, and Kelly Ceballos, 2004,

¥ They both use Diebold TS paperless DREs, the machine that Prof. Ed Felten has
demonstrated to be highly vulnerable to election fraud.

Y But the leadership knew that a voting machine resolution was going to be introduced
and might pass.

i For example, on page 12 of the October 2004 issue of The National Voter (the
publication sent to all LWV members), the SARA resolution is followed by the following
sentence. “Since these criteria are not code words for any particular voting technology,
the League neither supports nor opposes any type of technology per se, such as Direct
Recording Electronic Voting Machines (DREs), Voter Verified Paper Trails (VVPTs) or
optical scan”.

Y Making Votes Count: One Last Election Resuit, New York Times editorial, January
18, 2004,

http://www nytimes.com/2005/01/18/opinion/18tues] html?ex=1107100499&¢ei=1&en=c
af5841999b0d8ca

™ Safeguards Built into Hand Count, Official Says, by Jim Haley, the Herald, Everett
WA, December 14, 2004,
http://www.heraldnet.com/stories/04/12/14/1001oc_recount001.cfm.
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* Final Report, Cuyahoga Election Review Panel, Cuyahoga County, OH, July 20, 2006,
http://boce.cuyahogacounty.us/GSC/pdf/elections/CERP_Final_Report_20060720.pdf

* Ibid, page 102.

' Tbid, page 139.

* Ibid, page 46.

¥ Ibid, page 46.

™ Ibid, page 50 - 51.

* Ibid, page 217.

i Testimony by Mr. Michael I. Shamos before the Committee on House Administration,
September 28, 2006.

M hitp://www.chicagotribune.com/news/nationworld/chi-

0602110098feb11.1,6644357 story or
http://www.votetrustusa.org/index.php?option=com_content&task=view&id=913&Itemi
d=298

% The Primary Election of March 21, 2006 Analysis and Recommendations, April 27,
2006, http://www.ballot-integrity.net/docs/Cook_County_Board_v6_4-26-2006.pdf.

** This quote is footnoted in the original document as follows: Chairman Jesse R. Smart,
EBOE, September 19, 2005 — Meeting transcript, page 18.

™ 4 Verifiable, Accessible Vote, by Barbara Silverstone, New York Times, June 14,
2004,

http://query.nytimes.com/gst/fullpage. htmi?res=9AODEODE1230F937A25755C0A9629
C8B63&n=Top%252fReference%252{Times%20Topics%252fSubjects%252{E%252fE]
ections

I August 1, 2006,

http://www.votetrustusa.org/index.php?option=com _content&task=view&id=1595&Item
id=804. Also see My Rationale for Filing an ADA Complaint against the State of
Florida, by A. J. Davies, April 4, 2006,
http://www.votetrustusa.org/index.php?option=com_content&task=view&id=1159&Item
id=26

M American Council of the Blind of New York, Inc.; Center for Independence of the
Disabled in New York (CIDNY); Disabilities Network of NYC; New York State Young
Democrats Disability Issues Caucus; Queens Independent Living Center; Westchester
Council of the Blind; Westchester Disabled on the Move, Inc. For the full list of
endorsements, see http://www.nypirg.org/goodgov/hava/machines/endorsers.html

X For the full statement, see

http://www .nypirg.org/goodgov/hava/machines/default.html

¥ From the oral testimony of Jim Dickson before the Committee on House
Administration’s hearing entitled, “Electronic Voting Machines: Verification, Security,
and Paper Trails,” September 28, 2006,

¥ Letter from Kelly Pierce to Interested Persons, dated October 4, 2006. In that letter
Pierce references my testimony in which I quote blind computer scientist Noel Runyan as
follows: The experiences of this voter, which were quoted in the report, were shared
recently in testimony before a congressional committee.

I <Tn 2005 Smartmatic acquired Sequoia Voting Systems, a well-known leader among
suppliers of electronic voting systems in the U.S. market”. Quote taken from About
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Smartmatic, hitp://www.smartmatic.com/news 070_2005-10.htm. See also California:
Sequoia Quietly Leading State E-voting, by lan Hoffman, originally published in Inside
Bay Area, available at
http://www.votetrustusa.org/index.php?option=com_content&task=view&id=1411&Item
id=51

X"f’iii Personal correspondence with Noel Runyan, October 3, 2006.

¥*i* personal correspondence with Noel Runyan, October 4, 2006.

 Tbid.

5 Network administrators can save time and money by letting servers carry the load, by
J. B. Miles, Government Computer News, October 2, 2000,
http://www.gen.com/print/voll9_no29/3040-1.html.

X http://www.eac.gov/election_resources/vss.html

ol «The MTBF demonstrated during certification testing shall be at least 163 hours”,
http://vote.nist.gov/VVSG2005Pt1 .htm.

XXXV

http://www.nytimes.com/2005/01/18/opinion/1 8tues1.html?ex=1107100499&ei=1&en=c
af5841999b0d8ca

XY Bor more discussion of equal protection and related issue, see DRE Reliability:
Failure by Design?, by Howard Stanislevic, March 13, 2006,
http://www.votetrustusa.org/pdfs/DRE_Reliability.pdf.

¥ http://truevotemd.org/Resources/Lessons_Learned.pdf

woi The ESD discussion is based on private communication from Stanley A. Klein,
October 6, 2006.

XV pyindamentals of Electrostatic Discharge, ESD Association, Rome, NY, 2001,
Table 2, page 5.

= Uncertainty Clouds Future of e-voting Tests, by Ian Hoffman, Oakland Tribune,
December 1, 2005, available at http://www.votersunite.org/article.asp?id=6414.
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Forsyth County Elections and Voter Registration

110 E. Main St.

Cumming, Georgia 30040
Tel - 770-781-2118

(-

Date: October 26, 2006
To: Committee on House Administration

From: Gary J. Smith
Director of Elections

Reference: 2006 Hearing on Electronic Voting Machines:
Verification, Security, and Paper Trails

I have enclosed the following:

¢ My transcript with no changes
s Answers to Representative Holt’s questions
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Response from Gary J. Smith to Representative Holt's questions — 10/26/06

Committee on House Administration Hearing on electronic Voting Machines:
Verification, Security, and paper Trails

September 28, 2006

Response from Garv Smith to Representative Holt’s Additional Questions —
10/25/06

Description of security procedures for Forsyth County Elections. Receipt,
Maintenance, and Storage.

(a) Acceptance tests. Upon the receipt of each new direct recording electronic voting unit
(DRE), I am responsible to ensure that an acceptance test is performed on the device in
accordance with standards issued by the Secretary of State. No DRE unit shall be
accepted by our county or placed into service until such time as the unit satisfactorily
passes the prescribed acceptance tests.

(b) Storage of DRE units.

1. We maintain our DRE units in accordance with the requirements of this rule, the
directives of the Secretary of State, and the specifications and requirements of the
manufacturer (Diebold).

2. The DRE units are stored in a climate controlled space in which the temperature

and humidity levels are maintained at acceptable levels year-round which shall not be
lower than 5 degrees Celsius (41 degrees Fahrenheit) nor higher than 40 degrees Celsius
(104 degrees Fahrenheit) and not lower than 35 percent relative humidity and not higher
than 85 percent relative humidity such that no condensation forms on such units. The
units are not stored in an area in which liquids or fluids stand, pool, or accumulate at
any time or in areas that are subject to such standing, pooling, or accumulating liquids or
fluids. The space in which the units are stored is secured by multiple security devices and
is accessible only to persons authorized by myself to have access to such units or

such space. The DRE units are kept on a rack system that has been constructed for the
storage of the units. The batteries in each unit are charged at least quarterly in accordance
with the manufacturer's specifications.

3. The storage areas for DRE units is equipped with the following forms of electronic
surveillance and protection: keypads and electronic locks, motion

detectors, video surveillance, and a security system that is connected to an outside
monitoring source, in our case the police department and fire department.

4, We maintain numbered seals on all DRE units in storage and all seal numbers shall be
recorded and on file in our office.

5. Upon delivery to a polling place in preparation for a primary, election, or runoff, the
DRE units are secured and protected from unauthorized access by storing the DRE

units in a locked and secure room at the polling place, having the person taking
possession of the units personally supervise the units at all times prior to the opening of
the polls.

6. Software security. The software contained in each DRE unit, regardless of whether
the unit is owned by the county or the state, and the software used to program the unit
and to tabulate and consolidate election results has not been modified, upgraded, or
changed in any way without the specific approval of the Secretary of State. No other
software is loaded onto or maintained or used on computers on which the GEMS
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Response from Gary J. Smith to Representative Holt’s questions — 10/26/06

software is located except as specifically authorized by the Secretary of State. Dynamic
encryption keys help to secure our election results and we have the ability to change our
passwords at each election. Election results are digitally signed to prevent any attempt to
tamper with the contents of the memory cards.

(d) Access to GEMS servers.

1. The room in which the GEMS server is located is locked at all times when the

server is not directly under my supervision or my designee. Lock and key access to the
room where the GEMS server is located is be limited to myself; my election supervisor,
and emergency personnel. Building maintenance personnel have access to the room in
which the GEMS server is located only to the extent necessary

to carry out their maintenance duties and under our supervision. We maintain on file

at all times in our office a complete and up-to-date list of all maintenance personnel with
access to the room in which the GEMS server is located. Emergency personnel shall have
access to the room in which the GEMS server is located only as necessary in the event of
an emergency and only for the duration of such emergency condition and in this event,
the computer controlled access monitors all ingress and egress as well as the video
surveillance cameras.

2. The GEMS server remains locked at all times when not in use. The key or keys to

the GEMS server shall remain in the possession of myself and my designee at all times.
() Security of DRE units and accessories. All DRE units, optical scanner devices, voter
access cards, supervisor cards, memory cards, DRE unit keys, voting system software,
and encoders are stored under lock and key at all times when not in use. Lock and

key access to such items are limited to myself; my election supervisor; the personnel of
my office; building maintenance personnel (under supervision); and emergency
personnel, Building maintenance personnel have access to the area where such items are
stored only to the extent necessary to carry out their maintenance duties and under
supervision of the election staff. I maintain on file at all times in my office a complete
and up-to-date list of all maintenance personnel with access to the area in which such
items are stored. Emergency personnel have access to the area where such items are
stored only as necessary in the event of an emergency and only for the duration of such
emergency condition and under video surveillance and computer coded access. Whenever
maintenance or emergency personnel are required to enter the storage area, it is required
that I be notified in advance and maintain a log of those persons who entered

the storage area.

(g) Voting system handling requirements.

1. All personnel, with the exception of the permanent employees of the Office of the
Secretary of State and permanent employees of our county election staft, who prepare
voting equipment for use in a primary, election, or runoff complete an oath of custodian
before each election. One copy of the oath is placed on file in the office of the election
superintendent and an additional copy is filed with the records for the election filed with
the clerk of superior court. The oath of custodian is in the following form:

STATE OF GEORGIA

COUNTY OF _FORSYTH

OATH OF CUSTODIANS AND DEPUTY CUSTODIANS
OF DRE UNITS
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Response from Gary J. Smith to Representative Holt’s questions — 10/26/06

i , do swear (or affirm) that I will as a (deputy) custodian
of the voting systems for the County Forsyth, faithfully perform all of my duties in
accordance with state law; that I will prepare in accordance with all applicable rules and
regulations governing the use of the voting system all DRE units to be used in primaries,
elections, and runoffs in this county; that I will use my best endeavors to prevent any
fraud, deceit, or abuse in carrying out my duties while preparing the DRE units for use in
primaries, elections, and runoffs; and that I am not disqualified by law to hold the
position of (deputy) custodian.

Included for reference and visual description are some of the security seals and reports
that help to maintain security and chain of custody.
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security. doorafter ope
complete
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Manager
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Response from Gary J. Smith to Representative Holt’s questions — 10/26/06

CHAIN OF CUSTODY FORMS
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Response from Gary J. Smith to Representative Holt’s questions — 10/26/06

Part of poll worker training to assure voter access cards are not lost -
&;; EXIT DOOR STATION

- Collect Voter Access Cards.

- Give Voter “ Have Voted”
Stickers.

- Return used Voter Access Cards
to ExpressPoll Station,

- NO Voter should exit without first
returning Voter Access Card.

With respect to the comment about counterfeit voter access cards gaining access to the
voting process — all Georgia Voter Access Cards in our county are maintained in secured
storage and are of a type that is different than those used for training or any of our
outreach programs. Although the prior Georgia Voter Access Card may have looked like
something used in a Laundromat, the Georgia Smartcard currently used is coded for a
specific card style for a specific precinct in our county for a specific election. Attempts
to duplicate a commercially available smart card with the information needed to be used
in an election have not been successful to our knowledge.

All election systems equipment is part of our inventory for each of our precincts and is a
routine part of the equipment delivery and chain of custody. This includes, but is not
limited to: dre machine numbers, TS Access Cards, Encoders etc. These are kept on file
by precinct, poll manager and issuance date.

Question from Representative Holt ~ Does confidence in the security and accuracy of
your voting systems — confidence among all races equally — matter? Representative Holt
quoted the both the 2004 Peach Poll http://www.cviog.uga.edu/peachpoll/2004-01-23.pdf
and the 2005 Peach Poll http://www.cviog.uga.edu/peachpoll/2005-03-10.pdf with
respect to the confidence of voters.

Confidence in the security, integrity, and accuracy of the Georgia and Forsyth County
voting system is of the utmost concern and importance for all voters, regardless of race.
Your comment with respect to black voters should show: the recent Peach Poll indicates
that statewide black voters had increased by four percentage points as very confident and
decreased by two percentage points as not at all confident. In addition, 89% of all of the
voters surveyed indicated that they were confident that their vote was counted accurately.
As part of the continued advancement in elections in Georgia, we now offer “no excuse”
absentee voting by paper ballot for all voters. In addition, we have “early voting” remote
sites set up in Forsyth County to help with those who wish to Vote In Person, but are
unable to on Election Day. The combination of “no excuse” and “early voting” have
proven to be very popular with our county’s voters and seemingly with the other counties
in Georgia.
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Response from Gary J. Smith to Representative Holt’s questions — 10/26/06

“And in Georgia, the replacement of the state’s hodgepodge of voting equipment with a
uniform touchscreen vctmg system has had an eveén more dramatic impact, with the
statewide rate of uncounted votes declining from 3.5% to .39%.! Some of the bxg%est
improvement in 2004 election was in heavily African-American precincts that™ had
formerly used punch cards,? Yet despite these improvements, the debate over electronic
voting Shows little sign of abating”. - Doug Gross, Georgia Election Data Shows Black Precincts Saw
Biggest Voting Improvements, Ledger-Enquirer, Dec. 2, 2004, at hitp/www. ledger-
enquirer.conymid/ledgerenquirer/news/local/ 10321965 .htiy; Jd.; see also Charles Stewart 1M1, The Reliability of
Electronic  Voting  Machines in Georgia, VTP  Working Paper (Oct.  2004), available at
hitp:/fwww.vote.caltech.edu/Reports/georgiastewart.pdf.

Question from Representative Holt — If someone walked off with a memory card or a
voting machine in your jurisdiction, would you know?

With the seéurity procedures that we have in place, it would not be possible for someone
to walk off with a memory card or voting machine in Forsyth County.

I believe some of the following comments should be considered in any review of a
contemporaneous paper audit trail.

“Likewise, legislative bodies should avoid mandating any particular technological fix,
such as the contemporaneous paper record or “voter verified paper audit trail.”™ ~A likel
effect of that sort of mandate 1s to disadvantage minority, disabled, and non-Englis
speaking voters. It can also be expected to stifle innovation by locking in a particular
type of security enhancement, while discouraging other possibilities that may be more
eftective and edsier to implement.” - For one discussion of the “voter-verified paper audit trail,” see Kevin
Shelley, Cal. Sec’y of State, Ad Hoc Touch Screen Task Force Report 21 (2003), available at
hitp://www.ss.ca.govielections/task force_report.doc.

“T conclude that, while there are legitimate reasons to be concerned about the
implementation of DRE voting, paper should not be considered the gold standard. In
particular, it is guestionable whether adding printers to DRE machines is either a
workable or effective solution to the vulnerabilities that exist.” — Daniel Tokaji ~ page 66
Fordham Law Review — The Paperless Chase: Electronic Voting and Democratic Values

A recent paper by Ted Selker and Jon Goler of Massachusetts Institute of Technology
assesses the practical problems with the contemporaneous paper record. They find that:

=xt[The contemporaneous paper record] complicates two of the top three problems that
have compromised more than one percent of American votes i 2000: equipment
problems and polling place operations. It complicates the setup, teardown, and operation
of the ballot place. It complicates polling place procedures during the vote. It gives extra
and difficult tasks for a person to do and increases the problems with the user experience
and the user interface. It also increases the length of time of voting, which makes it, with
more steps, easier to make migtakes.5=FT

Implementation of the contemporaneous paper record is thus considerably more
difficult than some advocates® public statements might suggest.”
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Response from Gary J. Smith to Representative Holt’s questions — 10/26/06

In conclusion, with the experience that I obtained in managing the recent manual audit
of the VVPAT in Cuyahoga County — I agree with the comment made by Mr. Tokaji -

“The experience of jurisdictions that have attempted to implement DREs capable of
generating a contemporaneous paper record illustrates the practical difficulties inherent in
making such a system work in a real-world election, Introducing an additional piece of
equipment can complicate the voting process, resulting in confusion on the part of both
voters and poll workers. The introduction of the contemporaneous paper record has
proven to be no exception. And as described below, the device has proved problematic at
best in jurisdictions that have attempted to use a contemporaneous paper record system
on a limited basis.” - Daniel Tokaji — page 77 Fordham Law Review — The Paperless Chase: Electronic Voling
and Democratic Values :

“Likewise, legislative bodies should avoid mandating any particular, technological fix,
such as the contemporaneous paper record or “voter verifiéd paper audit trail.”™ ~A hkc;IK
effect of that sort of mandate is to disadvantage minority, disabled, and non-Englis
speaking voters. It can also be expected to stifle innovation by locking in a particular
t}ﬁ}e of security enhancement, while discouraging other possibilities that may be more
éffective and easier to implement. “~ For one discussion of the “voter-verified paper audit trail,” see Kevin
Shelley, Cal. Sec'y of State, Ad Hoc Touch Screen Task Force Report 21 (2003), available at
http://www.ss.ca.gov/elections/task_force_report.doc.
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Responses by Michael I. Shamos to
Representative Holt’s Additional Questions for Witnesses
Committee on House Administration Hearing on
Electronic Voting Machines: Verification, Security, and Paper Trails
September 28, 2006

Answers to Questions for Michael Shamos

1. I expect you are familiar with the Brennan Center of Justice, working in conjunction
with the Nationa! Institute for Standards and Technology, Ron Rivest of M.LT, former
White House Cyber Security Advisor for George W. Bush Howard Schmidt, and other
security experts. The task force that produced that report conducted an exhaustive and
comprehensive analysis of all of the major types of voting systems used in the United
States — DREs with VVPAT, DREs without, and optical scan systems. The report
concluded that all of the systems were vulnerable to attack and malfunctions, and
recommended that voter verified paper records, accompanied by routine random audits be
used, and that the use of wireless devices be banned. As my legislation would implement
all of those recommendations, I was very pleased not just about the report but also about
the endorsement it received from Jeannette M. Wing, President’s Professor of Computer
Science, Computer Science Department Head, Carnegie Mellon University — “I give my
full support for this study. It is important for the nation to preserve our founding
principle of democracy, which rests largely on the integrity of how we elect our leaders -
our democratic process of voting.” Is your Institute for Software Research in the
Computer Science Department at CMU?

Answer: I declare at the outset my dismay at the personal enmity displayed by Rep. Holt
in the formulation of this entire set of questions. They do not further legitimate
congressional inquiry and are not calculated to repair the serious problems that have been
identified in the text of HR. 550, Though I may disagree with the premise of Rep. Holt’s
bill, and find fault with it, I have never challenged his personal motives or qualifications.
1 apologize to the Committee to the extent that the tone of my answers has matched the
malevolent spirit in which his questions were posed.

1 am familiar with the Brennan Center Report. I have read it. I am in general agreement
with all of its recommendations, except for that of a paper trail, but I am in extreme
disagreement with the logic and fictional scenarios used to arrive at those
recommendations. That it has an otherwise impressive list of names associated with it is
of no consequence if the report itself is flawed. You know from my testimony that I favor
voter verification and random routine audits, and I am one of the loudest voices calling
for a ban on wireless components.

Prof. Wing is head of the Computer Science Department at Carnegie Mellon University,
which is a division of the School of Computer Science. I have known her for over 20
years. The Institute for Software Research is a co-equal division of the School of
Computer Science, but is not part of the Computer Science Department. It does not
report to Prof. Wing, and Prof. Wing is not among its faculty. It would not matter if the
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situation were otherwise. The value of a report does not derive from its list of endorsers,
but from whatever value might be gleaned from its content. Ithink you will find if you
ask Prof. Wing how many voting systems she has examined, she would say zero. I have
examined 119 of them, so if appeal to authority were a valid method of argument (which
it is not), my opinion on the Brennan Center Report would perhaps be of greater value
than hers. CMU’s experts on electronic voting, namely me, Lorrie Cranor, David Farber
and Alessandro Acquisti, are associated with the Institute for Software Research, not the
Computer Science Department. I note with amusement that of the eight “endorsements”
publicized by the Brennan Center on its website at

http://www brennancenter.org/programs/downloads/MOD%20Endorsements.pdf, five we
furnished by authors of the report, hardly an independent view. Prof Wing was one of
three non-author endorsers.

The Brennan Center Report is not a paragon of scientific objectivity. The participants
were deliberately selected based on their favorable inclination toward paper trails. Iam
informed that NIST withdrew its participation when it learned of this, and requested that
the Brennan Center remove NIST’s name from the report. So the premise of your
question, that the Brennan Center worked in conjunction with NIST, is incorrect.
Possibly if the reports’ external endorsers knew this to be the case they might not have
been so free with their praise.

It is no particular surprise that your legislation would implement the recommendations of
the Brennan Center Report since the main points H.R. 550 were suggested by some of the
very same people who served on the Brennan Center Task Force. The implication that
somehow the Brennan Center is therefore an independent supporter of HR. 550 is
incorrect.

2. You identified that “[t]he effect of H.R. 550 would be to ban electronic voting entirely
in Federal elections. The reason is that the bill sets forth conditions that are not met by
any DRE system currently on the market in the United States. If it were to pass in its
present form, there could be no more electronic voting in this country.” Section 2 of my
legislation provides that every “voting system shall produce or require the use of an
individual voter-verified paper record of the voter’s vote that shall be made available for
inspection and verification by the voter before the voter’s vote is cast. For purposes of
this clause, examples of such a record include a paper ballot prepared by the voter for the
purpose of being read by an optical scanner (whether form a domestic or overseas
location), a paper ballot created though the use of a ballot marking device, or a paper
print-out of the paper ballots produced by a touch screen or other electronic voting
machine, so long as in each case the record permits the voter to verify the record in
accordance with this subparagraph.” Thus, touch screen machines, optical scan machines
and ballot marking devices are all explicitly allowed by my legislation. Can you explain
specifically which electronic systems you believe this legislation would outlaw.?

Answer: I believe that HR. 550 is not quoted correctly in your question. The phrase
“paper print-out of the paper ballots produced by a touch screen or other electronic voting
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machine” should instead read “paper print-out of the voter’s vote produced by a touch
screen or other electronic voting machine.”

HR. 550 would outlaw all DRE machines currently on the market in the United States. It
would allow optical scan and ballot marking devices which mark optical scan ballots. It
is not sufficient to say that “touch screen machines ... are .. explicitly allowed by my
legislation.” They may be expressly “allowed” but they are implicitly disallowed by the
conditions the legislation places on them. For example, I might propose a bill that allows
automobiles but requires them to get 150 miles per gallon of gasoline. Since no car
achieves this, it implicitly outlaws cars while purporting to permit them. Likewise, your
simultaneous requirement for a paper trail and voter secrecy is not currently satisfied by
any paper trail machine. All sequential paper trail machines are automatically
disqualified. Even Barbara Simons, a staunch paper trail advocate, so testified at the
hearing on Sept. 28. The cut sheet machines (such as Avante), print indicia on the ballot,
such as codes and identification numbers, that can be used by a voter to identify his ballot.

3. You stated in your testimony that “the bill as written mandates a system that would
violate constitutional and statutory provisions in more than half of the states. The secret
ballot is regarded as an essential component of American democracy. Each one of the
DRE paper trail systems that are currently on the market either enables voters to sell their
votes, or allows the government and the public to discover precisely how each voter in a
jurisdiction has voted. I cannot believe that the numerous sponsors of this legislation
contemplated such an outcome.” The sponsors of HAVA already required a “permanent
paper record with a manual audit capacity,” and the DREs you have certified for use in
Pennsylvania presumably meet that requirement or I assume you would not have certified
them. Can you explain how it is that the internal paper record produced by those DREs
(which is not verifiable by voters) preserves the privacy of voters, while an external
version of the same thing (which is verifiable by voters) does not? If either voters are
randomly shuffled (directed to different voting booths) or the paper records are shuffled
by each machine, do you think the secrecy of any voters ballot is compromised?

Answer: It should be noted that I do not certify voting systems. I examine them and write
reports recommending a grant or denial of certification. My reports are reviewed by the
Pennsylvania Commissioner of Elections, the state’s HAVA Coordinator, the counsel for
the Department of State and the Secretary of the Commonwealth. It is the Secretary who
makes the ultimate decision on certification. I do not deny that I have a significant role in
the process, but my recommendations are subject to extensive review.

All machines certified in Pennsylvania have the capability of producing a “permanent
physical record of each vote cast, as required by 25 P.S. §3031.1. This requirement was
enacted in 1980, predating HAV A by 22 years. They also satisfy the HAVA requirement
of a “permanent paper record with a manual audit capacity for such system.” 42 US.C.
§15481(a)(2XB)X(i). This is done in different ways by different vendors, but in general it
consists of maintaining ballot images (cast vote records) in randomized order so they
cannot be associated with any particular voter. The file of ballot images (randomized)
can be printed out after the close of polls either at the original voting machine or at
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county central after results have been uploaded, or both. Sequential paper trail machines
cannot shuffle any ballots and are completely non-random. Thus they are not an
“external version of the same thing,” as your question suggests.

Shuffling the paper records produced by the cut-sheet machines is not sufficient since
each ballot has a unique identification code. Directing voters to different voting booths
does not work for several reasons: (1) In Massachusetts, for example, DREs are used only
for the disabled and no polling location has more than one machine. Therefore, the ballot
of every disabled person is exposed in a recount; (2) HAVA itself provides that its
accessibility requirements can be satisfied by having a single accessible machine in each
polling place; (3) Even if there is more than one machine, there is no law that prevents
any citizen from remaining in the polling place all day long and recording the machine on
which each voter votes. But it is not even necessary to go to such lengths. Voter privacy
forbids anyone from knowing how even one voter voted. So if someone watched which
machine the first voter of the day used, that vote would be exposed. Likewise, if the
machine on which the last voter voted is known, that voter’s choices would also be
exposed; (4) In some jurisdiction, such as Pennsylvania, the law requires the judge of
elections to assign a sequential number to voter and to record that number on the poll list.
This provides a one-to-one mapping between voters and the sequential paper trail.

The fact that one or two small vendors produce cut-sheet VVPATSs is of only minor
consequence. The VVPAT systems of all the major manufacturers, Diebold, ES&S,
Sequoia and Hart InterCivic, are all sequential. Replacing those systems, as HR. 550
would require, would cost additional billions of dollars.

4. Tunderstand you were instrumental in Pennsylvania’s certification of the Diebold TSx.

a. Have you verified that the Diebold TSx does not have the same class of vulnerabilities
as those described in the Diebold TS by Felten and his students?

b. If so, please explain what Diebold had done to address these vulnerabilities and why
you believe these steps to be sufficient.

¢. Ifnot, did you recommend that Pennsylvania certify this machine? Why did you make
the recommendation that you did?

Answer: I was the examiner for the Diebold TSx and I recommended that it be denied
certification following an examination in July 2005, Irecommended its certification after
a re-examination in November 2005. The certification was granted by the Secretary of
the Commonwealth, pursuant to statute, not by me.

a. The Diebold TSx exhibits one of the vulnerabilities identified by Harri Hursti and
subsequently studied by Prof. Felten. A knowledgeable intruder who gains access to the
machine in secret is able to replace its software. The viral spread identified by Felten on
the T'S is not possible on the TSx because replacement of the software requires user
acknowledgement on the TSx, so the software cannot spread without human cooperation.
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b. 1am not a spokesperson for Diebold. However, I am informed that Diebold has
submitted a new version of TSx for ITA examination that would eliminate the
vulnerability. Iam further informed that testing on this version is not yet complete.
Since I do not know what solution has been implemented by Diebold, I can’t say whether
or not it is sufficient.

¢. When I recommended that the machine be certified in January 2006, these
vulnerabilities had not yet been discovered. The system had been federally qualified and
passed all tests for conformance with state law. There was no rational basis on which to
deny certification. Had the Secretary denied certification when the system conformed to
the requirements of HAVA and Pennsylvania law, a vendor lawsuit to reverse such a
clearly erroneous determination would have been successful.

5. You acknowledge that security vulnerabilities have been demonstrated by Hursti,
Felten and others. You go on to say, “Some of these vulnerabilities are severe and
require immediate repair. But the point is that they are easily remedied.”

d. If so, why were they security vulnerabilities not remedied initially?

e. How do you know that the security vulnerabilities that have been uncovered by
computer security experts have not already been exploited to rig elections? Precisely
how do you prove that election rigging has not already occurred using paperless DREs.

f. You assert that the vulnerabilities are easily remedied. Please explain in detail just
how to remedy easily the vulnerabilities uncovered by Hursti, Felten, et al.

g. Even if the security vulnerabilities were easily remedied, how will the remedies be
applied to the voting systems currently in use? Please respond in particular to the fact
that one of the vulnerabilities uncovered by Felten requires changes to the hardware in
order to be remedied.

Given that independent computer security experts such as Rubin, Felten, and Hursti have
been able to examine only Diebold machines, how do you know that similar security
vulnerabilities don’t exist on DREs produced by other vendors?

Answer:

d. The security vulnerability Hursti Il/Felten was remedied in Pennsylvania immediately
after it was discovered. Pennsylvania is the only state in which I had sufficient influence
to urge such a step successfully. Hursti I, relating to use of AccuBasic on optical scan
memory cards, has not been remedied and the system that exhibits that vulnerability
(Diebold AccuVote OS) was denied certification in Pennsylvania.

e. The answer is simple. Since there are no paperless DREs in Pennsylvania, no election
has ever been held using them, so no election could have been rigged on a paperless DRE.
All DREs have paper audit trails, but they are not necessarily shown to the voter. I
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presume you mean a DRE with a VVPAT. DREs with VVPATS do not necessarily
expose election rigging, either, unless every voter check the paper trail and the paper is
used to recount the election. The mere existence of a VVPAT may deter, but does not
prevent, rigging.

I don’t know whether the vulnerabilities have ever been exploited to rig a DRE election,
but there is no evidence that they have been. Ican’t prove it, but neither is there any
statute or regulation requiring such proof. To believe that rigging has occurred, one must
give credence to a very unlikely, but not impossible, series of events: (1) the intruder
must craft a program that only behaves badly during an election, and at no other time; (2)
the intruder must leave no evidence of tampering, physical or otherwise; (3) the intruder
must choose carefully how many or what percentage of votes to swap so as not to arouse
undue suspicion; (4) the intruder must arrange to affect enough machines to alter the
outcome of an election; (5) the intruder must cause his program to erase any trace of itself
and replace itself with the authorized software without leaving any evidence; and (6)
every intruder who has ever attempted such an intrusion must have succeeded perfectly,
or we would have evidence of his attempt. It’s not impossible, but there is no reason
whatsoever to believe it has happened. One might ask for proof that Martians are not
living among us. There’s no proof they aren’t, but there’s no credible evidence that they
are, either. Meanwhile, the whole time that people have been arguing over the security of
DREs, real elections have regularly been stolen through simple manipulation of paper
ballots. This has always been true and it remains true today. For an illuminating
treatment, see “Deliver the Vote: A History of Election Fraud, an American Political
Tradition, 1742-2004,” by Tracy Campbell (2005).

f. Prof. Felten is proud to demonstrate that he can rig a voting machine in one minute. In
Pennsylvania we used the very same method to unrig the voting machines (assuming they
had been rigged) in a minute. As I explained during my testimony, 16 copies of the
certified software were obtained on memory cards from the ITA, one for each Diebold
county in Pennsylvania. The copies were individually distributed to those counties.
They were instructed at the time when the machines were to be prepared publicly for the
election to insert the authorized memory card and answer “yes” to the questions asking
whether to replace the machine’s firmware and software. This was done for each
machine in each of the 16 counties. At this point the machines had the authorized,
certified software. If anyone had previously tampered with them, and there was no
evidence that anyone had, the effect of the tampering would have been nullified.

Hursti I, involving report generation software on opscan memory cards, is easily
remedied be either disabling the AccuBasic mechanism or digitally signing the
AccuBasic files. Since this has not yet been done by the vendor, the machines affected
by the vulnerability are not certified in Pennsylvania.

g. The answer to (g) is the same as my answer to (f). In some cases, field re-installation
of the certified software is required for each machine. The vulnerability identified by
Prof. Felten that he says requires a hardware change is the fact that someone who gains
access to the machine can replace various physical components within, including ROM
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chips, and in effect transform the machine into a totally different machine. That is of
course correct, and it applies to every computer system on Earth. The argument applies
equally well to paper trails and bank vaults. Someone who has access to the paper trail
can alter it; someone who has access to the bank vauit can remove the money. Therefore,
it is important to keep people away from voting machines and bank vaults.

One might equally imagine entire impostor machines being substituted for the real ones,
and equally fanciful hypotheses. The fact that someone is able to dream up a
hypothetical attack does not mean that we need to discard DRESs, and it certainly does not
mean that we need to require paper trails, which now after field testing have shown
themselves to be unwieldy and unreliable. In many cases the remediation of security
problems consists not in software changes but in application of administrative and
physical procedures.

Re: similar vulnerabilities on other machines. The identified vulnerabilities depend on
architectural aspects of the Diebold systems that are not shared by any other systems.

Michael I. Shambs
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The CHAIRMAN. Welcome, Representative Holt. We are pleased to
have you here. This is one of the few times in the Congress when
you will find two physicists sitting at the front desk listening to
testimony.

At this time, I would like to recognize the Ranking Member, Ms.
Millender-McDonald, for any opening remarks she may have.

Ms. MILLENDER-MCDONALD. Thank you, Mr. Chairman, and good
morning to you and all the witnesses and guests here this morning.
I would like to thank you, Mr. Chairman, for calling this very im-
portant hearing on electronic voting machines. I am sure that you
have heard from your constituents and constituents around the
country, as I have heard, that folks are wary about these voting
machine apparatuses and they are not sure whether or not they
are working.

Let me also thank you, Mr. Chairman, for welcoming Congress-
man Russ Holt to sit on the panel this morning. It was just 6 years
ago that the 2000 Presidential election brought to light many prob-
lems with the elections process in our country. We encountered a
wide range of frustrations with the election administration. Some
of the most infamous problems involved punch cards with all of the
hanging chads that the Chairman has just shown you. Others in-
volved voters who were turned away from the polls without the op-
portunity to cast a vote.

In response, this committee worked diligently and passed the
Help America Vote Act, which is HAVA, to rid the country of out-
dated voting equipment and to ensure no eligible voter is turned
away from the polls without casting a vote. Despite the passage of
HAVA, however, many problems still remain, as we witnessed dur-
ing the 2004 election and in several primaries this year.

Today I hope to hear about methods of addressing these issues,
even if we may not be able to implement suggested recommenda-
tions before the November election. I also hope that this oversight
hearing will serve as a forum for the American people to gain con-
fidence in direct recording electronic voting system machines.

After the 2000 election, DRE, as we call them, machines were
viewed as the answer to hanging chads and century-old lever ma-
chines. DRE machines also allowed individuals with disabilities to
vote in private and without assistance for the first time. They have
also been supported by a number of civil rights organizations, given
the ease with which they are able to be programmed to display bal-
lots in foreign languages.

However, as we are aware, many concerns have been raised
about the integrity and the reliability of these DRE machines. In
fact, at times it may be seen that these machines have raised many
more questions than answers. For example, some have called for a
voter-verified paper audit trail for DRE machines. Some States al-
ready require this function for DRE machines.

But even this similarly simple method raises numerous concerns.
For example, when mechanisms serve as the official—what mecha-
nism serves as the official record in a recount? That is a question
that has been raised often. What happens when the printer jams?
Would the votes which were properly recorded by the DRE be
thrown out if they are not similarly recorded on the paper? Those
are the questions that have been raised often.



67

I am also interested in hearing from our witnesses, especially the
local election officials, regarding their views about the wisdom of
imposing a Federal mandate which would specify which type of
election equipment should be used. These decisions have mostly
been left up to the State and local officials throughout our country’s
history, and I would like to know what the impact of a Federal
mandate and a standard in this area would be, what precedent it
would set for future election administration mandates on the
States by the Federal Government, and how these mandates would
be funded.

In addition to discussing established concerns about DRE ma-
chines, I hope the witnesses invited today will address the security
of all voting equipment. Only one-third of Americans will cast bal-
lots on DRE machines, and although that number is growing, it
still means that two-thirds of our voters will be casting ballots
using other methodologies. Are these machines secure, are they re-
liable, are they subject to a suitable level of scrutiny?

I am concerned that all of the media attention to voting security
will inadvertently discourage voters from going to the polls, result-
ing in voter suppression. As we witnessed a few weeks ago in
Maryland, voting machine reliability, stability and accuracy was
not the inherent cause of mayhem. The lack of poll-worker training
and other human factors of election administration caused prob-
lems and confusion at the polls for both voters and poll workers.
If we do not adequately address all of these issues, voters may feel
as if their votes will not be counted and decide not to participate
on election day.

This is one reason why I offered an amendment to double the
funding for the college poll-worker training program. This program
encourages college-age students to serve as poll workers and to be-
come more involved with the election administration process.

The electoral process is not perfect, Mr. Chairman. Improve-
ments to the electoral process itself still need to be made. Fortu-
nately, the Help America Vote Act of 2002 is a solid foundation
upon which we can institute further electoral improvements. HAVA
made it easier for voters to cast a ballot and harder for people to
knowingly commit crime and fraud, which is why we need to appro-
priate the remaining $800 million balance which was authorized in
title 2k0f HAVA to fully fund the States and give HAVA a chance
to work.

As T have stated in the past, it is guaranteed that your vote will
be lost if you don’t cast a ballot. I would encourage every eligible
voter to cast a ballot, no matter how harsh the rhetoric about the
November elections and no matter how that ballot is cast: by DRE
machines, absentee ballots, provisional ballots or whatever. Ameri-
cans need to get out in November with the confidence that their
vote will be counted correctly. Exercising this precious right is
more important than the outcome of the elections, Mr. Chairman.

I hope we can convene additional hearings in the future to exam-
ine any shortcomings in election administration and any impedi-
mel{llts that voters experience in exercising their constitutional
rights.

I look forward to working with the Chairman and other members
to continue to improve the voting process and I will continue to
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seek full funding of the Election Assistance Commission title 2
grants to ensure that the EAC can continue its crucial work to im-
prove the electoral process. Even if one voter is disenfranchised,
that is one voter too many. Thank you, Mr. Chairman.

[The information follows:]
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Good morning Mr. Chairman, witnesses and guests. [ want to thank the Chairman for
calling this very important hearing on electronic voting machines. It was just six years
ago that the 2000 Presidential election brought to light many problems with the elections
process in our country. We encountered a wide range of frustrations with election
administration. Some of the most infamous problems involved punch cards with hanging
or pregnant chads. Others involved voters who were turned away from the polls without
the opportunity to cast a ballot. In response, this Committee worked diligently and
passed the Help America Vote Act (HAVA) to rid the country of outdated voting
equipment and to ensure that no eligible voter is turned away from the polls without
casting a ballot.

Despite the passage of HAVA, many problems still remain, as we witnessed during the
2004 election and in several primaries this year. Today I hope to hear about methods of
addressing these issues, even if we may not be able to implement suggested
recommendations before the November election. I also hope that this oversight hearing
will serve as a forum for the American people to gain confidence in direct recording
electronic voting system (DRE) machines.

After the 2000 election, DRE machines were viewed as the answer to hanging chads and
century-old lever machines. DRE machines also allowed individuals with disabilities to
vote in private and without assistance for the first time. They have also been supported
by a number of civil rights organizations given the ease with which they are able to be
programmed to display ballots in foreign languages. However, as we are aware, many
concerns have been raised about the integrity and reliability of these DRE machines. In
fact, at times it may seem that these machines have raised many more questions than
answers.

For example, some have called for a Voter Verified Paper Audit Trail for DRE machines.
Some states already require this function for DRE machines. But even this seemingly
simple method raises numerous concerns. For example, what mechanism serves as the
official record in a recount? What happens when the printers jam? Would the votes
which were properly recorded by the DRE be thrown out if they are not similarly
recorded on the paper?
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I am also interested in hearing from our witnesses, especially the local election officials,
regarding their views about the wisdom of imposing a federal mandate which would
specify what type of election equipment should be used. These decisions have mostly
been left up to state and local officials throughout our nation’s history and [ would like to
know what the impact of a federal standard in this area would be, what precedent it
would set for future election administration mandates on the states by the federal
government, and how these mandates would be funded.

In addition to discussing established concerns about DRE machines, I hope the witnesses
invited today will address the security of all voting equipment. Only 1/3 of Americans
will cast ballots on DRE machines, and although that number is growing, it still means
that 2/3 of our voters will be casting ballots using other methods. Are these machines
secure? Are they as reliable? Are they subject to a suitable level of scrutiny?

I am concerned that all of the media attention to voting security will inadvertently
discourage voters from going to the polls, resulting in voter suppression. As we
witnessed a few weeks ago in Maryland, voting machine reliability, security, and
accuracy were not the inherent causes of mayhem. The lack of poll worker training and
other human factors of election administration created problems and confusion at the
polls for both voters and poll workers. If we do not adequately address all of these
issues, voters may feel as if their votes will not count and decide not to participate on
Election Day. This is one reason why I offered an amendment to double the funding for
the college poll worker training program. This program encourages college-age students
to serve as poll workers and to become more involved with the election administration
process.

The electoral process is not perfect. Improvements to the electoral process itself still
need to be made. Fortunately, the Help America Vote Act of 2002 (HAVA) is a solid
foundation upon which we can institute further electoral improvements. HAVA made it
easier for voters to cast a ballot and harder for people to knowingly commit fraud, which
is why we need to appropriate the remaining $800 million dollar balance, which was
authorized in Title IT of HAVA, to fully fund the states, and give HAVA a chance to
work.

As T have stated in the past, it is guaranteed that your vote will be lost if you don’t casta
ballot. I would encourage every eligible voter to cast a ballot, no matter how harsh the
rhetoric about the November elections, and no matter how that ballot is cast — by DRE
machine, absentee ballot, provisional ballot or otherwise. Americans need to get out and
vote in November with the confidence that their votes will be counted correctly.
Exercising that right is more important than the outcome of the elections, Mr. Chairman.
I hope we can convene additional hearings in the future to examine any short coming in
election administration, and any impediments that voters experience in exercising their
constitutional rights.

I look forward to working with the Chairman and other Members to continue to improve
the voting process and I will continue to seek full funding of the Election Assistance
Commuission Title IT grants to ensure that the EAC can continue its crucial work of
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improving the electoral process. Even if one voter is disenfranchised, that is one voter
too many.

Thank you again, Mr. Chairman, for convening this hearing. Ilook forward to hearing
the testimony of all the witnesses.

#it#
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The CHAIRMAN. I thank the Ranking Member for her comments,
and I especially want to reinforce something you said. Voting in
this nation has traditionally been controlled and operated by the
local municipalities, cities, townships, counties and by the states.
The only reason the federal government entered this is because of
the problems with a federal election of a president in 2000, and we
continue to have great respect for the localities and the States
which have the responsibilities for implementation. We are simply
trying to establish standards only for the federal elections.

Ms. Lofgren, do you have an opening statement?

Ms. LOFGREN. Thank you, Mr. Chairman. I am glad that we are
having this hearing today and delighted that we are joined by our
colleague, Mr. Holt, the author of H.R. 550. I am inclined to think
that Mr. Holt’s approach is the right one, but I have declined to
be a coauthor of this bill until this hearing because I wanted to try
and keep an open mind on this subject and listen to the witnesses,
without being a coauthor of the bill. But coming from Silicon Val-
ley, you can imagine that I have had considerable input from peo-
ple who are quite skilled, and I guess the question that needs to
be answered is can this election be hacked.

There are many issues, I am sure we will get into them today,
but the integrity of the election process is absolutely essential to
the sustenance of a vigorous democracy. Elections do count, as we
know. And the direction that our country is going in will be decided
by elections. If we can’t know for a certainty that that process is
not corrupted, then it really goes to the core of the spirit of our Na-
tion and our future as a democracy.

So I realize we are not in a markup mode here today, we are
here to get information. I am going to listen very carefully to all
the witnesses, but I am hopeful that we could take quick action be-
cause this—my own State of California has already moved in the
direction that Mr. Holt is suggesting with the verifiable paper
audit trail. We need to be able to let the voters of America know
that their elections are on the up-and-up and their vote really does
count and the election has not been hacked.

So with that, Mr. Chairman, I thank you for holding this hearing
and I will yield back because I am eager to hear a very large panel
of witnesses before we are called to vote. Thank you very much.

The CHAIRMAN. Thank you for your statement.

Mr. Holt’s statement will be entered into the record as we men-
tioned earlier.

In setting up the panel for this hearing I was determined to try
to get the broadest representation possible. I would have had to
have 27 witnesses to totally accomplish that, but the fact is that
we have tried very hard, as indicated by the large number of wit-
nesses we do have.

I am very pleased with the quality of the witnesses who agreed
to appear and we now turn to Dr. Felten for his testimony. He is
a professor in the Department of Computer Science at Princeton
University, which also happens to be Mr. Holt’s district. He re-
cently completed a study of an electronic voting system and will
give us a report on his findings. I also understand you have a dem-
onstration for us, Dr. Felten. You may begin.
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STATEMENT OF EDWARD W. FELTEN, PROFESSOR, DEPART-
MENT OF COMPUTER SCIENCE, PRINCETON UNIVERSITY

Mr. FELTEN. Thank you, Mr. Chairman, and members of the
committee for the opportunity to testify today——

Ms. LOFGREN. Mr. Chairman, there are lights on that. Is there
a way—much better.

Mr. FELTEN. From a security standpoint what distinguishes com-
puterized voting systems from traditional systems is not that com-
puters are easier to compromise but that the consequences of com-
promise can be so much more severe. Tampering with an old-fash-
ioned ballot box can affect a few hundred votes at most, but inject-
ing a virus into a single computerized voting machine can poten-
tially affect an entire election.

Two weeks ago my colleagues, Ariel Feldman and Alex
Halderman, and I released a detailed security analysis of this ma-
chine, the Diebold AccuVote-TS which was used in Maryland, Geor-
gia, and elsewhere. My written testimony summarizes the findings
of our study.

One main finding is the machines are susceptible to computer vi-
ruses that spread from machine to machine and silently transfer
votes from one candidate to another. Such a virus requires mod-
erate computer programming skills to construct. Launching it re-
quires access to a single voting machine for as little as 1 minute.

I will now demonstrate this using a virus we constructed in our
laboratory. We have set up here a simulated election for President
between George Washington and Benedict Arnold. It is election day
morning and we just opened the polls. No votes have been cast yet.
I will start by casting the first vote. When I checked in at the poll-
ing place at the front desk, the poll worker gave me this voter card
which I now insert into the machine. I press the start button and
I choose to cast my vote for George Washington. The machine asks
me to confirm my choice and I confirm my choice and cast my bal-
lot.

The second vote is similar. I insert another voter card, I choose
George Washington again, and again I confirm and cast my ballot.
The third voter inserts another voter card and votes again for
George Washington. The correct vote count in this election obvi-
ously is George Washington, three; Benedict Arnold, zero.

Now it is the close of election day. A poll worker inserts a special
supervisor card into the machine, enters a PIN code, and tells the
machine to end the election and tally the votes. The machine will
now print out a paper tape summarizing the ballot count. When I
cast my votes earlier my choice of candidate was recorded in the
machine’s electronic memory. This record of my vote was invisible
to me. I had no way of verifying whether it was recorded correctly
or whether it was changed after it was recorded.

In this machine the records were modified by our virus. This
paper tape printed out by the machine reports the elections result.
It shows George Washington with one vote and Benedict Arnold
with two. Every record in the machine and outside the machine is
consistent with this fraudulent result.

Our technical report referenced in my written testimony goes
into considerable detail about this problem and explains why exist-
ing election procedures are not sufficient to prevent it. One lesson
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is that security depends on getting the technical details right. Too
often the designers of this machine fail to get the details right. A
good example is the access door here on the side of the machine.
It protects the removable memory card that stores the votes, so the
door should be locked securely and access to the keys should be
strictly limited; but in fact tens of thousands of AccuVote machines
can all be opened with the very same key, and this very same key
is used widely in office furniture, jukeboxes and even hotel
minibars. It is easily purchased on the Internet. This one I bought
online from a jukebox supply shop and it does open the machine.

The implications of our study go beyond just this machine and
reveal broader systemic problems. More worrisome than any spe-
cific vulnerability is that this system, despite its many problems,
was certified, purchased and deployed by many States and counties
and has been used in important elections.

We can do more to improve the security of our e-voting. I detail
many recommendations in my study and written testimony, but
one important safeguard is a voter-verified paper audit trail. A
well-designed paper trail can improve security and enhance voter
confidence without compromising accessibility. Certainly paper
records have their drawbacks, but they have different failure
modes than electronic records do and the combination of electronic
and paper records can be more robust against fraud than either
one would be alone.

Getting the details of voting right is difficult, especially in today’s
high-tech polling place, but failure is not an option. The stakes are
too high and the risk of malfunction or fraud too great to make our
current course tenable in the long run.

Election experts, accessibility experts, and computer security ex-
perts all have a role to play in improving our voting system. If we
work together we can solve this problem and give the American
people the voting system they deserve.

Thank you for your time and attention.

The CHAIRMAN. Thank you very much for your testimony.

[The statement of Mr. Felten follows:]
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Testimony of Edward W. Felten
Professor of Computer Science and Public Affairs, Princeton University

United States House of Representatives, Committee on House Administration
Hearing on

Electronic Voting Machines: Verification, Security, and Paper Trails
September 28, 2006

Open the lid of an electronic voting machine and look inside; what you will seeis
a computer, much like an ordinary desktop PC or Mac. Because they are computers, e-
voting machines are susceptible to familiar computer problems such as crashes, bugs,
mysterious malfunctions, data tampering, and even computer viruses. The question is
not whether we can eliminate these problems — we cannot — but how we will cope with
them.

Unlike ordinary desktop computers, e-voting systems are entrusted with the most
important process of our democracy — collecting and counting votes — and must perform
that process accurately, reliably, accessibly, and securely. Trust in election outcomes is
necessary for our electoral system to work, but the political system often does not lend
itself easily to trusting relationships. Voting technologies must help to build this trust,
Today’s e-voting infrastructure is not up to the task, but tomorrow’s can be.

Two weeks ago Ariel J. Feldman, J. Alex Halderman, and I released a paper
analyzing in detail the security of the Diebold AccuVote-TS, one of the most widely used
e-voting systems. The main findings of our study were as follows:

1. Malicious software running on a single voting machine can steal votes with

little if any risk of detection. The malicious software can modify all of the

records, audit logs, and counters kept by the voting machine, so that even
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careful forensic examination of these records will find nothing amiss. We
have constructed demonstration software that carries out this vote-stealing
attack.

2. Anyone who has physical access to a voting machine, or to a memory card
that will later be inserted into a machine, can install said malicious software
using a simple method that takes as little as one minute. In practice, poll
workers and others often have unsupervised access to the machines.

3. AccuVote-TS machines are susceptible to voting-machine viruses —
computer viruses that can spread malicious software automatically and
invisibly from machine to machine during normal pre- and post-election
activity. We have constructed a demonstration virus that spreads in this way,
installing our demonstration vote-stealing program on every machine it
infects.

4. While some of these problems can be eliminated by improving Diebold's
software, others cannot be remedied without replacing the machines'
hardware. Changes to election procedures would also be required to ensure
security.

Our web site at http://itpolicy.princeton.edu/voting has links to our full technical report
and a ten-minute video showing our demonstration vote-stealing virus in operation. The
technical report goes into considerable detail and includes a discussion of why existing
election procedures are not sufficient to prevent virus attacks. While we are not alleging

fraud in any specific past election, our results do raise serious concern about the security

of future elections.
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One lesson of our study is that security depends on getting the technical details
right. A security measure that sounds robust in the abstract may be useless or worse if
implemented poorly. Too often, the designers of the AccuVote-TS failed to get the
details right.

A good example is the AccuVote-TS access door. The access door on this
machine protects the removable memory card that stores the votes, so the door should be
locked securely and access to the keys should be strictly limited. In fact, the tens of
thousands of AccuVote-TS machines can all be opened with the same key, and this very
same key is used widely in office furniture, jukeboxes, and even hotel minibars. I
bought several keys on the Internet from an office furniture shop and a jukebox supply
shop, and they all open the AccuVote-TS. Details matter. It is not enough to have a key;
it matters which key you use.

Some voting machines, including the AccuVote-TS, record votes internally in a
computer file, with the votes stored in the order they were cast. This approach endangers
the secrecy of the ballot. If election procedures record the order in which voters cast their
votes (or allow partisan observers to do so, as is the practice in my polling place), then a
sequential record of the votes can be correlated with the order of voters to reconstruct the
ballots cast by individual voters. The AccuVote-TS is one voting machine that gets this
detail wrong.

The AccuVote-TS suffers from many such problems. It encrypts stored votes, but
stores the secret decryption key where it is easily found by hostile software. It keeps two

redundant copies of each stored vote, but both copies are subject to easy tampering.
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Some of these errors are more technical in nature than the access-door key error and the

vote-recording error, but they are just as serious.

The implications of our study go beyond the specific voting machine we studied
to reveal broader systemic problems. More worrisome than any specific vulnerability is
that, despite its many problems, the system we studied was certified, purchased and
deployed by many states and counties, and is slated for use in the upcoming November
election. This leads us to conclude that existing certification and procurement
procedures are inadequate to prevent the kinds of serious vulnerabilities we discovered.
Here again the details matter, and too often current processes get the details wrong,

Though some claim that election procedures will prevent the kinds of problems
we identified, the rigid procedures described in vendor manuals are often ignored in
practice. Machines are supposed to be sealed with numbered security tape; but missing
or broken tape is usually ignored, and election workers often break the tape themselves
when trying to revive malfunctioning machines. Machines and removable vote-storage
media are theoretically kept under lock and key, but in practice they are often sent home
with election workers or left unattended. At my polling place in Princeton, the night
before an election, the DRE machines sit unattended in an unlocked elementary school
lobby where anyone could tamper with them. Stringent official procedures only matter

if they are followed in practice.

There are several things we can do to improve the security of our e-voting

infrastructure.
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In the short term, some limited steps are still feasible before November. Given
the susceptibility of some e-voting systems to electronic tampering, we should take extra
care to secure the chain of custody for voting machines and vote-storage media from now
until Election Day. This cannot repair machines that have already been tampered with,
but it can reduce the likelihood of further tampering. Needless to say, what we need is
not more memos laying down theoretical procedures, but detailed execution to narrow the
gap between procedural theory and practice.

In the medium term, 1 offer three recommendations. First, we should fix the
certification process to better account for security.  Certification seems to focus on
machine attributes that are easily tested, but security problems are difficult to detect by
testing because no predetermined set of test scenarios can account for the tactics of a
clever adversary who systematically exploits gaps in a system.

In practice, the certification process often misses security problems that are
simple but very dangerous. For example, the AccuVote-TS system we studied will
silently accept and install any software update offered by any memory card that is
inserted into the system. The system makes no effort to verify that the offered update is
authorized by the vendor, election officials, or anyone else. This is a very serious
weakness that opens the door to the injection of malicious software and the silent,
automatic spread of viruses. Yet the system was certified despite this obvious
vulnerability. The existing certification process seems unable to detect such problems
reliably. It must be improved.

Second, a voter-verified paper audit trail (VVPAT) is a necessary safeguard

given the state of the art today. With these paper trails, as with other voting
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technologies, we must get the details right — poorly designed paper trails can be
unreliable or hard to use, or can compromise the secrecy of the ballot — but a well-
designed paper trail can improve security and enhance voter confidence, without
compromising accessibility.

In comparing VVPATSs with papetless DREs, we must compare apples to apples.
For example, we must not compare a VVPAT that compromises the secret ballot by
recording votes in the order cast (e.g., on a continuous roll of paper) with a paperless
DRE that gets this detail right. Instead, we must assume good engineering in both cases,
and weigh the significant security benefits of VVPATS against their costs.

Paper records, either VVPATS or traditional paper ballots, have their drawbacks.
They are not immune to fraud. What is important is that they have different failure
modes than electronic records, so that the combination of electronic and paper
recordkeeping, if implemented well, can be more robust against fraud than either would
be alone.

One aspect of a well-implemented VVPAT system is that the electronic and paper
records must be compared to each other. We do not need to verify every paper record,
just enough to detect large-scale fraud. Unless an election is very close — which will
probably trigger a full recount anyway - checking a few percent of ballots will suffice.
Similarly, it is not necessary for every voter to read and verify the paper record of his
vote; as long as even a few voters do so, any tampering widespread enough to be
significant will be easily detected.

Third, we must do more to leverage the expertise of independent security experts.

Independent analyses, by experts neither paid by nor reporting to voting machine
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vendors, have discovered many areas for improvement in today’s technologies, yet most
vendors systematically try to prevent such analyses. For example, my colleagues and I
would be happy to examine other versions of Diebold’s AccuVote-TS or AccuVote-TSx
software to determine whether they are subject to the vote-stealing virus problems we
have identified; but Diebold refuses to let election officials call on us for this purpose.
Other vendors follow a similar policy of resisting public study and discussion of the
technologies that count our votes.

In the long run, further research is needed to help us understand how to improve
the voting system. For example, fully electronic verification technologies may one day
be a viable substitute for VVPATS, once researchers have worked out the details
necessary to deploy them in the real world accessibly and securely. We also need more
systematic studies of what really happens in polling places, especially when problems
arise. Finally, there is much to learn from work in other areas of computer security -
today, even video game consoles like the Xbox are more tamper-resistant than voting

machines.

Those not versed in computer security can miss the significance of e-voting
security vulnerabilities. From a security standpoint, what distinguishes computerized
voting systems from traditional systems is not that computers are easier to compromise,
but that the consequences of compromise can be so much more severe. Breaking into an
old-fashioned ballot box can affect a few hundred ballots at most; injecting a virus into a
single computerized voting machine can affect an entire election.

Intuitions developed with older technologies can mislead when applied to-
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computerized systems.  For example, non-experts often fail to appreciate how difficult it
is to tell what is happening inside a computer system. We cannot “just look” to see what
is happening or whether the right software is installed. Often our only recourse is to ask
the system itself what it is doing — which is fine if the system is working correctly, but
fruitless if the system is compromised. There is no point in asking a virus whether a
virus is present.

Similarly, non-experts often assume that pre-election testing is an effective way to
trigger and detect malicious software that might have infected a voting machine. Here
again, computerized systems are different. A modified lever machine will work the same
whether or not it is Election Day; but malicious software on a DRE can check whether
the machine is in pre-election testing mode, or can check the date, or can check whether
the number and pattern of voters is consistent with election day, and can activate its vote-
stealing capability only in a real election. Our demonstration AccuVote-TS virus takes
measures to remain inactive and thus evade detection during pre-election logic and
accuracy testing. It is very difficult to tell whether such a virus is present. In general,
malicious software is much harder to detect than non-experts would expect.

My point is not that these challenges are insurmountable but that one needs
specialized knowledge and sophisticated analysis to figure out what is possible.
Acknowledging that security experts can learn from election experts, I submit that

election experts can also learn from security experts.

Getting the details of voting right is difficult, especially in today’s high-tech

polling place. But failure is not an option. The stakes are too high, and the risk of



83
malfunction or fraud too great, to make our current course tenable in the long run. We
need to work harder and smarter, exploiting the knowledge of both election experts and

technical experts.
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technology.
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The CHAIRMAN. Our second witness is Gary Smith. Mr. Smith is
the election director in Forsyth County, Georgia. Georgia uses a
paperless DRE system statewide, and for those who don’t know
what DRE stands for it is direct recording electronic computer. Ba-
sically it is a type of computer we have displayed here.

Mr. Smith uses a Diebold system that was the subject of the
Princeton study. Mr. Smith also participated in the recount of the
Cuyahoga County primary conducted on a DRE system with a
paper audit trail. Mr. Smith, you are recognized.

STATEMENT OF GARY SMITH, ELECTION DIRECTOR, FORSYTH
COUNTY, GA

Mr. SmiTH. Well, as was mentioned, my name is Gary Smith, I
reside—

The CHAIRMAN. Is your microphone on?

Mr. SMITH. My name is Gary Smith and, as you mentioned, I am
the election director for Forsyth County, Georgia, a county just
north of Atlanta. It is quite a fast-growing county. We have about
80,000 registered voters and we are one of the top fastest-growing
counties in the United States, so we have a lot of issues that we
have to deal with all the time.

One of the things I think that is important maybe is to look at
what those of us as election directors—how we come about. I am
actually appointed through a selection committee that comes about
where a grand jury is brought forth, they pick a panel of people
who have the background to be able to do this. It is then sent up
to the chief superior court judge and then I am selected from that.
I was selected from that process.

I am in my second term as the director of elections. It is a term
of 4 years, and it is a nonpartisan position. Prior to coming into
this position I spent most of my time working in the private sector.
I retired. I was running various companies, and I have worked
most of my life in industrial automation. So I have a technical
background. I have an undergraduate degree in electrical engineer-
ing and I am a certified election registration administrator from a
program administered by Auburn University.

As a director of elections, one of the things that I have been priv-
ileged to do is to sit on a task force, several of them. One has been
from the Georgia task force, which allows me to be able to partici-
pate and look at new processes and equipment that we apply to
elections in our county and State. In addition to that, I served on
a national task force for election reform for 2004 where we looked
at all the processes across the country with regards to elections. In
addition, I think you just mentioned I did lead the manual recount
for the Cuyahoga County VVPAT so I have some practical experi-
ence with that and I was happy to be able to do that. I spent a
week at it, as a matter of fact.

We have implemented the DREs. The one that you are looking
at right here, which is the Diebold-TS unit, my county and 158
counties in Georgia implemented this during the general election
of 2002. We have held, from what I heard was the last count, some-
thing like 2,500 elections in our State. In addition to that I have
held elections on special elections, primaries, general elections,
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run-offs and just about any kind of election, and a municipal elec-
tion as well. So, again, we have a lot of experience with them.

One of the things that I think has been talked about a lot and
I think we have to deal with is how do you look at the security and
integrity of this kind of equipment. It starts, obviously, with the
vendor who builds the equipment, goes through the independent
testing laboratories that then look at it to make sure what we are
receiving has the technical wherewithal to be able to provide us
with a piece of equipment that really meets what our needs are.
Thirdly, we have in our State, which I am very proud to talk about,
the Center for Election Systems, a program administered by Ken-
nesaw State University and Dr. Britt Williams, a well-known au-
thority in elections.

We do all of our creation of our ballot cards and that sort of thing
through this group, and so it is another level of testing that we
have that goes on.

Lastly, it is up to those of us who are election directors to hold
these elections, so I am tasked with a lot of the things that Mr.
Felten has talked about, which is maintain the security and integ-
rity of the process that goes on with elections. I guess we are where
the rubber meets the road as much as anything.

So that is our job. I am not going to go through all the details
with regards to certification because it is certainly going to take a
lot more than a few minutes, but it is in my paper and I hope that
you will look at it. I think where we pick it up is where we pick
up the memory cards, as Mr. Felten has mentioned, that come to
us from the Center for Election Systems, the process of making
sure that they come to us under the chain of custody manners, that
we know that there is at least more than one person that has ac-
cess to what we are talking about and they are looking at.

We go through a process called logic and accuracy testing. This
is when the process that he has talked about goes through the first
part, where we are taking the memory cards, we are marrying
them essentially to the voting machine, and then we are taking
them through the testing process, at which time then we lock the
machines up and we pass them on to the next level, which really
is the election poll worker himself.

And what I would like to do is to show you some of the chain-
of-custody forms and I think they are in front of you too. If they
are not, I am going to show you one actually that is going to be—
okay. It is as good as it can get up there but I think most of you
can probably see it.

What I am pointing out in it—is it okay if I stand up?

The CHAIRMAN. As long as you carry the microphone with you so
all the people in the overflow room can hear you too.

Mr. SMITH. Can you hear me now?

The CHAIRMAN. Yes.

Mr. SmiTH. All right. I think what is critical about this, I think
this is one of the things maybe that because we are doing it state-
wide, we have an awful lot of good chances to be able to work the
processes out. And I think Mr. Felten, one of the things he said is
you need to have good chain of custody in these things. This actu-
ally is for the precinct Big Creek. This is actually an actual form
that we are using. It says here item number 1, custodian certifi-
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cation form for the AccuVote-TS units that are going to be used.
Under point number 2 what I have got here is the touch screen se-
rial number, which has not got a number in here, 116827.

Then across here what you are looking at is all of the tests that
we take individually to run on the machines. This takes about 15
minutes per machine to run. It is a process that is done under my
direction, and we actually have done this for 500 machines for the
upcoming election.

The next point that is important to look at is there is a seal num-
ber that is right here. That seal number, what I am going to show
you is how it is carried forward to the process where when we are
holding the election at the precinct, what happens with it. This ma-
chine then is sealed up, it has a wire serial number on it. So there
is no access to this machine once the logic and accuracy test is
done.

Now, the next form I am going to show you is right here. This
is a form then that is carried forward to the precinct itself so that
when the poll workers, poll manager and his assistant, this is their
responsibility; this is a form that is signed in triplicate, one goes
to the Secretary of State, one goes to me and one goes to the clerk
of the superior court. You will notice again it is for precinct Big
Creek 01. This is the recap sheet that goes with it. Here again is
the serial number. If we had looked back before, we would find that
that serial number is the same one as here.

Here is the serial number that then shows up on—that is trans-
ferred from the original L&amp;A testing. Now what happens with
it is we open up the machines, we go through it, we do the count
number, and then at the end of the election, because this is the
recap sheet, the key part here is that there is another mechanical
low-tech seal put on it. It is a wired seal so it is kept on there all
the time.

That is the process that we go through. I wanted you to be able
to see that.

The CHAIRMAN. I am going to have to ask you to wrap up be-
cause we have a lot of witnesses and a lot of discussion.

Mr. SmiTH. Okay. I am sorry.

The CHAIRMAN. Is that it?

Mr. SMITH. The other part I wanted to talk about, and I think
this has to do with the comments that Ms. Millender-McDonald
said, is what is the confidence that people have in it. I would like
to at least respond to that at another time, because we have done
surveys in our county, too, which show that 99 percent of the peo-
ple feel that the process is an excellent process. So there is a high
level of confidence in our equipment.

'lc‘lhe CHAIRMAN. All right. We can defer that to the question pe-
riod.

Mr. SMITH. Thank you very much.

The CHAIRMAN. Thank you.

[The statement of Mr. Smith follows:]
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Testimony of Gary J. Smith
Director of Elections
Forsyth County, Georgia
Before the Committee on House Administration hearing on
Electronic Voting Machines: Verification, Security, and Paper Trails
September 28, 2006

Mr. Chairman: My name is Gary Smith and I have been the Director of Elections for
Forsyth County Georgia for the past 4 % years. I am an appointed official and am
selected by a Grand Jury with recommendations to the Senior Superior Court Judge. It is
a non-partisan position.

Prior to becoming Director of Elections, I served in many positions within the private
sector with emphasis on industrial automation. My undergraduate degree is in electrical
engineering from the University of lllinois and I am a Certified Election and Registration
Administrator.

As Director of Elections, I have also been privileged to serve on several committees that
have given me an opportunity to see elections not only on a local and statewide basis, but
from a national perspective as well. Within our State of Georgia, I am a current member
of the Georgia Task Force for Elections—which reviews new processes and technology
that will be implemented and I have held statewide offices for both our Georgia Election
Officials as well as the Voter Registrars Association of Georgia. From a national
perspective; I served on the National Task Force on Election Reform for 2004 and have
hosted other statewide groups that have come to Georgia to view operational procedures
with the use of Direct Recording Electronic (DRE) voting systems. In addition, 1 led the
manual recount of the Cuyahoga County Ohio Primary Election for Election Science
Institute.

We implemented Diebold’s AccuVote TS DREs in our county along with the other 158
counties in Georgia during the General Election of 2002 and have experience in all types
of elections i.e. Municipal, Special, Primary, General and Run-offs. We believe this
experience allows us to speak with some authority on the process of elections held using
DREs.

During this period of elections, we have worked very closely with the Secretary of State’s
office and our designated Center for Election Systems —~ Kennesaw State University
(KSU). KSU has helped to develop the security features that we believe allow us to
provide a safe and secure election.

GJSmith Page 1 09/27/06
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Within the State of Georgia, the organizations involved in assuring system integrity are:

Election System Vendor — Diebold

Qualified Federal Testing Laboratory (ITA)

Kennesaw State University — Center for Election Systems

County Election Offictals ~ i.e. Forsyth County Board of Elections

What are the responsibilities of the individual organizations?

GJSmith

Election System Vendor - Diebold

Designs and builds the Election System

Submits the Election System to the ITA to verify compliance with Federal
Voting System Standards

Adheres to State level Certification tests

Completes Federal and State testing and receiving approval ships systems
to the counties

Qualified Federal Testing Laboratory - ITA

Reviews the System for compliance with the Federal Voting System
Standards

Issues Certification Report on Complete System

Submits the Certified System to the KSU Center for Election Systems
where State Certification tests are performed

KSU Center for Election Systems

Reviews the System for compliance with State of Georgia Election Code
and Rules

Tests the System for the presence of any unauthorized/fraudulent code
Develops a validation program used to test the System installed in the
counties

Verifies that the System installed by the vendor in the county is identical
to the system received from the ITA and certified by the KSU Center for
Election Systems

County Election Official — Forsyth County

We maintain, store and protect the System through the use of various
chain of custody procedures and physical security features which include

Page 2 09/27/06
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but are not limited to storage under security cameras, computer coded
access, locked equipment storage, hardwired security tags, no access to the
internet etc.

We use the System in accordance with Georgia Laws and Rules to conduct

elections.

Security is viewed in three different layers, all working together to maintain the
system integrity.

The first layer is software security, consisting of the normal elements of user ID’s,
unique passwords, and audit trails of all activities performed on the systems.

The second layer is procedural security. This includes the four levels of testing:

GJSmith

o Certification Testing on the National Level

These are nationally prescribed tests outlined by the FEC and are
performed by Independent Testing Authorities that have been
approved by National Association of State Election Directors
(NASED).

The Independent Testing Authorities (ITAs) review the software
and hardware to make sure the system meets the stringent
guidelines for election equipment.

Part of the tests performed is an analysis of the election system’s
source code to ensure that there is not fraudulent code embedded
within the system.

Any voting system must pass these rigid and extensive tests before
even being considered for any use in Georgia.

If any changes occur to the election system’s components, the
system must be sent through qualification testing again.

o Certification Testing on the State Level

These tests are designed to ensure the election system performs the
duties required by Georgia Law, Georgia’s State Election Board’s
Rules and Regulations, and Rules of the Secretary of State.

Tests are performed on an exact copy of the system certified by the
ITAs. The ITAs forward an exact copy of the national certified
system to the State for testing. This ensures that the system tested
by the State is identical to what was submitted to the ITAs by the
election system manufacturer. This ensures that the Vendor does
not make unknown changes to the certified system after national
tests are completed and before state test begin.

The test performed by the State mirrors actual election conditions
faced by election systems in real use.

To make sure the software running the election system is free of
hidden or fraudulent code, the systems clocks are moved forward
to an actual election date. Once the clocks have been changed the

Page 3 09/27/06
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simulations are then run. The movement of the clocks is designed
to uncover hidden code that only becomes active on election dates.
The tests performed are carefully scripted and conducted under
constant supervision. The State level tests are performed by the
Center of Election Systems at Kennesaw State University and is
overseen by Dr. Brit Williams; a member of the NASED technical
board which approves ITAs for service in the qualification testing
on the national level.

The system is put through stress tests to uncover the true capacity
of the system and to ensure the system continues to record, store,
and process data correctly even under extreme conditions.

Once the system has cleared certification testing, an electronic
signature is taken of the certified systemn. This electronic signature
is then used to verify systems once they are installed in local
county election offices. If a system is installed in a county and its
signature does not match the signature of the certified system, then

. that system cannot be used. In addition, this system check can be

run at anytime, even during the election process if necessary.

o Acceptance Testing

Performs physical and functional testing of each unit that has been
purchased, repaired, or upgraded

Verifies the system installed by the Vendor matches the system
certified for use in Georgia.

Tests the functionality of the entire system as well, to make sure
the system continues to function as shown during the certification
tests.

o Logic and Accuracy Testing

Verifies again that the system is functioning in a manner consistent
with certification test results.

Election data to be used in an actual election is Joaded to the voting
system and the system is tested to ensure the choices entered by
voters are recorded in the system as intended.

Every voting machine to be used in an election must pass this
process before it can be used in an election.

This process is conducted in public view.

Records are kept by local election officials verifying that each
machine has been tested and has been found to be functioning
properly.

At the conclusion of this testing, the units are closed and sealed
and are not opened again until the morning of the election.

Access to the election equipment is tightly controlled, including
documentation of who, what, when, and why access is granted.

GJSmith
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Voters must proceed through a check-in process at the polls or the absentee
precinct prior to being given access to the voting units.

Voter access cards do not leave the confinements of the precincts during the
voting period. This is assured by requiring each person leaving the pollsto
give up their access card at the exit station.

All tests run prior to the opening of polls on the morning of an election are
done in public view and are done by a team of poll workers. A single poll
worker does not perform tests on the voting system without assistance from at
least one other poll worker.

Periodically through the voting day and at the close of polls, the numbered list
of voters, voter’s certificates, and elector’s list are reconciled with the number
of ballots recorded by the voting units. This is done to ensure the system has
not recorded more votes than voters voting. All reconciliation sheets are
signed in triplicate.

Poll workers patrol the voting area throughout the day to ensure voters are not
tampering with the voting system. By Georgia law, all voting booths must be
in site of the poll workers.

Typical setup for a precinct voting
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Voting units are placed in a way that poll workers and the public can view the
actions being taken in the voting booths without endangering the secrecy of
the voter's voted ballot.

Multiple poll workers perform Poll closing procedures. A single poll worker
does not perform closing procedures on the voting system (i.e., printing of
tally tapes from voting units) without assistance from at least one other poll
worker.

All sensitive materials maintained in the polling precinct are kept in sealed
containers i.e. the supervisor card used to close out the election.

All compartments of the voting units are locked, with only the poll manager
having access to the keys that unlock them. The comment from the Princeton
report has changed the way that we will lock up our voting units after they are
started up during the election — we are going to add on a security tape similar
to that shown below. Although ours will have a digital seal and will be
recorded for purposes of security. We think this is a positive action.

Security Seal on DRE access to memory card

A parallel monitoring test is performed for each statewide election with six
counties being randomly selected. For each of these counties, a precinct is
randomly selected. The actual ballot styles for this precinct are loaded on a
voting unit at the Center for Election Systems. At Approximately 10:00 am
on Election Day, a pre-defined script is voted on each of the six machines.
Upon completion of the voting, the election on each machine is ended and a
result tape is printed. The count on the result tape is compared to the script
count for each race in that precinct. For at least one precinct, the actual
ballots cast are printed and compared to script to verify that the votes are
recorded properly.
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The second phase of the parallel monitoring test consists of randomly
selecting at least three counties and a precinct for each county. On election
night, the counties make copies of the result tapes for all of the voting units in
the selected precinct and mail them to the Center for Election Systems. Once
the certified results have sent to the State Elections Division, a copy of the CD
for each of the three counties is obtained. The actual ballot images for at least
two machines in each precinct are printed. The ballots are manually counted
for the top two races. The manual count is compared to the count produced on
election night on the result tapes for the selected units.

The third level of security deals with physical security and includes the following:

o Source code is escrowed
If questions were to arise about the software in use, the escrowed source
code could be used to verify whether or not the system in use had been
tampered with or not.

o Secure Storage of Voting System and components

Voting units used to collect votes are stored in secure areas under
the direction of each county election superintendent. Access is
limited to employees of the county election office.

The election management system used to create the various ballots
necessary for an election, and used to program the voting units for
elections is stored on a dedicated computer that is not connected in
any way to any other internal or external network.

Access to the computer is limited to county election officials, or
their designees.

The dedicated computer storing election data contains software
only approved by the Secretary of State.

When not in use, the voting units are stored in a protected area and
the dedicated election management computer is locked.

All components of the voting system, when not in use, are stored in
a secure location by the county election superintendent,

During an election, units are sealed prior to being delivered to
precincts. These seals are recorded and monitored.

At the conclusion of an election, the removable memory from each
unit is removed and placed in a sealed container and returned to the
county election office for tabulation.

In addition, the voting units themselves with their internal backup
memory are sealed and returned to the secured storage facility.

Protecting Svstem Integrity

Three distinct functions are performed to protect the integrity of the System:

GJSmith
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Verify the System at Receipt (State Certification Test by KSU)

Using the System as delivered from the ITA, set up and conduct sample
elections with known outcomes that are representative of Georgia general
and primary elections.

Conduct high-volume tests to determine capacity limits of the System
Conduct tests to determine the System’s ability to recover from various
types of errors

Verify the System at Installation

KSU ensures that the System installed in the county is identical to the
System received from the ITA and certified by the State

KSU prepares a validation program that will detect any changes to the
System installed in our county

KSU runs the validation program against the System installed in our
county (after vendor installation)

Verify the System is Performing Properly (Forsyth County)

*» o s @

Logic and Accuracy Tests are performed prior to each election
Performance of all System components is verified

Specific ballot information for each memory card in each precinct is
verified

Touch screen units are set for election, locked and sealed with a hard
wired numerical seal

Our server is always kept in a secured location behind three computed
coded solid doors and a security camera

No extraneous software is installed on our server

There is no network connectivity

Physical access is limited to authorized personnel

Touch screen units are protected by layers of physical security prior to
Logic and Accuracy and afterwards with digital access, security cameras
and hardwired serial tags.

Touch screen units that are used for elections are secured and locked when
not in use

Validation Program (Hash Codes run by KSU during testing and on request

GJSmith

Based on NIST standards contained in FIPS 180-2, established in August
2002

Run ‘Hash’ on the System certified by KSU’s Center for Election
Systems. This creates File 1.
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e Run ‘hash-cmp’ to compare File | with a new ‘hash’ on the System in the
County
e They must be identical

In the most recent report from Princeton University among their findings are issues that
deal with the security of DRE systems, We believe that we have mitigated many of these
problems through the use of the processes above. Specifically there would be problems if
as the professors pointed out, that poll workers or others would have unsupervised access
to the machines — in our county, poll workers and others do not have unsupervised access
to a voting machine or memory card. It is not a practice in Forsyth County to allow any
poll worker unsupervised access to the machines.

The DREs in Forsyth County and Georgia are never networked together minimizing the
risk of any spreading of viruses. In addition, KSU has provided us with “sanitized”
memory cards to minimize the risks of obtaining a voting machine virus. All memory
cards in Georgia were returned to KSU for the process and returned to us after they had
been cleaned — this is another example of the lengths that we go to in insuring a virus free
environment.

Many “white papers” have been written both pro and con with respect to the use of DREs
and especially with regard to the ones that have been implemented in Georgia. Our own
Secretary of State — Cathy Cox has said that “Due to the built-in redundancy, we know
that,_after_more than 3.000 elections, not one vote has been lost due to any type of
equipment malfunction. ”

Ultimately, it is about the confidence that people have in the voting process itself that is
important. The first major study that was done by a public institution about the state of
voting in Georgia was done by the University of Georgia’s Carl Vinson Institute of
Government and is included below for your benefit.

GEORGIANS FAVOR ELECTRONIC VOTING

ATHENS, GA — Georgians overwhelmingly prefer electronic voting to other methods of
voting, according to the most recent Peach State Poll. Seventy percent of the voting age
public say they are more comfortable casting their respective ballots electronically on the
touch screen machines than by punch cards (preferred by 8 percent) or by marking paper
ballots (12 percent). Eighty-four percent of Georgians say that the touch screen voting
machines are an improvement over using punch cards, and 82 percent say they are an
improvement over paper ballots on which voters mark with a pen.

In addition, poll respondents express a high level of support for a uniform voting system.
The Peach State Poll, a quarterly survey of public opinion condueted by the University of
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Georgia’s Carl Vinson Institute of Government, finds that 95 percent of the public
believe that having a uniform system is either very important (77 percent) or somewhat
important (18 percent). Only 17 percent of Georgians believe that individual counties
should be allowed to decide the method by which their constituents cast votes.

Other Peach State Poll results:

* A plurality of Georgians say that the greatest advantage of the new fully
electronic voting system is that it is convenient to use (44 percent); 22 percent
cited increased accuracy as the greatest advantage.

e When asked what they believed to be the greatest problem with the new voting
machines, a plurality (26 percent) said that there were no problems, and 19
percent cited the likelihood that some people are not comfortable with new
technology as the greatest problem.

e Georgians with higher levels of education are more likely to believe that the new
electronic voting system will increase the accuracy of Georgia’s elections. While
56 percent of those with a high school education or less believe that the new
system will improve the overall accuracy, 73 percent of those with postgraduate
education believe it will.

e While 70 percent of the public say they are most comfortable voting on touch
screen machines as opposed to punch cards or other paper ballots, that percentage
drops to 58 percent for Georgians over age 65.

* Georgians who do not use automatic teller banking machines report being less
comfortable and more skeptical of the electronic voting machines than are those
who use ATMs. Still, a majority (55 percent) of those who do not use ATMs
show more comfort with the electronic voting machines than with any of the
alternatives.

These data were taken from a Peach State Poll survey conducted between November 16
and November 23, 2003. The poll included 807 telephone interviews of randomly
selected adults in Georgia. For a sample of this size, the margin of error at the 95 percent
confidence level is +/-3.5 percent.
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The Carl Vinson Institute of Government, a public service and outreach unit of the
University of Georgia, has as part of its mission to provide policymakers with systematic,
objective research to inform policy decisions. In accordance with that mission, the Peach
State Poll aims to give voice to the public on important policy matters and issues
pertaining to political, social, and economic life in Georgia.

For more information on this survey or other Peach State Poll results, see
www.vinsoninstitute.org/peachpoll.
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FORSYTH COUNTY VOTERS LIKE ELECTRONIC VOTING

In our own way in Forsyth County, we have tried to track the issues and concerns that our
voters have in order for them to have a better election day experience. To do this, we
have a response card that is randomly handed out to voters in our precincts — it includes
the following questions:

How was the service
How can we improve
e Additional comments
Name/Address optional
s Precinct #
Date

We have analyzed the first 715 responses and they are attached for your benefit, Of the
responses the following information is available:

Voter Response - Forsyth County
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The above response is an indication of the entire experience that our voters have had with
the entire process of an election. You are able to see from their attached comments that
they are very pleased with the process and only a few (less that 0.0002) of the voters have
asked for a VVPAT. The voters have certainly expressed a lot of opinions and we
routinely meet to be able to improve our operations.

A significant amount of this positive experience goes to the excellent poll workers we
have in our county. Poll workers in Forsyth County go through a selection process that
includes a personal interview with me or my Outreach Coordinator. In addition, every
poll worker is required to attend training prior to each and every election. The minimum
period for a training session is three hours and includes both small classroom sessions
and hands on portion. All poll workers will train together with their precinct so that they
are all knowledgeable of the interaction that goes on during Election Day. We also
grade our poll workers and provide additional training for those who do not meet minimal
standards.

In June, I was asked by Election Science Institute to lead the manual recount of the
Cuyahoga County Primary Election of 2006. This study is well documented in the report
written by ESI and reflects the problems associated with having a paper document
VVPAT used as the legal ballot during an election. As it was pointed out by Princeton, a
denial of service could easily be implemented when the legal ballot is the VVPAT.
During our recount of the VVPAT, it was evident that the voters were not paying
attention to the VVPAT as they would have certainly not continued to cast their ballots
when the printed tape was either not indexing, was missing or blank - all of these issues
were found to be in existence.
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I have attached below photos of issues with the VVPAT:

It is my hope that the energy and talent expressed by the academics that have researched
exhaustively the inter workings of the aforementioned DRE in their Princeton report
could provide a solution that is easier to implement than the VVPAT. Possibly, it could
be along the lines of that suggested by election administrators in the National Task Force
on Election Reform that is not limited to paper:

“That guidelines be developed by the National Institute of Standards
and Technology (NIST), through the EAC, for a scientifically
sound, independently verifiable audit trail for direct record
electronic (DRE) voting systems and that such guidelines not be
restricted to contemporaneous paper replica but also include
guidelines for electronic, audio, video or other media to provide
verification of the integrity of recording and tabulating votes.

22. That, for DRE voting systems, guidelines be developed by NIST,
through the EAC, for the contemporaneous recording of each
ballot record, on a secure medium, to provide a redundant record”

While costs are not necessarily the overriding factor in purchasing or changing voting
equipment they can not be ignored. Our voters in Forsyth County have invested almost an
incremental $1,000,000 over the cost of the systems given to us by the State of Georgia in
additional equipment and training over the past four years. We certainly can not be
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expected to continue this type of investment or make changes, when the equipment still
has at least 70% of its expected life cycle to be used.

In conclusion, we believe that the voters in Forsyth County Georgia have spoken
positively that they have a voting system that has provided them with the assurances that
their votes are being counted and tallied correctly.

Thank you for the opportunity to share my thoughts and experiences with you.
Acknowledgements: I would like to thank Ray Cobb and the KSU Center for Election
Systems for their assistance, technical help, information and feedback. Georgia is
fortunate to have such an institution as our independent and capable entity responsible for

testing and certification of election equipment.

Attachments: Voter Responses Forsyth County Georgia
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The CHAIRMAN. As a reminder to those, I should have mentioned
it before, you have the little device in front of you with the lights
on it. Green means go, yellow means sum up, red means you are
in deep trouble. So please keep an eye on the clock.

Next I am pleased to recognize Ms. Barbara Simons, past presi-
dent of the Association for Computing Machinery, and she has done
a lot of work on voting systems. Dr. Simons, you are recognized.

STATEMENT OF BARBARA SIMONS, MEMBER, U.S. PUBLIC POL-
ICY COMMITTEE, ASSOCIATION FOR COMPUTING MACHIN-
ERY

Ms. SIMONS. Good morning, Mr. Chairman, members of the com-
mittee. On behalf of the computing professionals that constitute the
Association for Computing Machinery I want to thank you for the
opportunity to testify today about e-voting system security and the
need for voter-verified paper trails. Secure, reliable, usable and ac-
cessible voting systems are critical toward assuring transparent,
fair and inclusive elections. These are not mutually exclusive goals.
I shall discuss aspects of both security and accessibility this morn-
ing.

First, security. Because of the risks of software bugs, malicious
code or computer failure, we cannot trust that the results in a
paperless voting machine accurately reflect the will of the voters.
That is why voter-verified paper ballots or audit trails (VVPATS, as
we refer to them) are needed. VVPATSs are automatically produced
by an optical scan system, since the ballot is verified by the voter.
Fortunately, 48 percent of counties have optical scan systems so
they already have VVPATSs.

Optical scans can be used together with tactile ballot sleeves or
accessible marking devices for accessibility. Some DREs have been
retrofitted to produce VVPATS; in fact, all of them for use in Cali-
fornia, as Congresswoman Lofgren said.

Two years ago ACM, a leading computer society, issued a state-
ment calling for well-engineered voting machines that allow every
voter to verify his or her record has been accurately cast by the in-
spection of a physical (e.g. paper) record.

At its 2006 national convention, the League of Women Voters
passed a resolution calling for voter-verified paper ballots or
records to be used for audits and recounts. The League also urged
that routine random audits be conducted in every election.

Both the ACM statement and the League’s resolution can be
found in my written testimony.

In summary, as a defense against malicious or buggy software
we must have: reliable, well-engineered VVPATS, policies and pro-
cedures that guarantee the integrity of the paper records; security
storage and delivery of machines and so on, mandatory random
manual audits of VVPATSs; and a full manual recount if discrep-
ancies are uncovered, unless there is evidence that the VVPATSs
have been compromised.

I will now discuss accessibility.

People with disabilities should be able to vote privately and inde-
pendently and be able to verify their votes.
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HAVA does not require the DREs be used for accessibility. There
is evidence that a number of people with disabilities are finding
that DREs are not meeting their accessibility needs.

Kelly Pierce, a nationally known advocate for the blind and vis-
ually impaired, reviewed tactically discernable controls, spoken
prompts, visual display, poll worker assistance, volume control and
normalization, and ballot review for four voting machines. In his
report for Cook County State Attorney’s Office, Pierce concluded
that if any one of the four machines were to be deployed in Chicago
or suburban Cook County, many voters with disabilities, particu-
larly blind voters, would not be able to cast a ballot independently
and privately.

Blind computer scientist Noel Runyan discussed his frustration
with his hour-long voting experience in the 2004 Presidential elec-
tion, and I quote: It took me 30 minutes to work my way through
the ballots and make my selection. After that I had quite a bit of
trouble getting into the review mode to get a full list of all my se-
lections. When I did, it went on and on for 23 minutes, like a long
uncontrolled drink from a firehose. The review function read each
item and then at the very end said my selection was for that item.
It even threw in details of what the fiscal impact would be and
took forever.

“This is completely backwards.”

He went on to say: “From the time I signed in and got my voter
smart card, it took 8 minutes to reboot the audio voting machine;
30 minutes to make my choices; 23 minutes to review and verify;
and another 4 minutes to make a correction and record my vote.
Not counting the hour waiting in line, it took me about 65 minutes
to mark and record my ballot.”

We do not have to settle for inaccessible voting systems. Old
technologies such as text to audio devices, tactile ballot sleeves,
and ballot market and generating systems could be combined with
new technologies that make the entire voting and verification proc-
ess accessible, while remaining auditable.

Technology, if engineered and tested carefully and if deployed
with safeguards against failure, can reduce error rate, provide
more accessibility, increase accountability and strengthen our vot-
ing system. However, the current state of e-voting technology
leaves us far short of these goals. We need paper trails and manual
audits to protect us against failures and attacks. We need addi-
tional research to make voting machines more usable, secure and
accessible. And we need to work together to achieve these goals.
Thank you.

The CHAIRMAN. Thank you very much.

[The statement of Ms. Simons follows:]
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Statement of Barbara Simons for the Committee on House Administration Hearing on
Electronic Voting Machines
September 28, 2006

My name is Barbara Simons. Iam retired from IBM, where I was a Research Staff
Member at the IBM Almaden Research Center for many years. I have been working
almost exclusively on voting technology issues since 2000, when I was a member of the
National Workshop on Intemnet Voting. The workshop, convened at the request of
President Clinton, produced a report in 2001 in which we strongly recommended against
Internet Voting. I also participated on the Security Peer Review Group for the US
Department of Defense’s Internet voting project (SERVE) and co-authored the report that
led to the cancellation of SERVE because of security concerns. More recently I co-
chaired the Association for Computing Machinery (ACM) study of statewide databases
of registered voters. 1 am also co-authoring with Professor Doug Jones a book on voting
machines to be published in 2007 by PoliPoint.

I was President of ACM from July 1998 until June 2000. ACM is the oldest and largest
scientific and educational society of computer professionals, with approximately 80,000
members. 1 founded ACM’s US Public Policy Committee (USACM) in 1993 and have
served for many years as the Chair or co-Chair of USACM.

We must make our elections more secure, reliable, accessible, and verifiable.

We all want elections that are reliable, secure, accessible, and trusted by the public.
Given known security risks, the possibility that software bugs could generate incorrect
election results, or that computerized voting machines may fail during an election, we
cannot trust that the results recorded in a paperless voting machine accurately reflect the
will of the voters. Providing a voter verified paper trail is a significant step toward
mitigating these risks, restoring transparency to the election, and ensuring the public’s
trust.

Because paperless Direct Recording Electronic (DRE) devices cannot be audited, many
states have mandated that DREs produce a voter verified paper audit trail (VVPAT) or
voter verified paper ballot (VVPB). We have seen that careful and well engineered
implementation of this requirement is critical. Some of the most widely used DREs have
retrofitted their machines by adding reel-to-reel thermal printers. Unfortunately, there
have been a number of problems with these continuous roll printers, including jamming,
privacy concerns, and difficulties conducting a manual count of the paper.

There are high quality printers that are much more reliable, that produce easy to read text,
and that could print VVPBs that are easy to count manually. Our voting systems should
not depend on mediocre equipment.

Precinct based optical scan voting systems also produce VVPBs, since by definition the
optical scan ballot is verified by the voter when he or she marks the ballot. Accessible
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optical scan ballots can be produced using tactile ballots or electronic ballot marking
systems. Optical scan ballots can be manually counted and used to audit elections.

As a defense against malicious or buggy software, we must have:
- reliable, well engineered, accessible VVPBs;
- policies and procedures that guarantee the integrity of the paper, control of
custody, legibility, etc.; and
- routine mandated random manual audits of the VVPBs that instill voter
confidence and that verify the accuracy of elections.

If the manual count does not match the count produced by an optical scan system or by a
DRE, then all of the paper ballots must be manually counted in an open and transparent
fashion. Unless there is evidence that the VVPBs have been compromised, the paper
ballots should be used to determine the election results.

We can consider alternatives, such as cryptographic based systems, if and when voting
technology is commercially available that is demonstrably secure, reliable, easy to use,
accessible, believable, and understandable to the average voter.

Most computer professionals oppose paperless voting machines.

Computer scientists have been generally skeptical about computerized voting machines,
because we know that they are not transparent. You cannot simply look inside a machine
and clearly see if it is performing in a trustworthy manner. Computerized voting has a lot
of advantages, but all computerized voting systems currently available carry risks. We
recommend VVPATSs or VVPBs not to eliminate fraud, but rather to increase the safety
of voting systems and to allow for routine election audits.

Two years ago ACM issued the following statement' calling for well engineered voting
machines that provide every voter with the ability to verify that his or her vote has been
accurately cast by inspecting a physical (e.g. paper) record.

ACM Statement on E-voting

Virtually all voting systems in use today (punch-cards, lever machines, hand counted
paper ballots, etc.) are subject to fraud and error, including electronic voting systems,
which are not without their own risks and vulnerabilities. In particular, many electronic
voting systems have been evaluated by independent, generally-recognized experts and
have been found to be poorly designed; developed using inferior software engineering
processes; designed without {or with very limited) external audit capabilities; intended
Jor operation without obvious protective measures; and deployed without rigorous,
scientifically-designed testing.

To protect the accuracy and impartiality of the electoral process, ACM recommends that
all voting systems — particularly computer-based electronic voting systems — embody
careful engineering, strong safeguards, and rigorous testing in both their design and
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operation. In addition, voting systems should enable each voter to inspect a physical
(e.g., paper) record to verify that his or her vote has been accurately cast and to serve as
an independent check on the result produced and stored by the system. Making those
records permanent (i.e., not based solely in computer memory) provides a means by
which an accurate recount may be conducted. Ensuring the reliability, security, and
verifiability of public elections is fundamental to a stable democracy. Convenience and
speed of vote counting are no substitute for accuracy of results and trust in the process by
the electorate.

The League of Women Voters’ resolution on veting systems.

In addition to the technical community, good government organizations have expressed
concerns about the security of paperless voting machines. For example, at its 2006
national convention the League of Women Voters passed a resolution on voting machines
calling for a voter verified paper ballot or record that would be used for audits and
recounts. The League also urged that routine random audits of these paper
ballots/records be conducted in every election. Here is the resolution™:

Whereas: Some LWVs have had difficulty applying the SARA Resolution (Secure,
Accurate, Recountable and Accessible) passed at the last Convention, and

Whereas: Paperless electronic voting systems are not inherently secure, can
malfunction, and do not provide a recountable audit trail,

Therefore be it resolved that:

The position on the Citizens’ Right to Vote be interpreted to affirm that LWVUS supports
only voting systems that are designed so that:

1. they employ a voter-verifiable paper ballot or other paper record, said paper being
the official record of the voter's intent; and

2. the voter can verify, either by eve or with the aid of suitable devices for those who
have impaired vision, that the paper ballot/record accurately reflects his or her intent;
and

3. such verification takes place while the voter is still in the process of voting; and

4. the paper ballot/record is used for audits and recounts; and

5. the vote totals can be verified by an independent hand count of the paper
ballot/record; and

6. routine audits of the paper ballot/record in randomly selected precincts can be
conducted in every election, and the results published by the jurisdiction.

Insecure storage and handling of voting machines.

Professor Ed Felten, who is testifying today, recently released a very important study of
fundamental security vulnerabilities of Diebold TS machines. The study illustrated how
having physical access to one of the machines for even a minute was sufficient to allow a
malicious individual to install fraudulent software.
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There already has been a fair amount of press about the risks of voting machine “sleep-
overs.” This practice involves having a poll worker take a machine home prior to the
election and bringing it in on Election Day. Decentralizing the physical security of
machines significantly increases the number of people with access to a machine before an
election. Buteven if machines are not delivered to poll workers’ homes, there still can be
significant security threats stemming from pre-election deliveries of machines, as 1
observed while serving as a Santa Clara County polling station inspector in the
November 2004 election.

The county delivered five paperless DREs to our polling station — a commons room in a
Stanford University dorm — about a week before Election Day. When the woman who
made the space available for the election arrived at work, she moved the machines from
the insecure commons room into her office, where they remained under lock and key
until the night before the election.

My fellow poll workers and 1 set up the voting machines in the public commons room the
night before the election so that the batteries could be fully charged. For the rest of the
night the machines remained unattended.

When initially delivered, the machines were “protected” by two levels of numbered
tamper evident tape. The first level was removed the night before the election, when we
did the initial set-up. The second level was removed on Election Day. All of the
removed tapes were included in the material that we returned to the county election
officials.

I had no idea before the election as to what the tamper evident tape should look like,
because I had never seen any. Even if I had been shown a tape, without additional
training I doubt that my memory would have been adequate for me to know if a
counterfeit tape had been used.

Security risks of the procedures deployed by Santa Clara County.
There are multiple security risks, depending on the goal of the attacker. Here are a few:

1. Hacking the voting machine software without being detected. This could have
been done either by someone who had access to the machines while in the
commons room, or by someone who had access to the office where the machines
were stored. To avoid detection with certainty, it would have been necessary to
acquire identically numbered tamper evident tape, for example by ordering it on
the Internet or obtaining it from an insider working for the county.

2. Hacking the voting machine software and risking detection. Since we poll
workers had never seen the tamper evident tape and had no idea of what the
numbers on the pieces of tape should be, we would not have been able to
determine that someone had hacked the software and replaced the original tapes
with different tamper evident tapes. Such an attack might have been detected by
election officials if they had reviewed the tapes that we returned. However, since
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the election would have been over, it’s not clear what election officials would
have done. Furthermore, if the attacker had acquired identical or nearly identical
tape and used the numbers from the original tapes on the counterfeit tapes, it’s
likely that even diligent election officials would not have detected the fraud.

3. Targeting specific precincts to depress tumout favorable to one candidate (a
denial of service attack). This would have been a very easy attack, since the
machines were left in a publicly accessible location the night before the election.
All the attacker had to do was to remove the second level of tamper evident tape,
since poll workers had been instructed to request new voting machines if the
tamper evident tapes had been removed. Since we were barely ready by opening
time, bringing in new machines would have delayed the opening of the polling
station by at least an hour or two. If there were a widespread attack that removed
the tamper evident tape from machines in many voting places, it is highly likely
that the county would have been incapable of replacing all of the suspect
machines.

Fortunately, there is a possible fix if tampering has been detected or there is a denial of
service attack, namely emergency paper ballots. Every polling place should have a large
supply of emergency paper ballots that can be used in emergency situations.
Furthermore, a manual count should be made of the emergency paper ballots in all

suspect polling places in addition to any manual counts that are done to satisfy a random
manual audit.

Voters with disabilities.

While HAVA was passed in response to problems with the 2000 elections, much
emphasis has been given to the HAVA requirement that voting be made accessible for
people with disabilities. However, security and accessibility are not mutually exclusive
goals. We can and should have secure accessible elections.

I cannot stress enough that I strongly agree that people with disabilities should be able to
vote privately and independently and that they should be able to verify their votes. 1do
not know a single computer security expert who opposes non-visual access for blind
voters or access to the ballot by any person with a disability.

1t bears repeating that HAVA does not mandate the exclusive use of electronic voting
machines to meet accessibility requirements. HAVA states accessibility can be met
“...through the use of at least one direct recording electronic voting system or other
voling system equipped for individuals with disabilities...” [emphasis added].>

There is a growing body of evidence that people with disabilities - blind and visually
impaired voters, voters who have limited mobility and dexterity, and people with other
disabilities - are finding that DREs or touchscreens are not meeting their accessibility
needs and are in fact preventing them from securing a private and independent ballot,
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Aleda J. Devies, a retired systems engineer, and member of Handicapped Voters of
Volusia County, made the following statements in her August 01, 2006 article, Touch
Screens Are Not The Best Choice For Disabled Voters:*

A key point has been lost in the various arguments for and against touch-screen voting
machines. The spirit and intent of the accessible voting law are to allow every disabled
person the opportunity to cast his or her [sic] privately and independently. The key word
in the preceding sentence is “every.” It is not acceptable to accommodate some
members of the disabled population and expect the rest of us to live with “business as
usual. " That is discrimination, which is not legal.

Accommodating people with different disabilities requires great flexibility in a voting
system. What works for and is preferred by certain members of the blind and visually
impaired community does not accommodate people with mobility or motor impairments.
That is one specific shortcoming with touch screen machines. People with limited use of
their hands and arms may not be able to use the touch screen machines. People with
spinal cord injuries or similar disorders may require binary devices such as such as “sip-
and-puff”. (Other binary devices include foot pedals, joy-sticks and gel pads.)

Devies also observes that, “Touch screen machines with telephone-like keypads do not
meet Section 508 of the Rehabilitation Act of 1973 requirement that keypads must be
operable with one hand and shall not require tight grasping, pinching, or twisting of the
wrist.”

Kelly Pierce, a nationally-known advocate for people who are blind and visually
impaired, reviewed four voting machines in his March 15, 2005 report for the Cook
County State’s Attorney’s Office, Accessibility Analysis of Four Proposed Voting
Machines.”

Pierce analyzed tactilely discernable controls, spoken prompts, visual display, poll
worker assistance, volume control and normalization, and ballot review. He found all
four machines deficient in one or another of these areas.

Pierce stated, “Unfortunately, if any one of the four machines were to be deployed in
Chicago or suburban Cook County as exhibited on March 15, many voters with
disabilities, particularly blind voters, would not be able to cast a ballot independently and
privately™.

In his conclusion, Pierce remarks, “This review and those conducted by the American
Foundation for the Blind, Manhattan Borough President C. Virginia Fields with The
Center for Independence of the Disabled in New York, and a blind computer scientist and
electrical engineer all have found that while the electronic machines represent a
significant advance in accessibility from the current poll worker assistance system they
often fail to effectively communicate the voting process to audio voters or are physically
designed in a way that does not meet the current consensus on accessible design as
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crafted by the technology industry, the disability community, and leading national
governmental institutions.”

Pierce’s observations appear to have been born out by the voting experience of Noel
Runyan, a blind computer scientist. Runyan, who has worked in human factors for well
over thirty-five years, started his own company to supply access technologies for the
visually impaired. Quoting just a small portion of Runyan’s essay in frustration from his
65 minute voting experience in the 2004 Presidential election:®

It took me 30 minutes to work my way through the ballots and make my selections. After
that, I had quite a bit of trouble getting into the review mode, to get a full list of all my
selections. When 1 did, it went on and on, for 23 minutes, like a long uncontrolled drink
from a fire hose. The review function read each item, and then, at the very end, said what
my selection was for that item. It even threw in the details of what the fiscal impact would
be, and took forever. This is completely backwards. It should announce the name of the
item, then state my selection, and then read the rest of the information for that item. Also,
Ishould have the control to press the arrow key to move forward or backward through
the items, without having to listen to all the text about an item.

When I did find that I had made a mistake in my selections, I had to wait until the end of
the whole review process to correct it, instead of being able to stop, make the change,
and then continue with the review where I left off.

1 did not want to abort the ballot verification review, to make a correction, and then have
to start the 23 minute review all over again. When I later attempted to change one of my
selections from "no" to "yes", the machine would not let me just select "yes", until I had
first gone to the "no" entry and deselected it. This was very awkward and confusing. My
wife said that she also had the problem when she was voting visually on her DRE
machine.

Blind and disabled voters want and deserve secure voting systems. Natalie Wormeli, a
lawyer who is completely blind, has manual dexterity issues, and uses a wheelchair’, is
far more eloguent than I could ever hope to be in her in her 2004 testimony before the
California State Senate Elections and Reapportionment Committee, :

1 deeply regret that [ am unable to testify in person at today's hearing because of serious
health problems. Please consider the following as my written testimony. I am writing this
letter as a concerned California voter, an attorney, and a woman with multiple
disabilities. For purposes of this letter, I am only representing myself, and I do not claim
to speak for anyone else.

1 am particularly offended by the reoccurring claim that people with disabilities are
disenfranchised. This is highly inflammatory rhetoric, ignoring the definition of
enfranchisement, which is a person's right to vote. When I turned 18, I became
enfranchised. Not having the ability to vote without another human being's assistance is
the reality that I deal with, but does not make me disenfranchised. Irely on other people
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to help me with tasks that I am not physically able to do, but I remain in control and
independently thinking the entire time. When voting, I can choose to bring a friend, a
Jamily member, or ask one of the well-trained poll workers for assistance.

Providing flawed DRE systems would erode trust among voters with disabilities as well
as able-bodied voters in California and throughout the country. If Californians depend
on flawed systems, and California has problems in November, the headlines throughout
the country will undoubtedly reflect this horrible fact.

Other disability rights advocates claim that decertification would be a step back, treating
people with disabilities as second class citizens. I argue that requiring California voters
1o use dangerously flawed DREs will be forcing second rate technology on us all.

1 know that DRE system developers are working tirelessly to create dependable secure
systems, and I am confident that one day I will be able to vote privately without
assistance. However, I refuse 1o act as a complaining passenger in the backseat asking,
are we there yet? I know I will be there soon enough, but I only want to arrive safely and
with everyone on board. I know that when SB 1723%is passed, you will be heroes for all
the citizens of California, especially voters with disabilities.”

For many people with disabilities, using a VVPB presents no accessibility difficulties
whatsoever and does not in any way prohibit private and independent voting.
Fortunately, we do not have to settle for voter verified paper ballots that are not
accessible to blind and visually impaired voters. It is not difficult to integrate audio
capabilities into the design stage of voting systems. Tactile ballots and tactile voting
systems allow blind voters to vote privately and independently and to verify their votes.
New technologies can and should be developed. For example, hand held text-to-speech
reading devices, such as the one recently announced by the National Federation of the
Blind, might be modified for use in elections.'®

It’s time for us to demand of our voting systems that, in addition to being accessible, they
must be safe, accurate, reliable, secure, and audited. For now that means that we need
voter verified paper ballots, routine random manual audits, improved policies and
procedures, increased transparency, and a national mandate that voter verified paper
ballots shall be the official ballots used and the final authority in all cases of recounts,
challenges, random manual audits, equipment malfunction, and suspect polling places.
As President Reagan said: Trust, but verify,

It is part of our nature to rely on technology to improve our institutions. Voting and voter
registration are no different. Technology, if engineered and tested carefully and if
deployed with safeguards against failure, can reduce error rates, provide more
accessibility, increase accountability, and strengthen our voting system. However, we
have rushed to put technologies in place without careful regard as to how they must
perform. We are now seeing questions raised about the security, reliability, accessibility,
and usability of these machines. We can take immediate steps to address security
concerns by ensuring that we have voter verified paper ballots and routine random



113

manual audits. Beyond this, the technical community and the election community need
to work together to develop computerized voting and electronic registration systems that
truly deserve the public’s trust.

Appendix: Electronic Voter Registration Databases

While beyond the scope of this hearing, we are seeing serious problems with statewide
electronic voter registration databases. One of HAVA’s key provisions requires all states
to have statewide electronic databases in place by the beginning of this year. Some states
already had these systems in place; others were faced with difficult decisions on how to
consolidate or synchronize disparate local databases into a statewide system. Like all
technology, these systems are complex and require careful engineering so that they are
accurate, private, secure, usable, and reliable. Otherwise, voters can be rejected at the
polls and disenfranchised, or the systems could be exposed to fraud from unauthorized
access. USACM released a study earlier this year'! that provides 99 recommendations
for state and local officials to follow when implementing electronic voter registration
databases.

; http://www.acm.org/usacm/Issues/EVoting.htm

http://www.Iwv.org/ AM/Template.cfin?Section=Reports_from_Convention& Template=/
MembersOnly.cfin&Content!D=5597
j http://www.fec.gov/hava/law_ext.txt

http://www.votetrustusa.org/index.php?option=com_content&task=view&id=1595&Item
id=26

3 http://www.votersunite.org/info/KellyPierceReport3-05.htm

® Voting experience in November 2004 Election in Santa Clara County California —
Using Sequoia Voting Machines, by Noel Runyan,
http://www.votersunite.org/info/RunyanOnSequoia.htm

" Wormeli’s description of herself given in testimony at the Meeting of the State of
California Secretary of State Voting Systems and Procedures Panel, April 28, 2004,
Sacramento, CA., http://www.ss.ca.gov/elections/vsptranscript0428.pdf

8 SB 1723, which would have required that all voting machines produce an Accessible
Voter Verified Paper Audit Trail (AVVPAT) by some deadline. Later in 2004 SB 1438,
which essentiaily prohibited the deployment of voting machines that did not produce an
AVVPAT by 2006, became law.

% Testimony before the California State Senate Elections and Reapportionment
Committee, by Natalie Wormeli, Esq., May 5, 2004. Wormeli’s complete written
testimony can be found at http://www.wheresthepaper.org/NatalieWormeli.htm or
http://www leagueissues.org/cdrom/disabled/Security.doc.

® The Kurzweil-National Federation of the Blind Reader: The Revolution Is Here!, by
James Gashel,
http://www.nfb.org/Images/nfb/Publications/bm/bm06/bm0607/bm060703 .htm
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" Statewide Databases of Registered Voters: Study of Accuracy, Privacy, Usability,
Security, and Reliability Issues, February, 2006, www.acm.org/usacm/vrd.
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The CHAIRMAN. Next we turn to Mr. Keith Cunningham who is
the election director in Allen County, Ohio. He serves on the board
of advisors to the Election Assistance Commission and also partici-
pated in the Cuyahoga County recount study performed by the
Election Science Institute.

Mr. Cunningham, you are recognized.

STATEMENT OF KEITH CUNNINGHAM, ELECTION DIRECTOR,
ALLEN COUNTY, OH

Mr. CUNNINGHAM. Thank you, Mr. Chairman, and let me say
what an honor it is for a guy from a small town in Ohio to be sit-
ting here before you today in this tremendous forum.

I am also the immediate past president of the Ohio Association
of Election Officials, and I want to say to you before I begin, when
I wake up in the morning and head for my job I am feeling pretty
good about it. I believe the job that I am involved in, which is an
elections director, has meaning and has merit and is doing things
to make our country and our community better.

One thing I think we all agree on is that electronic voting needs
some type of verification system, some component that allows it to
be audited. And of course all systems need that, but as my prede-
cessors have said, a hard ballot system is rather obvious how we
audit those. Personally I do not have any particular aversion to
voter-verified paper audit trails.

However, in Ohio the system is that the voter-verified paper
audit trail becomes the official ballot of record for recount purposes.
I must say to you, clearly I am adamantly opposed, based on the
experience I have had in Cuyahoga County, to that. I believe that
program is setting election officials up for failure at this point in
time.

If the VVPAT was to be extended to voters as a courtesy by
which to check their votes, I have no problems with that. I think
statistics indicate voters don’t even use it when it is available to
them. The studies on hand show that maybe less than 10 percent
of the people actually utilize that.

We looked at approximately 350 VVPAT tapes in Cuyahoga
County, and over and over and over we encountered tapes that
were missing, that were in some way compromised. You have the
numbers before you, so I won’t bore you with the statistics, but I
think two of them are very important for you to remember. Nearly
17 percent of the VVPAT tapes reviewed by that team—and that
team consisted of a lot of Ohio election officials that came in to
help participate—nearly 17 percent of those tapes showed a vote
discrepancy of one to five votes from the electronic machine, and
nearly 10 percent of those tapes were either destroyed, blank, miss-
ing, taped together, or in some other way compromised.

My point is this: that when you use the VVPAT at this point in
time as the official record of a recount vote, it actually serves to
disenfranchise the voter because votes are lost in the VVPAT proc-
ess. They are simply not there and cannot be retrieved. We could
have retrieved those votes by other means from those machines,
but in Ohio we are not allowed to because the recount official ballot
of record in a recount becomes the VVPAT.
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So I would submit to you that it was the paper that actually
caused the count to be in question. Additionally, and we have some
photographs here I would like to show you, there is no reliable
technology for which to recount VVPATSs. To ESI’s credit they had
a makeshift kind of crank thing that you could put the tapes in and
reel them up. These things are sort of like wrestling octopuses.

As you can see—let’s go to the next one, the next one. These are
some of my friends.

This is just kind of the scene. There you can see the machine.
I will tell you what I equate this to. We are pretty agricultural in
my part of Ohio. I equate this to planting several hundred acres
of wheat with a million-dollar planting machine and harvesting it
by hand like the Amish used to, and stacking it up in the fields.

This was mind-numbing, to say the least. Now keep in mind we
went through 300-some tapes. There were probably near 4,000
tapes in Cuyahoga County. This took us two 10-hour days, actually
214 because the first half day was upsetting the system.

Continue, please.

This is simply a tape with no record printed on it. Continue
again, please.

Same thing. This is the information that we are looking through
on the tapes trying to—and, remember, at least this is Ohio’s rule,
that when you recount a race, you can’t recount any other race.
You can only recount the race that is going to be recounted. So if
you have got 27 candidates on the ballot, you have got to reel
through all 27 to get to the race, maybe a down ballot race.

This is an example of one that is taped together that has obvi-
ously been in the machine, it accordioned in the machine. I don’t
know, that black line probably represents 20 or 30 votes. There
was no way to reconcile that. There is another torn tape, another
shot of the crude machine we were using to do this.

I think they speak for themselves. I honestly don’t have any rea-
son to believe DREs don’t record votes accurately but I understand
the concerns and I do believe that we should have some kind of
audit system for it. I would say to you, considering the size and
scope of the deployment of voting machines in the last 12 to 24
months in America, I think election officials have done a pretty
darn good job. We are working on improving it.

Unfortunately, I believe—and I will wrap up here in just a sec-
ond—I believe it is the environment which is slowing our pace of
improvement. As a local election official I am going to tell you, I
feel like I am in a cross-fire, and I know many of my colleagues
do; and that cross-fire is a very, very polluted conversation, and it
is being polluted with political interests, corporate interests and
scientific one-upmanship. And I often wish I had as many people
helping me find the solutions as I did identifying the problems. It
would make my job an awful lot easier.

I want to echo the remarks earlier, that I do believe we should
continue to fund HAVA. I think the underfunding of HAVA sends
a very inconsistent message to those of us out there trying to do
this on a daily basis. I would say to you also, please allow us to
finish what has been started and what is in motion before we begin
to tinker with this. We have been given a set of tasks that are
very, very hard to manage. And, again, in the scope of the deploy-
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ment that has taken place in this country, I don’t want to say there
weren’t problems in it, but I think my colleagues have done a very
good job and I would hope that in the future when we do begin to
debate and speak about this, we can do it in on honest and direct
terms, without misrepresentations, half truths, and focus on what
it is we need to do to cure these problems and make America’s elec-
tions—give people confidence in them. I think it is too far to—too
much to expect any less than that.

Thank you for your time. I appreciate it.

The CHAIRMAN. Thank you.

[The statement of Mr. Cunningham follows:]
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Chatrman Ehlers and members of the Committee on House Administration it is an honor to come before you.
Thank you for allowing me to share my thoughts. My name is Keith Cunningham, and I currently serve as
Director of the Allen County Board of Elections in Ohio. In addition to my current duties, I am the immediate

past president of the Ohio Association of Election Officials and a member of the EAC Advisory Board.

One thing I think we all agree on is Electronic Voting Machines or DRE's must possess some sort of
meaningful and accurate audit component if they are to be seriously considered part of our voting future. Of
course all balloting systems must have components which allow for vote verification. However, the means by
which we can verify hard ballot systems such as optical scan are obvious so I will confine my comments today

strictly to DRE's.

Personally I do not have any particular aversion to Voter Verified Paper Audit Trails. However, I am adamantly
opposed to any program such as Ohio’s, which makes a VVPAT the official ballet of record for recount
purposes. To consider the VVPAT a courtesy extended to the voter as a means by which to check their vote is

a reasonable proposition, even though current data does not indicate voters utilize such tools when available.

The thought that VVAPT s are reliable enough to be used as an official ballot for recount purposes is simply
wrong in my opinion. I witnessed this first hand when I participated in the ESI audit of approximately 350
VVPAT tapes from the 2006 Primary Election in Cuyahoga County Ohio. Time and time again during this
exercise the counting teams encountered VVPATS, the voted paper ballot produced by DRE’s, which were
either missing entirely or missing votes because of printer errors. The ESI study concluded:

15% of the VVPAT’s reviewed required a secondary count.
1.4% of the VVPAT cartridges exhibited missing ballots.
16.9% of VVPAT tapes showed a discrepancy of 1-5 votes.
2.1% showed a discrepancy of over 25 votes.

9.66% of the tapes were either destroyed, blank, missing, taped together or otherwise compromised.
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VVPAT DISCREPANCY
ES! Study of Cuyahoga County Primary Election 2006

% of Total VWPAT's Reviewed

Secondary Count Missing Baliots Missing 1-6 Votes Missing 25+ Votes Compromised
Cause of Discrepancy

My point in all of this is that the PAPER requircment on the DRE caused discrepancies in vote totals;

o Because the paper record was the “official” vote it now disenfranchised voters because their

votes are lost to the process even though we could faithfully retrieve them from the electronic

record.

o The paper caused the count to be in question because there weren’t enough of the paper records
to match the actual voter’s votes due simply to the fact these paper systems are not ready for real

time use.

o Failures of equipment caused by the paper requirements complicated the process for poll workers
and VOTERS alike.

Additionally, there is no technologically reliable means by which to count VVPAT's. Several manufacturers
.indicate they have them in production but I have never witnessed one in successful operation and I don’t know
anyone who has. Thus, the methods currently employed to recount VVPAT’s are makeshift at best.

3
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One of the obvious reasons for this is VVPAT was an afterthought in electronic voting. Most State VVPAT
regulations were promulgated after local boards had made the decision to purchase DRE’s. In some cases
xpensive computerized voting systems have simply been retrofitted with cheap printers with nothing more than
a hope their results can be matched. The fact is, the printer technology currently being utilized for VVPAT
printing is woefully inadequate. Without significant and probably expensive improvement in this technology

the goal of matching a VVPAT to its’ electronic counterpart most likely will net be achieved.

I have no reason to believe that DRE’s do not record votes accurately other than theories that some sort of
manipulation could occur and I have absolutely no knowledge of that actually happening. That is not to say we
should rely on them absent of some sort of auditing standards. However, I am convinced the VVPAT is not

that standard.

In considering the overall issue of machine security we must remember that the parallel goals of access and
‘ecurity are actually opposite goals in most traditional applications. Usually when we want to secure something
we limit access. In contrast when something is accessible, the accepted norm is that security is going to be
somewhat sacrificed. Considering the antithetical nature of these two goals I believe the election administrators
across America are doing “a pretty darn good job.” Can it be improved? Yes. Is it being improved?

Absolutely!

I'believe it is the environment, which is slowing the pace of improvement. Today, Election Officials find
themselves in crossfire. That crossfire is a polluted conversation about what is really happening. The
conversation is being polliuted by political interests, corporate interests and scientific one-up-man-ship. Itisa
dialogue where fiction becomes fact and myth becomes legend. In Ohio for instance, no one even bothered to

consider that the exit polls could be wrong!
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“Discrepancies between early exit poll results and popular vote tallies in several
states may be due to a variety of factors and do not constitute prima facie evidence
for fraud in the current election” -

INTERM REPORT ON ALLEDGED IRREGULARITIES IN THE UNITED STATES PRESIDENTIAL ELECTION OF 2 NOVEMBER 2004
THE NATIONAL RESEARCH COMMISSION ON ELECTIONS AND VOTING

A PROIECT OF THE SOCIAL SCIENCE INSTITUTE

22 December 2006

Ladies and Gentlemen, we need your help. HAVA needs to be completely funded immediately so what has
been initiated can be completed. Universal, realistic standards must come forth sooner than later so that we are
all speaking the same language. And when we speak, we must pledge to purge our conversation of
misrepresentations and half-truths and focus ourselves on honest debate about the future of our elections in

America, It is far too important to expect less.

Again, thank you for the opportunity to share these thoughts with you.

6
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The CHAIRMAN. We hear your cry for help; namely, leave us
alone, let us do it. I also want you to know that you are not the
only one who has crowds of people yelling at him for a solution and
offering no assistance. We experience that every day of the week.
So you have our sympathy.

Next, I am pleased to introduce, James Dickson, Vice President
of Government Affairs for the American Association of People with
Disabilities. He has been a very strong advocate throughout this
process of making certain that anyone with disabilities is permitted
to vote and has the sanctity of the secret ballot which is essential
to all of us and essential to democracy.

Mr. Dickson, you are recognized.

STATEMENT OF JAMES DICKSON, VICE PRESIDENT OF GOV-
ERNMENT AFFAIRS, AMERICAN ASSOCIATION OF PEOPLE
WITH DISABILITIES

Mr. DicksoN. Thank you, Chairman Ehlers, members of the com-
mittee. I have two disabilities: I am blind and I am blunt. In these
5 minutes I am going to summarize some of the points of my writ-
ten testimony. First I want to thank the Members of Congress who
passed the Help America Vote Act. I voted secretly and independ-
ently for the first time 2 years ago; for the second time just a
month ago. I cannot put into words the glorious feeling and the
pride that I had as an American, and I am speaking for tens of mil-
lions of other Americans who have now the first opportunity to vote
privately and independently.

I have got a few stories to tell about the problems that I faced
and which millions of other voters face when not being able to vote
privately or independently. These happened to me, but literally
there are millions of stories like it. The very first time I voted, the
poll worker said to me, loud enough for everybody in the polling
place to hear: You want to vote for who?

On another occasion I had a poll worker say to me: We are very
busy; nobody votes for state legislators and these other races, so
how about if we finish now?

On another occasion I had a poll worker say to me: These
referenda today are really confusing, most people don’t vote on
them, so why don’t we stop now?

On yet another occasion I had a poll worker say to me: This print
on the referenda is too small, I can’t read it to you, so can we be
finished? That particular excuse did not get much sympathy from
me.

Touch screens are the best existing product we have that offers
accessibility to the greatest number of people. I participated in the
earlier work that was referenced, by Kelly Pierce. The rest of the
story is that after those initial tests, the company was able to inex-
pensively and quickly make changes to the access procedures so
that the problems were eliminated.

Touch screens—access is a continuum and we need to have
equipment designed so that as access increases it can be cheaply,
efficiently, and quickly installed on the equipment. Touch screens
are the only product available now that meets those requirements.
At AAPD we absolutely want secure, accurate, recountable elec-
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tions that are systems that are accessible. The paper trail is not
accessible.

This is a California ballot. Try recounting. I will leave for the
committee—this is the roll that was not able to be counted in Ohio.
Paper trail is a Rube Goldberg contraption. It doesn’t work, it is
not accessible, you can’t recount it. It doesn’t even offer verification.
Not only do people not look at the verification, in the tests done
at the MIT where the computers were set up so that votes were
changed, MIT students didn’t find the changed vote when they
looked at the verification on paper. When the verification was done
by audio, listening through earphones, they found the changed
votes.

I want to sum up with the following three points. Things have
to be accessible. Thank you for making that stand in HAVA. The
paper trail does not even do what the proponents want, and the
proponents are a very small group who speak very loudly. There
have been, over and over again, public opinion polls. When voters
use touch screens they trust them 80 percent; 80 percent when
they use them. We shouldn’t let a loud vocal minority using fear
determine what is going to happen in the sanctity of the polling
place.

The last point I want to make, and it is very, very important, is
the real problems in our voting system are human factors, are
human errors. And before we order something to be done in the
polling place, we need money to research and document what the
problems are and we need to test proposed solutions in the reality
of the polling place, not in a laboratory. Put me in an empty room
with a ballot box full of paper, and I will hack into it in less than
60 seconds.

Thank you again. This discussion is very important. And I would
just ask you to remember that 80 percent of Americans who vote
on touch screens believe their vote is secure and accurate.

The CHAIRMAN. Thank you, Mr. Dickson. Appreciate your com-
ments.

Thank you, Mr. Dickson, and we appreciate your comments
about showing why it was so worthwhile for us to insist that all
individuals be able to cast their ballot in secret. So thank you.

Next I am pleased to introduce Michael Shamos. He is a pro-
fessor at Carnegie Mellon University and is also the director of the
Institute for Software Research. Dr. Shamos, you are recognized.

STATEMENT OF MICHAEL I. SHAMOS, PROFESSOR, INSTITUTE
FOR SOFTWARE RESEARCH DIRECTOR, CARNEGIE MELLON
UNIVERSITY

Mr. SHAMOS. Thank you, Mr. Chairman. I just want to make a
small correction to the record. I am not the director of the Institute
for Software Research, I am just a member of the Institute for Soft-
ware Research. But I am also an attorney admitted to practice in
Pennsylvania and before the United States Patent Trademark Of-
fice. Since 1980 I have been an examiner of electronic voting sys-
tems for various States. I am currently an examiner for Pennsyl-
vania and I have personally performed 118 voting systems exami-
nations. I am going to do my 119th examination next week.
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I recall that, Mr. Chairman, you are a physicist, Representative
Holt is a physicist. I am a former physicist. My proposal is we set-
tle this issue like physicists, based on scientific evidence and not
on emotion.

I view electronic voting as primarily an engineering problem that
includes the design of processes and procedures. Once the require-
ments for a voting system are agreed upon, it is then a matter of
developing and manufacturing the equipment processes that meet
these requirements. The question is whether Congress should be
setting technical performance guidelines and engineering stand-
ards, as H.R. 550 would have it do, or whether such guidelines
should be left to this and the EAC, as HAVA has already provided.

The proposed bill is based on three major assumptions, all of
which are false. First, it assumes that paper records are somehow
more secure than electronic ones, a proposition that has been re-
peatedly shown to be wrong throughout history. Second, it assumes
that voting machines without voter-verified paper trails are
unauditable because they are claimed to be paperless, which is also
false; they are neither paperless nor unauditable. Third, it assumes
that paper trails actually solve the problems exhibited by DRE ma-
chines, which is likewise incorrect.

The reason that mechanical voting machines were introduced
over a century ago was to stop rampant fraud involving paper bal-
lots. H.R. 550 would restore us to the year 1890 when anyone who
wanted to tamper with an election needed to do no more than to
manipulate pieces of paper. The recent example in Cleveland, Ohio,
Cuyahoga County, is extremely instructive. That was the case we
just heard, that 10 percent of the paper trails could not be read.
H.R. 550 provides that in the event of any inconsistency between
electronic and paper records, the paper records are irrebuttably
presumed to be correct. Attorneys like myself are always wary of
irrebuttable presumptions. Applying that provision to Cleveland
would have resulted in the disenfranchisement of 10 percent of the
electorate because their paper records could not be read.

I cannot believe that the numerous sponsors of this legislation
contemplated such an outcome. I did a review of the U.S. elections
starting in the year 1824 when the popular vote began to be kept.
I looked at the percentage of times that you took 10 percent of the
popular vote and subtracted it from the winner and gave it to the
loser, how often would the outcome change; and the answer is,
since 1854, 55 percent of our Presidential elections would have
been reversed if you couldn’t count 10 percent of the paper trail.

The argument is made that security problems with DRE voting
demand remediation of the type proposed in the bill. Indeed Pro-
fessor Felten at Princeton, Harri Hursti, and others have done a
great service by exposing security vulnerabilities in voting systems.
Some of these vulnerabilities are severe and require immediate re-
pair, but the point is that they are easily remedied.

The question for the committee is what the proper response to
such discoveries ought to be. When tainted spinach was found in
California, Congress did not ban the eating or distribution of leafy
vegetables, even though at least one human life had been lost. The
appropriate reaction to the discovery of a security flaw in a voting
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system is to repair it, not to outlaw an entire category of voting
machines with which we have a quarter-century of experience.

It is claimed that observed reliability problems with DRE ma-
chines will be alleviated by adding a paper trail. Field experience
has shown the opposite. The failure rate of paper-trail DREs is
double that of DREs without paper trails. It should be obvious that
adding a new device with moving mechanical parts to an existing
electronic machine cannot improve its reliability.

The effect of H.R. 550 would be to ban electronic voting entirely
in Federal elections. I want to repeat that. It would be to ban elec-
tronic voting entirely in Federal elections. The reason is that the
bill sets forth conditions that are not met by any DRE system cur-
rently on the market in the United States. If it were to pass in its
present form there could be no more electronic voting in this coun-
try, and Congress would be in the position, after spending $3 bil-
lion on new voting equipment, of spending billions more paying for
what it just paid for. I cannot believe that the numerous sponsors
of this legislation contemplated such on outcome.

Further, the bill as written mandates a system that would vio-
late constitutional and statutory provisions in more than half the
States. The secret ballot is regarded as an essential component of
American democracy. Each one of the DRE paper-trail systems that
are currently on the market either enables voters to sell their votes
or allows the government and the public to discover precisely how
each voter in a jurisdiction has voted. I cannot believe that the nu-
merous sponsors of this legislation contemplated that outcome ei-
ther.

I am in favor of voter verification. The proposed bill, despite in-
corporating the phrase “voter verified” into its title, does not come
close to providing real voter verification. While it shows the voter
that her choices were properly understood and recorded by the ma-
chine, it offers no assurance whatsoever that her ballot was count-
ed, that it ever will be counted, or it will even be present in the
event a recount is demanded. Once the polls have closed, the voter
not only has no recourse or remedy, but is powerless to even deter-
mine whether her vote is part of the final tally or object, if she be-
lieves it isn’t. That is not voter verification, regardless how it may
be denominated in the text of the bill.

I submit that if Congress desires to enact a comprehensive stat-
ute mandating voter verification, it ought to verify whether the
proposed legislation actually accomplishes that goal. Numerous ef-
fective verification methods are known that are not based on vul-
nerable paper records. These have not yet been implemented in
viable commercial systems. I understand that scientists at NIST
will soon announce another one.

If H.R. 550 is enacted there would be no point in continuing re-
search and development on any such system, since the statute
would prohibit any system that didn’t use paper records.

Professor Ronald Rivest of MIT has recently invented a voting
method that allows each voter to verify, after the election is over,
that her vote has actually been counted, a feature that is absent
from the systems contemplated by H.R. 550. Professor Rivest’s sys-
tem also allows any member of the public to tabulate the results
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of the election for herself, so it is not even necessary to trust the
official count.

These discoveries demonstrate that voter verification is now a
ripe area of scientific research and it is far too early to mandate
by statute a bad nonsolution to a presumed problem.

My purpose here today is not simply to complain about the bill
but to offer a constructive alternative. As part of my written testi-
mony, I have included a complete markup for the proposed legisla-
tion that retains its essential positive feature such as voter
verification but eliminates its ill-advised provisions. I urge the com-
mittee not to report the bill favorably in its present form, and I
thank you for the opportunity to be here today.

The CHAIRMAN. Thank you for your testimony.

[The statement of Mr. Shamos follows:]
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Testimony of Michael I. Shamos
Before the U.S. House of Representatives’ Committee on House Administration
September 28, 2006

Mr. Chairman: My name is Michael Shamos. I have been a faculty member in
the School of Computer Science at Carnegie Mellon University in Pittsburgh since 1975,
I am also an attorney admitted to practice in Pennsylvania and before the United States
Patent and Trademark Office. Since 1980 I have been an examiner of electronic voting
systems for various states. I am currently an examiner for Pennsylvania and have
personally performed 118 voting system examinations. 1will do my 119™ next week.

1 view electronic voting as primarily an engineering problem that includes
designing processes and procedures. Once the requirements for a voting system are
agreed upon, it is then a matter of developing and manufacturing equipment and
processes that meet those requirements. The question is whether Congress should be
setting technical performance guidelines and engineering standards, as H.R. 550 would
have it do, or whether such guidelines should be left to NIST and the EAC, as HAVA has
already provided.

The proposed bill is based on three major assumptions, all of which are false.
First, it assumes that paper records are more secure than electronic ones, a proposition
that has repeatedly been shown to be wrong throughout history. Second, it assumes that
voting machines without voter-verified paper trails are unauditable because they are
claimed to be “paperless,” which is also false. They are neither paperless nor unauditable.
Third, it assumes that paper trails actually solve the problems exhibited by DRE
machines, which is likewise incorrect.

The reason that mechanical voting machines were introduced over a century ago
was to stop rampant fraud involving paper ballots. H.R. 550 would restore us to the year
1890, when anyone who wanted to tamper with an election needed to do no more than
manipulate pieces of paper. The very idea that a paper record is secure at all continues to
be refuted in every election. A recent example is the May 2006 primary held in
Cleveland, Ohio. That state has a VVPAT requirement. When the paper records from
the election were examined by an independent study group commissioned by Cuyahoga
County, ten percent of the paper records were found to be illegible, defaced or entirely
missing.

H.R. 550 provides that in the event of any inconsistency between electronic and
paper records, the paper records are irrebuttably presumed to be correct. Applying that
provision to Cleveland would have resulted in the disenfranchisement of 10 percent of
the electorate because their paper records could not be read. I cannot believe that the
numerous sponsors of this legislation contemplated such an outcome.

The argument is made that security problems with DRE voting demand
remediation of the type proposed in the bill. Indeed, Prof. Felten at Princeton, Harri
Hursti and others have done a great service by exposing security vulnerabilities in voting
systems. Some of these vulnerabilities are severe, and require immediate repair. But the
point is that they are easily remedied. The question for the Committee is what the proper
response to such discoveries ought to be. When tainted spinach was found in California,
Congress did not ban the eating or distribution of leafy vegetables, even though least one
human life had already been lost. The appropriate reaction to the discovery of a security
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flaw is to repair it, not to outlaw an entire category of voting machine with which we
have a quarter-century of experience.

1t is claimed that observed reliability problems with DRE machines would be
alleviated by adding a paper trail. Field experience has shown the opposite. The failure
rate of paper trail DREs is double that of DREs without paper trails. It should be obvious
that adding a new device with moving mechanical parts to an existing electronic machine
cannot improve its reliability.

The effect of H.R. 550 would be to ban electronic voting entirely in Federal
elections. The reason is that the bill sets forth conditions that are not met by any DRE
system currently on the market in the United States, If it were to pass in its present form,
there could be no more electronic voting in this country and Congress would be in the
position, after spending $3 billion on new voting equipment, of spending billions mere to
replace what it just paid for. I cannot believe that the numerous sponsors of this
legislation contemplated such an outcome.

Further, the bill as written mandates a system that would violate constitutional
and statutory provisions in more than half of the states. The secret ballot is regarded as
an essential component of American democracy. Each one of the DRE paper trail
systems that are currently on the market either enables voters to sell their votes, or allows
the government and the public to discover precisely how each voter in a jurisdiction has
voted. I cannot believe that the numerous sponsors of this legislation contemplated such
an outcome.

I am in favor of voter verification. The proposed bill, despite incorporating the
phrase “voter-verified” into its title, does not come close to providing real voter
verification. While it shows the voter that her choices were properly understood and
recorded by the machine, it offers no assurance whatsoever that her ballot was counted,
that it will ever be counted, or that it will even be present when a recount is conducted.
Once the polls have closed, the voter not only has no recourse or remedy, but is
powerless to even determine whether her vote is part of the final tally or to object if she
believes it isn’t. That is not voter verification, regardless how it may be denominated in
the text of the bill. Isubmit that if the Congress desires to enact a comprehensive statute
mandating voter verification, which 1 favor, it ought to verify whether the proposed
legislation actually accomplishes that goal.

Numerous effective verification methods are known that are not based on
vulnerable paper records. These have not yet been implemented in viable commercial
systems. I understand that scientists at NIST will soon announce another one. If H.R.
550 is enacted, there would be no point in continuing research and development on such
better methods, since the statute would prohibit the use of any system not based on paper.

Prof. Ronald Rivest of MIT has recently invented a voting method that allows
each voter to verify, after the election is over, that her vote has actually been counted, a
feature that is absent from the systems contemplated by H.R. 550. Prof. Rivest’s system
also allows any member of the public to tabulate the results of the election for herself, so
it is not even necessary to trust the official count. These discoveries demonstrate that
voter verification is now a ripe area of scientific research, and it is far too early to
mandate by statute a bad non-solution to the presumed problem.

My purpose here today is not simply to complain about the bill, but to offera
constructive alternative. As part of my written testimony I have included a complete
markup of the proposed legislation that retains its essential positive features, such as
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voter verification, but eliminates its ill-advised provisions. urge the Committee not to
report the bill faverably in its present form.
I thank you for the opportunity to testify here today.

Biography of Michael I. Shamos

Michael . Shamos is Distinguished Career Professor in the Institute for Software
Research of the School of Computer Science at Camegie Mellon University, where he
directs graduate programs in eBusiness. He has been associated with Carnegie Mellon
since 1975. He is Editor-in-Chief of the Journal of Privacy Technology.

Dr. Shamos received an A.B. in Physics from Princeton University, an MLA. in
Physics from Vassar College, M.S. degrees from American University in Technology of
Management and Yale University in Computers Science, the M.Phil. and Ph.D. in
Computer Science from Yale University and a J.D. from Duquesne University. Heisa
member of the bar of Pennsylvania and the United States Patent and Trademark Office.

From 1980-2000 and from 2004-present he has been statutory examiner of
computerized voting systems for the Secretary of the Commonwealth of Pennsylvania.
From 1987-2000 he was the Designee of the Attorney General of Texas for electronic
voting certification. He has conducted more than 115 voting system examinations. In
2004 he designed and taught a course on electronic voting at Carnegie Mellon University.
In 2006 he taught a course on voting system testing for the National Institute f Standards
and Technology.

Dr. Shamos has been an expert witness in five recent lawsuits involving electronic
voting, including Wexler v. Lepore in Florida, Schade v. State Board of Elections in
Maryland and Taylor v. Onorato in Pennsylvania. He was the author in 1993 of
“Electronic Voting — Evaluating the Threat” and in 2004 of “Paper v. Electronic Voting
Records — An Assessment,” both of which were presented at the ACM Conference on
Computers, Freedom & Privacy. He has provided testimony on electronic voting to the
Pennsylvania legislature and to three committee of the U.S. House of Representatives.

Further information is available at http://euro.ecom.cmu.edu/shamos.html.
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Markup of H.R. 550 by Michael I. Shamos, Sept. 29, 2006
[Notes: Following is a summary of the chief benefits of the bill:

e It establishes a requirement for voter verification in elections for Federal office.
Because states will not invest in multiple systems in the same polling locations,
the practical effect is to require verification in all public elections.

» Tt mandates public disclosure of voting system source code.

« [t bans wireless components in voting systems.

s It provides for mandatory audits of the voter-verified records.

The bill suffers from serious deficiencies however, of which these are the most important:

» [t mandates paper, the least secure form of record, as the mechanism of
verification.

¢ It provides that the paper record would be the official record of the vote, even if
the paper record is illegible, missing or obviously tampered with or defaced. This
provision alone would have resulted in the disenfranchisement of 10% of the
voters in Cleveland, Ohio in the 2006 primary.

» It imposes a set of technical requirements not currently met by any commercially
available DRE system in the United States. Therefore, its sub rosa effect is to ban
electronic voting entirely.

e It goes too far in requiring disclosure of source code not owned or controlled by
voting system vendors, such as operating system code.

e It does not protect the disabled within the original spirit of HAVA.

It does not go sufficiently far in requiring adherence to Federal voting system
guidelines, which are presently voluntary but should be made mandatory.

e It vests audit responsibility in the EAC, which is not equipped for such an activity.
Recounting 2% of the popular vote of the U.S. by hand will require 5000 people
for a week, which is beyond the capacity of the EAC to administer.

e It attempts in a patchwork manner to prohibit certain conflicts of interest, but does
not do so comprehensively.

* It establishes a private right of action under HAV A, which the courts have
determined was not the original intent of Congress, which established an
administrative complaint procedure. It will result, as has already been seen, ina
flurry of frivolous lawsuits by plaintiffs seeking to outlaw electronic voting.

The markup I have provided retains the benefits while eliminating the deficiencies.
Explanatory notes in brackets are provided throughout. Material that has been struck
through thus is meant to be deleted. [ltalicized material in brackets is to be added.]

Analysis: The apparent motivation for H.R. 550 is the erroneous assumption that DRE
machines without paper trails are unauditable. They are fully auditable if the audit
mechanism is tested and found to be working. All DRE machines have the capability of
producing an audit trail of complete ballot images. Once it is determined that the audit



134

mechanism has not been compromised and is not defective, voting can proceed with the
assurance that the audit trail can be used in the event of any claim of irregularity.

Even if it is believed that electronic records are subject to tampering, all the evidence is
that paper records do not even begin to approach the level of security of redundant,
encrypted electronic records maintained on separate physical media. The bill rests on the
incorrect assumption that physical ballot security can be maintained in a highly
distributed election environment open to all citizens. That is not a solved problem, and
there is evidence in every election cycle of lost or mutilated paper records. As recently as
May 2006 in Cuyahoga County, Ohio, 10% of the paper records maintained in the
election were illegible, tampered with or missing entirely.

Nevertheless, voter verification is an important goal because of its positive effect on voter
confidence. The VVPAT is a first crude attempt to provide verifiability. Unfortunately,
it does so at the expense of security, secrecy, usability and reliability. It is much too early
in the development cycle of verifiable systems to mandate a particular solution by statute,
thus extinguishing any reason to continue research and development.]

SECTION 1. SHORT TITLE.
This Act may be cited as the “Voter Confidence and Increased

Accessibility Act of 2005".

SEC. 2. PROMOTING ACCURACY, INTEGRITY, AND SECURITY THROUGH VOTER-
VERIFIED PERMANENT RECORD OR HARD COPY.

VOTER VERIFICATION AND AuDIT CAPACITY.—

(1) In ceNErAL.—Section 301(a)(2) of the Help America Vote Act of
2002 (42 U.S.C. 15481(a)(2)) is amended to read as follows:

“(2) VOTER-VERIFICATION AND AUDIT CAPACITY.—

“(A) IN GENERAL.—

*(i) The voting system shall produce or require the use of an
individual voter verified paperrecord of the voter's vote that shall be
made available for inspection and verification by the voter before the
voter's vote is cast. For purposes of this clause, examples of such a
record include a paper ballot prepared by the voter for the purpose of
being read by an optical scanner, a paper ballot prepared by the voter
to be mailed to an election official (whether from a domestic or
overseas location), a paper ballot created through the use of a

ballot marking device, or a paper print-out of the voter’s vote
produced by a touch screen or other electronic voting machine, so
long as in each case the record permits the voter {o verify the record
in accordance with this subparagraph.

*(ii) The voting system shall provide the voter with an opportunity to
correct any error made by the system in the voter-verified paper
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record before the permanent voter-verified paperrecord is preserved
in accordance with subparagraph (B)(i).

“(iii} The voting system shall not preserve the voter-verifiable paper
records in any manner that makes it possible to associate a voter with
the record of the voter's vote.

[Notes: The above edits preserve the requirement of voter verifiability but removing the
word “paper” from “voter-verified paper record” allows non-paper methods of
verification. Mandating paper as a requirement removes any incentive for development
of alternative methods. There would be no reason for a vendor to develop a system
superior to paper if paper were mandatory.

Experience with paper trails in the field has not been good. In the 2006 Primary in
Cuyahoga County, Ohio, 15% of the paper records were found to be illegible, defaced or
missing altogether. See “Cuyahoga Election Review Panel, Cuyahoga County, OH Final
Report (July 20, 2006), available at
http://www.cuyshogacounty.us/BOCC/GSC/pdffelections/!CERP_Final Report 2006072
0.pdf. Furthermore, the percentage of DREs with paper trails that fail on Election Day is
approximately double that of DREs without paper trails.

The requirement in (iif) that the voting system not preserve the paper records in any way
that permits associating a voter with a ballot is not met by any VVPAT DRE system
currently available in the United States. Sequential paper trails, such as Diebold, Sequoia,
ES&S and Hart, permit reconstruction of each voter’s vote from the poll list and are
completely unacceptable. The cut-sheet systems, such as Avante, print identifying
numbers on the ballot which the voter may record, and thus prove later which ballot is his
own.]

“{B) MANUAL AUDIT CAPACITY . —

“(i) The permanent voter-verified paperrecord produced in
accordance with subparagraph (A) shall be preserved—

“(1) in the case of votes cast at the polling place on the date of the
election, within the polling place in the manner or method in which all
other paper-ballots are preserved within such polling place;

(1) in the case of votes cast at the polling place prior to the date of
the election or cast by mail, in a manner which is consistent with the
manner employed by the jurisdiction for preserving such ballots in
general; or
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“(1) in the absence of either such manner or method, in a manner
which is consistent with the manner employed by the jurisdiction for
preserving paper-ballots in general.

“(ii) Each paper-record produced pursuant to subparagraph (A) shall
be suitable for a manual audit equivalent to that of a paper baliot
voting system.

“(iii) in-the-event-of-any-inconsistencies-orirregularities-between-any

record-ef-the-votes-cast: [In the event of any inconsistency between
the individual permanent voter-verified records and any other
electronic records, upon due investigation of the cause of such
inconsistency, the records for each ballot determined by such
investigation to be the more reliable shall be the true and correct of
the votes cast]

“(iv) The individual permanent paperrecords produced pursuant to
subparagraph (A) shall be the true and correct record of the votes
cast and shall be used as the official records for purposes of any
recount or audit conducted with respect to any election for Federal
office in which the voting system is used[, unless other records are
determined under the procedure of subparagraph Biii) to be the true
and correct records].

[Notes: it defies logic to declare that a paper record should be irrebuttably presumed to be
correct even if there is convincing evidence to the contrary. In the Cuyahoga County
situation, for example, liter application of the proposed language would have eliminated
10% of the vote in the county because the paper records could not be located or read.
The revision provides for an investigation in the event of a discrepancy, the results of
which are to be used to determine which record are reliable.

It is a universal defect of document ballot systems (those in which the official ballotis a
piece of paper) that only one original of the ballot exists. Therefore, if anyone defaces,
replaces or destroys that ballot, the vote is lost.]

“{C) SPECIAL RULE FOR VOTES CAST BY ABSENT MILITARY AND OVERSEAS
VvOTERS.—In the case of votes cast by absent uniformed services
voters and overseas voters under the Uniformed and Overseas
Citizens Absentee Voting Act, the ballots cast by such voters shall
serve as the permanent paperrecord under subparagraph (A) in
accordance with protocols established by the Commission in
consultation with the Secretary of Defense which preserve the privacy
of the voter and are consistent with the requirements of such Act.”.

7
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(2) CoNFORMING AMENDMENT.—Section 301(a)(1) of such Act (42
U.S.C. 15481(a)(1)) is amended—

(A) in subparagraph (A)(i), by striking “counted” and inserting
“counted, in accordance with paragraphs (2) and (3)”;

(B) in subparagraph (A)(ii), by striking “counted” and inserting
“counted, in accordance with paragraphs (2) and (3)"; and (C) in
subparagraph (B)(ii}, by striking “counted” and inserting “counted, in
accordance with paragraphs (2) and (3)".

(b) AccEssiBILITY AND VOTER VERIFICATION OF RESULTS FOR INDIVIDUALS
WiTH DiSABILITIES —

(1) INn GeNErAL.—Section 301(a)(3)(B) of such Act (42 U.S.C.
15481(a)(3)(B)) is amended to read as follows:

“(B)i) satisfy the requirement of subparagraph (A) through the use of
at least one direct recording electronic voting system or other voting
system equipped for individuals with disabilities at each polling place;
and

“(ii}y meet the requirements of paragraph (2)(A) by using a system
that—

U1 i striat ic—physi he functi :

“(Il) allows the voter to verify and cast the permanent record on paper
or on another individualized, permanent medium privately and
independently, and

“(I) ensures that the entire process of voter verification and vote
casting is accessible to the voter.”.

[Notes: the term “vote generation™ has no meaning. Votes are not generated. The term
“physically separates™ is ambiguous. In any event, a technical requirement such as this
belongs in the EAC Voting System Guidelines. If the rejoinder is that the Guidelines are
not mandatory then they can be made mandatory for Federal elections.]

(2) SPECIFIC REQUIREMENT OF STUDY, TESTING, AND DEVELOPMENT OF
AGGESSIBLE VOTER VERIFICATION MECHANISMS,.—

(A) STupy aND REPORTING.—Subtitle C of title 1l of such Act (42 U.S.C.
15381 et seq.) is amended—

(i) by redesignating section 247 as section 248; and (i} by inserting

after section 246 the following new section:
“SEC. 247. STUDY AND REPORT ON ACEESSIBLE VOTER VERIFICATION MECHANISMS.

“The Commission shall study, test, and develop [effective verification
mechanisms and] best practices to enhance the [effectiveness and]
accessibility of voter-verification mechanisms for individuals with
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disabilities and for voters whose primary language is not English,
including best practices for the mechanisms themselves and the
processes through which the mechanisms are used.”

[Notes: this subsection has been generalized to provide for the development of more and
better verification mechanisms, not just improvements in accessibility.]

(B) CLericaL aMENDMENT.—The table of contents of such Act is
amended—

(i) by redesignating the item relating to section 247 as relating to
section 248; and

(ii) by inserting after the item relating to section 246 the following new
item:

““Sec. 247. Study and report on accessible voter verification mechanisms.”,

{(c) ADDITIONAL VOTING SYSTEM REQUIREMENTS .—

(1) REQUIREMENTS DESCRIBED.—Section 301(a) of such Act (42 U.S.C.
15481(a)) is amended by adding at the end the following new
paragraphs:

“(7) INSTRUCTION OF ELECTION OFFICIALS.—

Each State shall ensure that all election officials are instructed on the
right of any individual who requires assistance to vote by reason of
blindness, other disability, or inability to read or write to be given
assistance by a person chosen by that individual under section 208 of
the Voting Rights Act of 1965.

“{8) PROHIBITION OF USE OF UNDISCLOSED SOFTWARE IN VOTING SYSTEMS.—
No voting system shall at any time contain or use any undisclosed
softwaref, subject to the exception in (i) below]. Any voting system
containing or using software shall disclose the [specifications,
designs, manuals and all other documentation, ] source code, object
code, and [any] executable representation of that software to the
Commission, and the Commission shall make that seurce-code;
objectcode;-and-executable-representation [the disclosed materials]
available for inspection upon request to any person.

[“() EXCEPTION FOR COMMERCIAL OFF-THE-SHELF SOFTWARE, ~—

A voting system may use commercial off-the-shelf software (COTS)
and the disclosure in subparagraph (8) shall not be required, provided
that (1) no party involved in the design, programming, manufacture or
sale of the voting system had any role in designing, programming,
manufacturing or selling the COTS; and (2) the COTS was duly
examined and certified pursuant to subparagraph (10) below. If the
COTS has been modified in any manner, including configuration,

9
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since its manufacture, then the disclosure of subparagraph (8) shall
be required as to all such modifications.]

[This is a very significant issue, and the bill goes both too far and not far enough to
provide for disclosure. Voting-specific code produced by vendors should be publicly
disclosed. However, it is impractical to require disclosure of COTS source code, such as
that of the Windows operating system. The revision here exempts “true” COTS, that is,
COTS that has not been modified or configured by the system vendor. True COTS is
exempt from disclosure only if it has passed testing by a certified laboratory.

The revision also requires disclosure of documentation and related materials along with
code.]

*(9) PROHIBITION OF USE OF WIRELESS COMMUNICATIONS DEVICES IN VOTING
sYSTEMS.—No voting system shall contain, use, or be accessible by
any wireless, power-line, or concealed communication device at all.
[This prohibition against wireless devices shall not apply to infrared
interfaces, provided that no such interface is accessible externally to
the voting system.]

[Notes: technical requirements such as these belong in the Voting System Guidelines, not
the statute. Congress is not well-positioned to keep technical requirements up to date, or
even to know which ones are advisable. The anti-wireless provision is an example of a
hasty and overreaching restriction. Radie frequency wireless should be banned because
of the risk of interception or interference with the signals. However, there is no reason to
ban short-range {e.g., 1 cm) infrared, where the infrared components cannot be accessed
from outside the device.]

[The Help America Vote Act of 2002 (42 U.S.C. 15301) is amended
by deleting the word “voluntary” in each occurrence of the term
“voluntary voting system guidelines.]

“{10) CERTIFICATION OF SOFTWARE AND HARDWARE.—All software and
hardware used in any electronic voting system shall be certified by
laboratories accredited by the Commission as meeting [fapplicable
voting system guidelines adopted as provided in section 222 and as
meeting] the requirements of paragraphs (8) and (9).

[Notes: It's time to make the voting system guidelines mandatory. Otherwise there is no
assurance that voters throughout the country will be voting on systems of comparable
levels of quality.]

“(11) SECURITY-STANDARDS [CONFLICT OF INTEREST PROHIBITION] FOR
VOTING SYSTEMS USED IN FEDERAL ELECTIONS . —

10
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“(A) IN cgeNeraL.—No voting system may be used in an election for
Federal office unless the manufacturer of such system and the
election officials using such system meet the applicable requirements
described in subparagraph (B).

“(B) REQUIREMENTS DESCRIBED.—The requirements described in this
subparagraph are as follows:

election-fraud-

“(iii) In the same manner and to the same extent described in
paragraph (8), the manufacturer shall provide the codes used in any
software used in connection with the voting system to the
Commission and may not alter such codes once the election officials
have certified the system unless such system is recertified by such
election officials.

“(iv) The manufacturer shall meet standards established by the
Commission to prevent the existence or appearance of any conflict of
interest with respect to candidates for public office and political

parties;-including-standards-to-ensure-that-the-manufacturerand-ils

[Note: There are considerable difficulties with the above section (11). It is impractical
and too narrow at the same time. Its title is incorrect since it has nothing to do with
security. The notion of the “manufacturer” is not well-defined, as software is often
written by one company under contract to a system vendor and it is unclear who the
“manufacturer” is in such a circumstance. The term “election officials” is not defined in
the statute. Most circumstances under which it is used are harmless, but this one is not.
It may make sense for the chief election officer of a state to promulgate regulations for
the handling of software and documenting the handling, but the provision is (B)(i) is too
indefinite as to who actually has the responsibility.

The concern that programmers might have convictions for election fraud is legitimate,

but surely election fraud is not the only crime that ought to be considered. (Bribery ofa
public official springs to mind as another.) Employers, however, often do not have

il
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accurate information concerning their employees’ pasts. The only practical way to obtain
such information is through background checks.

In the end, the voter-verified ballot, combined with mandatory certification guidelines
and disclosure of source code, cught to protect against even a determined criminal
working for a vendor. The prohibition against officers and directors of manufacturers
participating 1n campaigns is unnecessary for the same reason. It would also prohibit
such a person from running for public office, which is the right of a citizen to do.]

“(12) PROHIBITING CONNECTION OF SYSTEM OR TRANSMISSION OF SYSTEM
INFORMATION OVER THE INTERNET.—NO component of any voting device
upon which votes are cast shall bef, or have ever been,] connected to
the Internet.”.

{1t is not enough to forbid connecting a device to the Internet — we must be sure it has not
been connected at any time in the past, since it might have become infected with malware
at such a time.]

(2) REQUIRING LABORATORIES TO MEET STANDARDS PROHIBITING CONFLICTS
OF INTEREST AS CONDITION OF ACCREDITATION FOR TESTING OF VOTING
SYSTEM HARDWARE AND SOFTWARE.—

(A) IN GeNerAL.—Section 231(b) of such Act (42 U.S.C. 15371(b)) is
amended by adding at the end the following new paragraph:

“(3) PROHIBITING CONFLICTS OF INTEREST; ENSURING AVAILABILITY OF
RESULTS.—

“(A) IN GENERAL.—A laboratory may not be accredited by the
Commission for purposes of this section unless—

“(i) the laboratory meets the standards applicable to the
manufacturers of voting systems under section 301(a)(11)(B)(iv),
together with such standards as the Commission may establish to
prevent the existence or appearance of any conflict of interest in the
testing, certification, decertification, and recertification carried out by
the laboratory under this section, including standards to ensure that
the laboratory does not have a financial interest in the manufacture,
sale, and distribution of voting system hardware and software, and is
sufficiently independent from other persons with such an interest; and
“(ii) the laboratory, upon completion of any testing, certification,
decertification, and recertification carried out under this section,
discloses the results to the Commission.

“(B) AvaiLasiLITY oF REsULTS.—Upon receipt of information under
subparagraph {A)(ii), the Commission shall make the information
available to election officials and the public.”.

12
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(B) DEADLINE FOR ESTABLISHMENT OF STANDARDS.—The Election
Assistance Commission shall establish the standards described in
section 231(b)(3) of the Help America Vote Act of 2002 (as added by
subparagraph (A)) netlaterthan-January-1.-2008{within one year
after funds have been made available to the Commission to develop
such standards].

[Notes: the revision ensures that the Commission will not be required to perform without
funding.}

(d) AVAILABILITY OF ADDITIONAL FUNDING TO ENABLE STATES TO MEET
CosTs oF REVISED REQUIREMENTS.—

(1) EXTENSION OF REQUIREMENTS PAYMENTS FOR MEETING REVISED
REQUIREMENTS.—Section 257(a) of the Help America Vote Act of 2002
(42 U.8.C. 15407(a)) is amended by adding at the end the following
new paragraph:

“(4) For fiscal year 2006[2008], $150,000,000, except that any funds
provided under the authorization made by this paragraph may be
used by a State only to meet the requirements of title Il which are
first imposed on the State pursuant to the amendments made by
section 2 of the Voter Confidence and Increased Accessibility Act of
2005.”.

(2) PERMITTING USE OF FUNDS FOR REIMBURSEMENT FOR COSTS PREVIOUSLY
INCURRED.—

Section 251(c)(1) of such Act (42 U.S.C. 15401(c)1)) is amended by
striking the period at the end and inserting the following: “, or as a
reimbursement for any costs incurred in meeting the requirements of
title [l which are imposed pursuant to the amendments made by
section 2 of the Voter Confidence and Increased Accessibility Act of
2005.”,

SEC. 3. ENHANCEMENT OF ENFORCEMENT OF HELP AMERICA VOTE ACT OF 2002,
Section 401 of such Act (42 U.S.C. 15511) is amended— (1) by
striking “The Attorney General” and inserting “(a) IN GENERAL.—The
Attorney General”; and (2) by adding at the end the following new
subsections:

“(b) FiLing oF COMPLAINTS BY AGGRIEVED PERSONS.—

“(1) INn GENERAL.—A person who is aggrieved by a violation of section
301, 302, or 303 which is occurring or which is about to occur may file
a written, signed, [sworn,] notarized complaint with the Attorney

13



143

General describing the violation and requesting the Attorney General
to take appropriate action under this section.

[Notes: Complaints must be sworn and thus made under penalty of perjury to prevent
abuse of the right of complaint.]

“(2) RESPONSE BY ATTORNEY GENERAL.—The Attorney General shall
respond to each complaint filed under paragraph (1), in accordance
with procedures established by the Attorney General that require
responses and determinations to be made within the same (or
shorter) deadlines which apply to a State under the State-based
administrative complaint procedures described in section 402(a)(2).
“(c) CLARIFICATION OF AVAILABILITY OF PRIVATE RIGHT OF ACTION.—
Nothing in this section may be construed to prohibitfallow] any person
from-bringing[fo bring] an action under section 1979 of the Revised
Statutes of the United States (42 U.S.C. 1983) to enforce the uniform
and nondiscriminatory election technology and administration
requirements under sections 301, 302, and 303.

[Notes: It is a great mistake to provide a private right of action under HAVA, and such
was never intended, hence the administrative complaint procedure. Decisions concering
voting systems are made by duly authorized officials based on examinations they conduct
and the results of studies by accredited laboratories. The experience has been that people
who feel that a requirement is missing from the guidelines have been filing lawsuits
alleging defects in the certification process, attempting to shift to a court the task of
making technical determinations that have been left to other bodies by statute. We have
already seen a proliferation of litigation of this sort. 1f a private right of action is
conferred, the number of lawsuits will explode.]

“{d) No ErrecT oN STATE PROCEDURES.—Nothing in this section may
be construed to affect the availability of the State-based
administrative complaint procedures required under section 402 to

any person filing a complaint under this subsection.”.
SEC. 4. PERMANENT EXTENSION OF AUTHORIZATION OF ELECTION ASSISTANCE
COMMISSION.

Section 210 of the Help America Vote Act of 2002 (42 U.S.C. 15330)
is amended by striking “each of the fiscal years 2003 through 2005"

and inserting “each fiscal year beginning with fiscal year 2003".
SEC. 5 REQUIREMENT FOR MANDATORY MANUAL AUDITS BY HAND COUNT.

{a) MANDATORY AUDITS IN RANDOM PRECINCTS.—

(1) In ceNeraL.—The Election-Assistance-Commissien[chief election
official of each state] shall eendustfcause fo be conducted] random,
unannounced, hand counts of the voter-verified records required to
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be produced and preserved pursuant to section 301(a)(2) of the Help
America Vote Act of 2002 (as amended by section 2) for each
general election for Federal office (and, at the option of the State or
jurisdiction involved, of elections for State and local office held at the
same time as such an election for Federal office) in at least 2 percent
of the precincts (or equivalent locations) in each State/, which
precincts collectively shall include at least 2 percent of the registered
voters of such State].

[Notes: It is impractical to repose responsibility for state election audits in the
Commission. Each one must be conducted in accordance with state law, and they must
be completed at high speed immediately following an election. A 2% mandatory hand
count will result in the hand-tabulation of about 2.5 million ballots in a general election.
Experiments have shown that hand-counting of ballots, including all necessary steps,
takes approximately 20 minutes per ballot (Sacramento County California). If only
Federal offices are hand-counted, let us assume the time would go down to 5 minutes, or
12 per hour. Counting 2.5 million ballots would take more than 200,000 man-hours, or
100 man-years. To accomplish this over a period of one week would require 5000 people.
While this is only 100 per state, on average, it is far more than could be mustered and
managed by the EAC. Thus the revision language hands the responsibility over to the
states.

The original text would have recast the EAC as an oversight and enforcement body,
which it is not equipped and was not intended to be.]

(2) PROCESS FOR CONDUCTING AUDITS.—The Commission-shall
conductfrequired] an-audit under this section of the results of an
election [shall be conducted] in accordance with the following
procedures:
AyNotlaterthan-24-hours-afiera-State-announces-the final vote
the-gudils:

[(A) In every Federal election, the results of any vote count obtained
at a precinct or equivalent location shall be publicly posted as soon
as practicable following the close of polls.]

(B) With respect to votes cast at the precinct or equivalent location on
or before the date of the election (other than provisional ballots
described in subparagraph (C)), issi

the voter-verified records required to be produced and preserved
under section 301(a)(2)(A) of the Help America Vote Act of 2002 (as
amended by section 2) and-cemparefshall be counted by hand and
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compared with] these-records-with-the [any] count of such votes
[publicly posted at the precinct or equivalent location on or before the
date of the election]

(C) With respect to votes cast other than at the precmct on the date of
the election (other than votes cast before the date of the election
described in subparagraph (B)) or votes cast by provisional ballot on
the date of the election which are certified and counted by the State
on or after the date of the election, including votes cast by absent
uniformed services voters and overseas voters under the Uniformed
and Overseas Citizens Absentee Voting Act, the Commission-shall
count-by-hand-the applicable voter verified records required to be
produced and preserved under section 301(a)(2){(A) (as amended by
section 2) and-eempare[shall be counted by hand and compared with]
those-receords-with-the [any] count of such votes [publicly posted at

the precinct or equivalent location] as-arnounced-by-the-State.

[Notes: as a general matter, states do not publicly announce vote totals prior to
certification of the election, which may not occur until three weeks after Election Day.
The revision would require posting of totals at each polling location, which is already
commonly done, and to use the publicly posted results as the basis of comparison with
the voter-verified records.]

(3) SPECIAL RULE IN CASE OF DELAY IN REPORTING ABSENTEE VOTE COUNT.—
In the case of a State in which, under State law, the final count of
absentee and provisional votes is not announced until after the
expiration of the 7-day period which begins on the date of the election,
the Commission-shall-initiate-the [audit] process described in
paragraph (2) fercendusting-the-audit [shall commence] not later
than 24 hours after the-State-announces-the-final-vete [public posting
of the] count for the votes cast at the precinct or equivalent location
on or before the date of the election, and shall initiate the recount of
the absentee and provisional votes pursuant to paragraph (2)(C) not
later than 24 hours after the State-announces-the-final [public posting
of the] count of such votes.

{4}-AVAILABILITY-OF-INFORMATION.—Each-State-and-jurisdiction-in-which

(b) SeLECTION OF PRECINCTS.—The selection of the precincts in a State
in which the-Cemmissien-shall-eondust hand counts under this

section [are conducted] shall be made by-the-Commission on [a] an
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entirely random basis using a uniform distribution in which all
precincts in a State have an equal chance of being selected, in
accordance with such procedures as the Commission determines
appropriate, except that—

(1) at least one precinct shall be selected in each county (or
equivalent jurisdiction); and

(2) the Gommission [chief election officer] shall publish the
procedures [to be used] in the-Federal-Register [an official state
publication regularly used for announcement of administrative
regulations] prior to the selection of the precincts.

(c) PUBLICATION.—

(1) IN GENERAL.—AS soon as practicable after the completion of an
audit conducted under this section, the Gemmission [chief election
officer] shall announce and publish the results of the audit, and shall
include in the announcement a comparison of the results of the
election in the precinct as determined by the-Goemmission-under the
audit and the final vote count [publicly posted] in the precinct Jor
equivalent location] as-announced-by-the-State, broken down by the
categories of votes described in subparagraphs (B) and (C) of
subsection (a)(2). [Such results shall be provided to the Commission
within 48 hours.]

[Notes: The above changes result from shifting responsibility for audits from the
Commission to the chief election officials of the states.]

(2) DELAY IN CERTIFICATION OF RESULTS BY STATE.—No State may certify
the results of any election which is subject to an audit under this
section prior to the completion of the audit and the announcement
and publication of the results of the audit under paragraph (1), except
{o the extent necessary to enable the State to provide for the final
determination of any controversy or contest concerning the
appointment of its electors for President and Vice President prior to
the deadline described in section 6 of title 3, United States Code.

(d) ApbiTioNAL AupiTs IF Cause SHOWN.—If the Commission finds that
any of the hand counts conducted under this section show cause for
concern about the accuracy of the results of an election in a State or
in a jurisdiction within the State, the Commission-may-condust
[Attorney General may require] hand counts [fo be conducted] under
this section at such additional precincts {or equivalent locations)
within the State or jurisdiction as the Commission considers
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appropriate to resolve any concerns and ensure the accuracy of the
results.

(e) AvaiLaBILITY OF ENFORCEMENT UNDER HELP AMERICA VOTE ACT OF
2002.—Section 401 of the Help America Vote Act of 2002 (42 U.S.C.
15511), as amended by section 3, is amended—

(1) in subsection (a), by striking the period at the end and inserting
the following: “or to respond to an action taken by a State or
jurisdiction in response to an audit [required by or performed] by-the
Commission under the Voter Confidence and Increased Accessibility
Act of 2005 of the results of an election for Federal office or by the
failure of a State or jurisdiction to take an action in response to such
an audit.”;

(2) in subsection (b)(1), by striking “about to occur” and inserting the
following: “about to occur, or by an action taken by a State or
jurisdiction in response to an audit conducted-by-the-Commission
wunder [required by or performed under] the Voter Confidence and
Increased Accessibility Act of 2005 of the results of an election for
Federal office or by the failure of a State or jurisdiction to take an
action in response to such an audit”; and

(3) in subsection (c), by striking the period at the end and inserting
the following: “or to respond to an action taken by a State or
jurisdiction in response to an audit cenducted-by-the Commission
wnder [required by or performed under] the Voter Confidence and
Increased Accessibility Act of 2005 of the results of an election for
Federal office or by the failure of a State or jurisdiction to take an
action in response to such an audit.”.

[The role of enforcing the audit requirements has been shifted from the Commission,
which is not an enforcement body, to the Attorney General, with the Commission in the
place of recommending action to the Attomey General.]

(f) AUTHORIZATION OF APPROPRIATIONS.—In addition to any other
amounts authorized to be appropriated under any other law, there are
authorized to be appropriated to the Election Assistance Commission
such sums as may be necessary to carry out this section.

(g) EFFecTive DaTe.—This section shall apply with respect to regularly
scheduled general elections for Federal office beginning with the
elections held-in-November-2008 [held on and after one year
following the date on which a voting system that conforms to the
requirements of this section shall become commercially available in
the United States, as the Commission shall determine].

18



148

[Notes: It makes no sense to impose a statutory requirement that is not capable of being
met, for to do so would disrupt the electoral process around the country. Therefore the
revision provides for a technological development period.

Because of the statutory requirement of verification, great benefit will accrue to the first
vendor who produces a conforming system, since that will start a one-year clock for
compliance by jurisdictions.]

SEC. 6. REPEAL OF EXEMPTION OF ELECTION ASSISTANCE COMMISSION FROM
CERTAIN GOVERNMENT CONTRACTING REQUIREMENTS.

(a) INn GeENeErAL.—Section 205 of the Help America Vote Act of 2002
(42 U.S.C. 15325) is amended by striking subsection (e).

(b) EFFecTive DATE.—The amendment made by subsection (a) shall
apply with respect o contracts entered into by the Election
Assistance Commission on or after the date of the enactment of this

Act.

SEC. 7. REQUIREMENT FOR FEDERAL CERTIFICATION OF TECHNOLOGICAL
SECURITY OF VOTER REGISTRATION LISTS.

Section 303(a)(3) of the Help America Vote Act of 2002 (42 U.S.C.
15483(a)(3)) is amended by striking “measures to prevent the” and
inserting “measures, as certified by the Election Assistance

Commission, to prevent”.
SEC. 8. EFFECTIVE DATE.

Except as provided in section 6(b), the amendments made by this Act
shall take effect as if included in the enactment of the Help America
Vote Act of 2002.

[Section 101 of the Help America Vote Act of 2002 (42 U.S.C. 15301)
is amended by adding at the end the following new paragraph:

“(d) FEDERAL OFFICE DEFINED.— The term “Federal office” means the
office of Senator or Representative in, or Delegate or Resident
Commissioner to, the Congress.”]

[Notes: This change is required to preserve the constitutionality of HAVA. The term
“Federal office” was used in HAVA but was not defined. Under the Constitution,
Congress has highly constrained power to regulate elections for President and Vice-

President, being limited essentially to specifying the date on which electors shall be
chosen.

The new definition makes it clear that President and Vice-President are not “Federal
offices” for purposes of the statute. The practical effect of the change may be minimal,
since in regularly scheduled elections, voting for senators and representatives occurs at
the same time as choosing electors for President.
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The CHAIRMAN. We will now turn to questions from the com-
mittee, and I will begin and yield myself 5 minutes for that pur-
pose. And Dr. Shamos, since we just finished with you, let me pur-
sue one comment you made. I could pursue many, and I am sure
others will pursue those, but on the one you said paper trails are
no more accurate than any other method. Let me ask if you would
also include paper ballots which are then read by a computer in
that category.

Mr. SHAMOS. Oh, Mr. Chairman, I don’t think I actually made
any comment about the accuracy of voting systems. I think I said
that paper systems weren’t secure.

As far as accuracy, accuracy is a very poorly defined concept in
voting systems and extremely difficult to measure, because we need
to know in advance the voter’s intent before they go into the voting
booth. Then we need to see through the entire chain of custody of
all the ballots at the end whether the final tally really reflects how
the voters intended to vote. That is nearly unmeasurable except in
small laboratory experiments. So I actually haven’t made a com-
ment about accuracy.

The CHAIRMAN. Okay. In general, your comments about paper
trails, do those also apply to paper ballots that are then scanned
electronically?

Mr. SHAMOS. Paper ballots that are scanned electronically are
certainly subject to the same kinds of tampering. In fact it is easier
in general to tamper with those because they are cut sheet paper,
individual pieces of paper. There are all sorts of problems with op-
tical scan voting but it is certainly acceptable as a method of vot-
ing. We use it in Pennsylvania. It is in widespread use around the
country.

The CHAIRMAN. Let me just extend that one little bit. In terms
of recounting for—in case someone demands a recount, isn’t a
paper ballot a good reliable method of recounting, simply because
the voters themselves have marked that particular piece of paper?

Mr. SHAMOS. No. The problem is that once the voter has marked
the ballot and verified that the ballot is marked the way she wants,
she has no assurance that by the time the recount occurs, that
same piece of paper is going to be in the hands of the recounters.

Ms. Lofgren from Silicon Valley might recall that in the 2004
election in San Francisco, 3 weeks after the election, ballot boxes
were found floating in San Francisco Bay with ballots in them. And
so we have not solved the problem, security of paper ballots, in a
widely distributed voting system that we have in the United
States, with a couple hundred thousand precincts.

The CHAIRMAN. Thank you. I didn’t realize we had that problem
since the LBJ election and Tammany Hall, Prendergast, et cetera.
Thank you.

And quickly I am turning to Mr. Felten, I am interested in your
comments. How easily could one access the voting machine and in-
sert a virus of the type you have commented? How long does it take
to actually get the virus in place? Would someone need to access
the machine for an appreciable amount of time? Or is this some-
thing that a voter in a voting booth could do?

Mr. FELTEN. It takes about 1 minute of access to the machine,
and I can show you roughly what would be involved. It would in-
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volve opening the door on the side of the machine, which would re-
quire getting a key. As I said, those are for sale on the Internet.
There may be some security tape that would need to be removed
and might be missing already. Opening up this door, putting in the
memory card like this into the side of the machine—the memory
card would have been prepared in advance with the computer virus
on it—then pressing the red power button and waiting about 30
seconds, and afterward closing everything up and putting it back.

This is something that would be unlikely to be doable by a voter
in the polling place, but if the machine is not—if the machine is
not guarded with a very careful chain of custody throughout its life
cycle, it can be available to that. In my polling place in Princeton,
the DRE machines sit unattended overnight, the night before the
election, in an unlocked school lobby.

The CHAIRMAN. How long would it take someone who had access
to the machine to figure out how to write the program?

Mr. FELTEN. It requires some information about how the ma-
chine works. This is not a Manhattan Project. It requires a mod-
erate level of skill in computer programming and some limited
knowledge, probably the knowledge that has in this case—that had
leaked from the vendor to the Internet a few years ago, would be
nearly enough. And I think an unscrupulous person would not have
a problem getting the necessary information.

The CHAIRMAN. So from the time you started looking at the ma-
chine until you devised the virus, what sort of time was involved?

Mr. FELTEN. We got the machine in May. At first we spent a lot
of time taking it apart to understand everything we could about
how it worked. We were interested not only in whether a virus
would be possible, but we really wanted to understand all of the
security mechanisms and we wanted to treat it very carefully.
From the time we started developing virus code until we had a
working virus, perhaps a few weeks.

The CHAIRMAN. Thank you very much. My time has expired. 1
am pleased to recognize my Ranking Member, the gentlelady from
California.

Ms. MILLENDER-MCDONALD. Thank you so much, Mr. Chairman,
and thank you again for this very interesting hearing.

The one thing I want to say about my friends in the Senate, they
have a bill out now, saying that every polling place should have a
large supply of emergency paper ballots that can be used in emer-
gency situations. That is just where we are. That is what we think
about voting now in this country of ours. And so Senator Dodd and
Senator Boxer and others have submitted this bill.

But I have said all along that there is a security issue here.
There is a trust issue that we must come to bear in terms of voters.

Mr. Felten spoke about when there aren’t consequences, there
are compromises—or consequences bring compromises. And I want-
ed him to expound a little bit on that. And he also said that exist-
ing election procedures are not adequate for elections. I want you
to expound on that too, sir. And tell me, if Mr. Dickson feels a
paper trail is not adequate, especially for disability, then you are
suggesting, Mr. Felten, that paper trails do cut down on voter
fraud. So we have some imbalance here. If you could just speak to
that for me on those issues.
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Mr. FELTEN. Certainly. The first issue had to do with the the
consequences of the compromise being worse in an electronic sys-
tem. And in the example that we gave here, there is a computer
virus that will spread itself from one voting machine to others, and
the consequence is that if someone is able to compromise one ma-
chine, the virus can spread to many machines and potentially af-
fect all the votes on all of those machines, as compared to fraud
with an old-fashioned ballot box where access to a ballot box only
allows someone to tamper with the votes that are in that ballot
box, or maybe increase them by some amount. Access to one cannot
involve stealing tens of thousands of votes as with an electronic
system.

Ms. MILLENDER-MCDONALD. But this virus, you say, can pass
from one machine or one voter to another. I think you stated that.
How can that be when I am told manufacturers do not give out this
so-called code, secure code they use, how can that then be done
with that?

Mr. FELTEN. Well, the way that the virus—the way that this
virus spreads is on these memory cards. The memory cards are
programmed before an election, usually at a central location, and
they are programmed with the list of races and the list of can-
didates and so on for that election. Then they are distributed out
to the polling places and put into the voting machines. That is a
possible—that is a possible mode of travel of the virus.

If the virus gets onto the memory card at that central location,
it will then be installed out into the voting machine. After the elec-
tion, the memory cards go in the opposite direction to carry the
votes back to the county clerk or Board of Elections Office to tab-
ulate them, and that allows the virus to go in the other direction.
So a virus in one machine may hitch a ride on a memory card,
after the election, back to the election headquarters and then po-
tentially spread there onto many other cards that are then distrib-
uted, say, for the next election.

This is much like the process by which older computer viruses
spread on floppy disks. If you put an infected floppy disk into your
PC, your PC would catch the virus and then it would spread to any
other disk that you put into your machine. So it hitches a ride,
opportunistically, on top of the flow of these memory cards that
happens in running an election normally.

Ms. MILLENDER-McDONALD. How do we answer Mr. Dickson’s
whole notion that paper trails are not acceptable to the disabled
and yet you say cut down on voter fraud?

Mr. FELTEN. Yes, I do believe it cuts down on voter fraud and
I do believe that a paper trail, well designed, can be just as acces-
sible. Mr. Dickson held up the roll of paper and pointed out he
could not view that or verify it or audit it. But the DRE system
that he is advocating stores his votes on this, which neither he nor
anyone else can simply look at and read. The problem with these
DREs and the security problem is exactly the thing that Mr.
Dickson is complaining about: the inability of any voter to look at
the machine and see their vote recorded. So I don’t believe that
there is a conflict between the use of a paper trail and accessibility.

Ms. MILLENDER-MCDONALD. There are just so many questions
that I have just put all over the place here. The whole notion, Mr.
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Cunningham, that you spoke of—and I see my red light is on al-
ready. That is what I am saying, it is just so much in so little time
to talk.

The CHAIRMAN. We will have a second round.

Ms. MILLENDER-MCDONALD. A second to go back?

The CHAIRMAN. Second round.

Ms. MILLENDER-MCDONALD. My second round I will come back
to you, Mr. Cunningham and Mr. Shamos, because I do want to
talk with you. Thank you, Mr. Chairman.

The CHAIRMAN. Thank you. The Chair recognizes Mr. Brady, the
gentleman from Pennsylvania, for 5 minutes.

Mr. BRADY. Thank you, Mr. Chairman. Mr. Chairman, I have a
point of inquiry. Will Mr. Holt have a chance to speak? Will he
have a chance to speak?

Th}? CHAIRMAN. By unanimous consent, we will allow Mr. Holt to
speak.

Mr. BraDY. Okay. I am just—I don’t think voting is a science. I
think it is a people person thing. I think it is—I think it is a
human thing. And I think that anything we do here, no matter
what it may be, can be attacked, can be hacked into, can be
verified. Ballot boxes can be put in a river, could not be shown. But
I think what we are trying to show is try to eliminate as best as
possible all these things that can possibly go wrong. And I don’t
understand why a receipt—because that is what I look at a paper
ballot as a receipt—why, when you vote and you get your receipt
and you have that and you see what you voted for—and if you don’t
have that, then you could—if you don’t have that, then you can
allow some type of protest somewhere. If you have no receipt, you
think you voted, you don’t know. It is up to now whatever tabula-
tion or whatever machine or mechanical or scientific tabulation
happens. And I don’t understand why it would be a problem for
anybody having a receipt.

Mr. Shamos, you heard my statement and you have inspected
many times the voting machines, and from what I understand, you
had said that a malicious hacker could easily make the same
switch, allowing votes to be changed from one vote to thousands of
votes. Then if that is the case, why are these—we think these sys-
tems aren’t reliable and if that is the case, what would be the prob-
lem with a verified paper trail? If I want to vote and I want to vote
for you, if I look at a paper and it says I didn’t vote for you, I can
lodge a complaint right there. If I walk out there with nothing, I
don’t know who I actually voted for. I am in the hands of that ma-
chine, a hacker or anybody who could probably get in to violate the
voting process. I don’t understand why this should be a problem.
No matter what we do, there will still be a human factor some-
where, someplace, somehow.

At least a voter has the confidence that he has or she has a piece
of paper stating that, yes, I did vote; yes, this is who I voted for.
And if there is a mistake, you may have a chance to rectify it right
there. That is my point.

I yield back the balance of my time. Thank you, Mr. Chairman.

The CHAIRMAN. Any answers or any comments?

Mr. SHAMOS. I can say something. It is certainly true that if a
malicious hacker is able to gain access to a voting machine and re-
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place the software that is in there in such a way that that change
is not detected, then there are severe problems. And that is what
I say, when we find security vulnerabilities, we have to find ways
of plugging them.

For example, the vulnerability discovered by Professor Felten’s
group at Princeton was known to us in Pennsylvania back in
March, right before our May primary. And we were forced to make
an emergency remediation in Pennsylvania to blunt the effects of
that discovered vulnerability, because we wanted to be able to as-
sure county election officials and voters that an intrusion of the
kind that was demonstrated here today was not possible, or if it
had happened, the effects of it would have been reversed and so we
remediated that. We also instructed the vendor that the next time
it comes back for a certification, it better have remediation of its
own so that we don’t have to impose administrative procedures to
make sure that that vulnerability can’t be exploited.

So I am not minimizing the possibility that people are out there
trying to hack things. My point is the response to the hack is not
to throw the machines in the ocean and go back to what we were
doing in 1890. If it is a technological problem, we have a techno-
logical solution.

With respect to the receipt, a lot of people think of the word “re-
ceipt” as meaning something that the voter can take home with
them and look at later at their leisure and show maybe at some
lateI(‘:1 time to an election official and say, see, this is really how I
voted.

It is not legal to give receipts of that kind because you can’t give
a voter anything they can use to prove how they voted, since they
could then sell their vote. So the receipts we are talking about,
these voter-verified paper trail systems, the voter has a chance to
view the receipt on the machine and then say yea or nay; yes, that
truly represents my vote or not, and then when they leave the poll-
ing place, they don’t have a piece of paper to take with them, and
my point—the point that I made in my earlier testimony is that it
is nice enough to show the voter that their vote was properly re-
corded. But, again, there is no assurance that at the time the votes
are actually tallied later, or a recount was done, that that piece of
paper is even around or hasn’t been replaced by something else,
and there are people who are working on the solution to that prob-
lem and we are not there yet.

Mr. BRaDY. Mr. Chairman, if I can just answer, you are way out
there. You are talking about after voting, you are talking about
people manipulating receipts that they may or may not get. I
mean, now you are becoming human factor after human factor
after human factor, somebody is hell-bent on trying to rig an elec-
tion. That is not what we are talking about. We are talking about
voter confidence. That is what I am talking about. I am not talking
about a receipt you take home and say, I want to change my vote
or I made a mistake. Because people do make mistakes. If you
make a mistake on the voting machine, you make a mistake. You
can’t rectify it after you validate it.

But I am saying, as you are saying, look, this is who I voted for.
This is what I wanted to do. Push the okay button, push the vote
button, whatever, close the curtain, open the curtain. I don’t think
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there is anything wrong with that. That is what I am saying. I
don’t think there is nothing wrong with our bill.

Mr. SHAMOS. If T told you that mechanism could be used to dis-
cove(liﬂ how every voter in the precinct voted, that might change your
mind.

Mr. BRADY. I learned that you people with this electronic sci-
entific, you show me anything I ever did in my entire life. So that
doesn’t scare me.

The CHAIRMAN. That might make for an interesting episode. Ms.
Simons, quickly.

Ms. SiMONS. I just wanted to comment briefly on this whole
paper issue, because I think we are comparing apples and oranges.
One of the basic issues is how well engineered these systems are.
And somebody who was advocating for voter-verified paper trails
early on, fore the machines were retrofitted—I have to say I was
appalled by what the voting machine companies came out with.
They are bad.

I mean, Mr. Cunningham is right. Jim Dickson is right. The con-
tinuous rolls of thermal printed paper have privacy issues, as Mi-
chael Shamos says. But they are badly engineered. It is bad tech-
nology. There is no reason why paper has to be—why they have to
be designed that way. They were the cheapest way to do it. That
was why it was done that way. I mean, banks deal with paper all
the time. They manage to count it. And I don’t think they make
many counting mistakes. Other countries vote on paper, and they
don’t have problems. We can do it, too, but we have to do it right.
If you do it wrong, it will fail.

The CHAIRMAN. And for the last quick word, Mr. Dickson.

Mr. DicksON. Chairman Ehlers, I wanted to respond to your
question about counting optical scan ballots by machines. We have
a lot of experience in this country with that. When you have large
numbers of ballots, hundreds of thousands, and you have got a
close race, every time the optical scan ballots have been counted
you get a different number. You get a different number. We do not
have the technology to accurately count large pieces of paper.

The CHAIRMAN. Right. Thank you very much.

Next the Chair recognizes the gentlewoman from California, Ms.
Lofgren, for 5 minutes.

Ms. LOFGREN. Thank you, Mr. Chairman. This is a very helpful
hearing, and as I am listening, it seems to me that the point made
by Ms. Simons needs to be emphasized: The fact that we have a
dysfunctional roll doesn’t mean that that is the only alternative
available as an auditable trail.

You know, I spent more years on the board of supervisors in
Santa Clara County than I have so far in Congress, and in Cali-
fornia, the counties are the repository of the registrar of voters, and
in California the registrar of voters is a civil service position. It is
very nerdish, I guess is the best word you could say, in Silicon Val-
ley and very apolitical, and it wasn’t really until I got on the board
of supervisors that I realized—I guess I never really thought about
it—that, you know, some of the votes get lost.

People don’t think about that, but we had the little punch cards
for a long time and it would jam up the machines on election night,
and some of the ones that got mangled didn’t get caught. And it
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didn’t ever—at a time when the country was less closely divided
than it is today, nobody really noticed because elections weren’t
that close. But of course now we have close elections all the time,
and we are paying more attention to it. And so I do think that we
need to make sure—you can’t have a perfect system, I suspect, but
we need to have a system where people do not question the integ-
rity of it.

I remember going with a computer scientist in my district who
really said this: Yes, you can make a mistake, I mean, you can take
a ballot box and throw it out, but the difference with hacking a ma-
chine is it is not random, the direction in which those votes are
going to be lost.

And so I am very enticed by Mr. Holt’s bill. I would know that
in a standards setting, there has been discussion that this would
eliminate the privacy of individuals. But on page 3, line 13, of his
vote, it specifies that to comply with the act that would not be per-
missible.

So I think, you know, part of what we do here in Congress is to
set standards and laws that need to be met, just as NIST does from
an engineering point of view.

I am wondering, Mr. Felten, Mr. Shamos said something to the
effect that you could verify other than by paper means. I don’t
want to misquote you or something; it was something to that effect.
How would you do that with the virus that your lab created? How
would you do a verification without—would there be a way?

Mr. FELTEN. Well, I think that the idea of nonpaper verification
is something that is not ready yet. It is an active area of research.
Mr. Shamos referred to Professor Rivest’s work, which, by the way,
is an all-paper system. And that is an interesting proposal, but I
would not want to trust an election to it tomorrow. I think that
years from now we may be in the position to have effective and
useable nonpaper-based systems, but I do not believe they are
ready yet and I don’t think we can afford to wait.

Ms. LOFGREN. Mr. Shamos, your testimony has been very inter-
esting, and thank you for your advocacy and your work on assuring
systems. One of the things that you suggested, that we needed to
make sure that vulnerabilities are protected again—and no one
would disagree against that—but one of the things I learned in my
prior life in local government was that elections, they are not cha-
otic but they are—they are chaotic. You have got, you know, PTA
mothers and you have got volunteers, and there are schools, and
it is really—I love election day, but it is not really tightly controlled
and cannot be, because that is not the way Americans hold elec-
tions, unless we completely fund this and have full-time paid peo-
ple. And I don’t think we are moving in that direction.

So how would we be able—even if we found this virus, I know
from Silicon Valley, I mean there are a million ways to hack this
stuff. Given the fact we have this chaotic system, we have smart
hackers everywhere, how do you protect against those
vulnerabilities in your judgment?

Mr. SHAMOS. Okay. So there are several ways. One is that we are
never going to achieve perfection, we are never going to locate all
vulnerabilities that exist in systems because we don’t know how
clever people may be in the future to get around the protections
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that we have built in. But this is true not just in voting systems.
In every kind of system that has ever been made, there are later
discovered vulnerabilities.

As I said in my testimony, I am in favor of voter verification.
Voter verification is a way of assuring that if a vulnerablity has
been exploited that we are going to know about it.

I think you just asked about a potential nonpaper mechanism for
verification. I will give you a very simple one that the TS unit over
there has a touch screen that shows things to the voter. The voter
is not positive, however, that the marks that she makes that are
visible on the screen are actually getting recorded by the machine.
So all we have to do is have a second screen, made by a different
manufacturer, and we take an electrical wire and we get a copy of
whatever is on the first screen to the second screen, and we attach
a digital camera to that and we make a record of what the screen
showed. And if the voter has any doubt it has been recorded cor-
rectly, she can press a button that says “replay” and it will show
her her vote again on the screen. And that vote gets recorded on
a CD or DVD and prevents it from being tampered with later. That
is just a trivial example of a nonpaper verification mechanism.

The second way of doing it is through something called parallel
testing, which is used in at least 10 counties in California. It is
going to be used in Massachusetts in November. It is used in sev-
eral other States, where you sequester a machine or machines dur-
ing the election, during the actual time of the election, and you
have a team of people vote on them, simulating the way they vote,
except they vote according to the predefined script so we know
what the total should be at the end. Then at the close of polls, we
close that machine and we see if the totals match. If they don’t
match, then we know that there is a rat somewhere, and we do a
forensic examination to find out where the rat is.

The CHAIRMAN. The gentlewoman’s time has expired. I am
pleased to recognize our guest, Representative Holt, for five min-
utes.

Mr. HovLrt. I thank the Chairman and I am pleased to see that
we are holding—that you are holding this hearing, and I welcome
the opportunity to be with you. And I regret that the hearing is
being held the day before our target adjournment for the year. But
nevertheless, I think you have put together a good panel of wit-
nesses.

Let me just make two quick comments. One is, HAVA had the
unanticipated effect of motivating jurisdictions to go out and buy
devices for voting that are clear, simple, accessible, easy to use and
totally unverifiable. And it may be that there are various future
methods of verifying that are not yet thought of or not yet devel-
oped, but right now we have a method of verifying where each
voter can verify her vote at the time of voting, and that is a paper
trail. And I do think it can be made accessible for voters, for all
voters.

Mr. Shamos just described a rather Rube Goldberg-ish CD cam-
era that was going to photograph another screen. Boy, paper record
sounds a whole lot easier to me.
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But anyway, let me first go to Mr. Felten, Professor Felten. How
detectable would the virus that you devised, or that someone might
devise, be before, during, and after the election?

And let me ask another question. I don’t know whether you are
familiar enough with the kind of chain of custody and other check-
lists that Mr. Smith puts his machines through. Do you think a
virus could be implanted in a system that had the kinds of protec-
tions that Mr. Smith describes?

Mr. FELTEN. First the question of how detectable this would be.
There is a long-established cat-and-mouse game in the PC world
between virus writers and antivirus companies, and the virus writ-
ers have proven very successful at making viruses that are quite
difficult to find, especially in advance. And I would expect, or I sup-
pose fear, that we would see the same phenomenon here. We did
not try to make this virus as stealthy as we could. But I think that
if someone used the same methods that are used in the PC world
to make viruses hide, it would be very difficult indeed to find in
advance.

Preelection logic and accuracy testing as has been discussed here
will not find the virus that we devised, because it simply checks
whether the machine is in logic and accuracy testing mode or real
election mode, and if it is in logic and accuracy testing mode, the
virus simply lies low. So I think it might be quite difficult to find,
and I certainly would not have confidence that if it were implanted
it could be found.

The second part of your question related to the procedures that
Mr. Smith described, and I think those sorts of procedures are very
valuable. They do help to close the gap, to close the window of vul-
nerability, but we also have to recognize that procedures are not
perfect and are not always followed. Like any other part of our
election system, there will be gaps, there will be errors. And I still
worry, despite the best of procedures, that the window of vulner-
ability opens enough that a determined adversary can get through
it.

Mr. HoLT. Thank you Mr. Shamos.

Yes, Mr. Smith. If there will be another round of questions, I
would be happy——

Mr. SMITH. I would like to respond to that, because I think it
really comes to the core of what we are trying to talk about. I have
listened to the situation with regards—I am the only one here, by
the way, who uses Diebolt TS units, and I am the only election di-
rector I guess on the panel that does.

One of the things I have been listening to and have been con-
cerned about is how this virus would spread. I am an engineer by
background. I hold a double E degree so I have some kind of tech-
nical capability in that.

First of all, if you took one and you corrupted this memory
card—can I see your card? If you took and corrupted this memory
card, and it is going to go into one machine, and that one machine
in my county is probably going to vote between 100 and 150 votes,
that’s all that’s going to be counted on it, the issue comes on this
card supposedly then is it is going to be corrupted; okay, we will
lose 100 votes. That is not good, but it is not like we are losing
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50,000 votes that I have cast in the general election, in the last one
in 2004.

Now, this comes out, it goes back to the end of the process, as
Mr. Felten has said, it is only going to corrupt one more machine.
The machines are not interconnected. There is not a possibility of
corrupting the 500 machines that I am going to put in place for the
2006 general election. That is, you know, an issue. It is a tactic;
it is not going to happen.

Now, there are a lot of other things that we do. I mean, we have
a lot of security in place. We follow it. I am very anal about those
types of things and I have talked to Mr. Felten about it, and I
think that he believes in our county we have a good thing.

The last thing is, I would like to respond to what Ms. Millender-
McDonald said—and I think this is as important as anything—is
that the confidence people have in our equipment is very impor-
tant. I mean, I couldn’t say anything more. We take—and after
every election we hand out a response card, given out randomly to
our people. We say, what do you think about the process? You want
to have, whatever, and I have got in front of you—it is not a tech-
nical, you know, survey of the type, but there are 715 responses.
You can see the names, you can see the precincts, you can see what
the election was held for; in addition, you can see their comments.
99.5 percent of the people that responded to these things in my
county said we did an excellent job. There was only two people,
only two that requested a paper trail.

So I think we are doing a good job in Forsyth County, Georgia.
I think we are doing an excellent job in the entire State of Georgia
and I think that we need to be—I don’t want to say “recognized”
for it, but hopefully—don’t impose things on us which are going to
make our job much harder to do. But I also will tell you that I
agree with Mr. Felten with regards to having verification, but I be-
lieve that we do not need to eliminate the paper.

Mr. HoLT. My time has expired. I hope Mr. Felten will get a
chance to reply, because on my visit to his laboratory it was my
understanding that the method of spreading the virus is different
than Mr. Smith seems to understand.

The CHAIRMAN. Very quickly could you give a brief response?

Mr. FELTEN. Sure. Well, without getting into a long technical de-
bate, let me just say that when this memory card goes back to the
central facility and is put into a so-called accumulator machine
which adds up the votes, if that accumulator machine becomes in-
fected it can then infect a very large number of other memory cards
that are subsequently put into it, and it acts as a very serious car-
rier of the virus.

The CHAIRMAN. Thank you.

Just an announcement to my colleagues. I have received a note
that votes are expected between 12:00 and 12:15. I would like to
have a second round of questions. Let me suggest that each of us
tries to limit ourselves to three minutes. And I will begin, and then
recognize the minority leader or the ranking member. Mr. Doolittle
presumably will be settled in by then and ready with his question.

We were just talking to Mr. Smith and I was wondering, Mr.
Smith, what kind of system did Georgia have before it adopted the
electronic system? Why did they see the need to change to the cur-
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rent system, and what were some of the problems you experienced
with the previous system? Basically, is the new system better than
the previous one or not?

Mr. SMITH. Okay. I think I can respond to that. Fortunately I
took over as director of elections prior to the introduction of the
DRE machines. We had at that point in time the punch card ma-
chines. By the way I would say the security level we had on the
punch cards is pretty miserable, now that I have gone through and
listened to all the technical dissertations that have gone on. Our
punch card machines were monitored by a computer as well. That
computer sat in a—it was an IBM 386 or something like that. It
sat in a closet that we kept, and in fact they downloaded software
to it routinely, you know, over the telephone lines. I would say that
was highly unsecure, and I was mortified at that when I saw it.

The changes, the changes that we had, 6 months prior to the
2002 election, Diebolt machines were introduced into Georgia. We
had 6 months in which to take this across the entire State, and I
would say that the secretary of state and the Center for Election
Systems from Kennesaw State University did an outstanding job.

I tell you, I personally used to run major computer projects. I
didn’t think they could do it. They have done an outstanding job.
We have continued to hold elections, and people are very pleased
with them in our State.

Are there problems? I think some of the things Ms. Millender-
McDonald brought up with regards to training poll workers are
very valid, and I appreciate the fact that she will continue to fund
it. I would like to ask if she would fund the program also so it is
part and parcel of a program that I have introduced, which is
called Forsyth First Vote, but we also use high school students to
do it. Onme-third of all my poll workers are students. We have
changed the entire complexion of the people in our county. Maybe
that is why we are running good elections, I don’t know, but I have
got poll workers that we turn away because we have a very good
program, and I am very pleased with it. Thank you.

The CHAIRMAN. Thank you very much.

Briefly, Mr. Cunningham, you mentioned that you grew up in a
small town in Ohio. I spent my high school years in an even small-
er town, I am sure, known as Celeryville, Ohio; population, 200.

I have a question for you about the VVPAT technology, the print-
ing paper trail technology. It is relatively new. You have described
the problems that you have encountered with that in Ohio. Do you
believe improvements can be made to the VVPAT printer tech-
nology to make it more reliable, to capture true vote totals, to avoid
the problems you have had; and then would the added complexity
brought to the system always increase the likelihood of failure? Or
do you think through sufficient research and study, we could make
them more reliable?

Mr. CUNNINGHAM. Thank you, Mr. Chairman. I have a personal
motto: I never buy the first model of anything. I always let other
people figure out what the problems are before I buy. I think the
fact of the matter is, when the Help America Vote Act was passed,
most of the touch-screen voting machines were, by and large, proto-
types and rushed into manufacture. I am not taking any issue with
any of the manufacturers, and I am not making a comment on the
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reliability of any of their machines. But I think what we have got
on our hands here is the Model-T Ford. We are in the early stages.
Now, can it be improved? Absolutely. I think throughout my com-
ments I was very definite to say these machines as they currently
sit are not reliable.

My question back to you, though, in that regard is, who is going
to pay to fix it? Because one of the problems we have right now
is in the last 24 months, every election jurisdiction in this country
has spent the $3 billion we spoke about earlier on new election
equipment, and that is what is in place. So without somebody step-
ping forward to fund that enterprise, I don’t know how we are
going to improve them ourselves.

And if T could, Ms. Lofgren, I liken running an election to throw-
ing a package of BBs on your kitchen table, and while somebody
is on each leg moving the table, you are trying to keep them all
on the table all day long. That is my analogy of election day.

The CHAIRMAN. Thank you for that discouraging analogy. Next
I recognize the Ranking Member for five minutes.

Ms. MILLENDER-MCDONALD. Thank you, Mr. Chairman. And let
me again thank you so much for this hearing. This has been just
absolutely the most informative hearing, one of the great ones we
have had.

Mr. Cunningham, I thank you for saying that we all agree that
some type of verification system is needed, and at least we have
a consensus here for that. But you did speak of the fact that you
are adamantly opposed to any program such as yours in your State
which makes VVPAT the official ballot of record for recount? If I
am not mistaken, Ohio lost 10,000 ballots. And what happen here,
given that you were not able to recount because you can’t reprint?

Mr. CUNNINGHAM. In Ohio—what election are you talking about?

Ms. MILLENDER-MCDONALD. It was my understanding that there
were 10,000 votes that were unable to be recounted because you
were unable to reprint.

Mr. CUNNINGHAM. You mean at the ESI?

Ms. MILLENDER-MCDONALD. Yes.

Mr. CUNNINGHAM. Ten percent of the VVPATSs counted, I forget
what the numbers were exactly. I believe the statement that I
made was that nearly 10 percent of the tapes were either de-
stroyed, blank, missing, taped together or otherwise compromised
in some way. I don’t—I don’t think that it would be correct mathe-
matically to say it was 10 percent of the votes; but 10 percent of
the VVPAT tapes, based on what we reviewed, had some kind of
compromise that made it very difficult to ascertain what the real
numbers were.

Ms. MILLENDER-MCDONALD. But you make a valid point that be-
cause of the VVPAT, one is unable to reprint; therefore voters will
be unable to discern whether or not their vote counted in an elec-
tion. Am I correct on that?

Mr. CUNNINGHAM. I am sorry; repeat that?

Ms. MILLENDER-MCDONALD. Am I correct in saying that because
VVPAT is the official ballot record for recount purposes, that if you
should need a recount, you cannot go to a reprint to discern wheth-
er or not those votes——
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Mr. CUNNINGHAM. Right. That is exactly right, Madam. I would
submit to you that to reconcile and verify vote totals on an elec-
tronic machine, there are better ways to do it in more controlled
environments than the election-day environment that I just men-
tioned. And it is—for instance, when the machine back in the office
and other records that are stored in that machine can be printed
and otherwise looked at electronically, you know, we work every
day on this.

Ms. MILLENDER-MCDONALD. I am sure.

Mr. CUNNINGHAM. We try—that is my job is to try to reconcile
those numbers at the end of the day, but trying to maintain this
contemporaneous record. And the current state that it is in, and I
think we have—I am just saying it is never going to match. And
it is only going to fuel this—this fire that voting systems don’t
work, and I think Ohio has set itself in a very very dangerous situ-
ation.

If I may just go on with that, there has been a little talk here
about we are only concerned with Federal elections. You know, the
least frequent election I run is a Federal election. We need to be
very careful that one of the problems that has occurred since the
passage of HAVA was it put many State rules and regulations in
conflict with the Federal law.

Ms. MILLENDER-MCDONALD. Absolutely.

Mr. CUNNINGHAM. And what we ended up with was these rules
apply in a Federal election and these rules apply in a local election.
That is a terrible situation. We cannot operate this enterprise with
two sets of standards.

Ms. MILLENDER-MCDONALD. I couldn’t agree with you more.

Mr. CUNNINGHAM. Please do not think in terms of only Federal
elections because it is a very problematic proposition.

Ms. MILLENDER-MCDONALD. Because you know what, sir? In a
given election, you have three different laws that you perhaps
might have to implement.

Mr. CUNNINGHAM. Could have.

Ms. MILLENDER-MCDONALD. Local, State and Federal. And you
know, my hat is off to all of you local elected ones who have to bal-
ance between the trenches. It is just really problematic.

Ms. Simons, I will let you close me down because I wanted to go
to Mr. Shamos. But I just have a second here for you to comment.

Ms. SIMONS. Yes. I wanted to remind the panel what happened
in Carteret County, North Carolina—I believe it was in 2004—
where paperless DREs were used and over 4,000 votes were lost.
There is a concern about being unable to reprint paper ballots or
VVPATSs. When you lose votes in a DRE where there is no paper,
there is nothing you can do. And in fact there was a statewide elec-
tion for agricultural commissioner, where the separation between
the two candidates was such that the results could have been re-
versed by those missing votes. And it went to court. The State
Board of Elections first tried to hold a vote in just the county. That
was thrown out by the court. Then the Board of Elections at-
tempted to hold a statewide vote. That was thrown out by the court
because we had no laws to deal with what happens when DREs
fail. Finally there were a number of people who submitted sub-
poenas or petitions saying they voted for one of the candidates; and
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based on those submissions, it looked like the judge was going to
declare that candidate the winner. So the other candidate con-
ceded, and so that was how the election was decided.

This is not the way to hold elections in this country. This is a
problem with DREs, paperless DREs. This was a case of a failure,
but there are many other problems too. We haven’t even touched
upon security problems such as, for example, the risk of somebody
malicious getting a job with the vendor or the delivery service and
inserting malicious code.

We know that all software is buggy. We don’t know, for example,
if elections have been wrongly recorded because of buggy software,
forget malicious code.

There are so many basic problems that we just have no way of
verifying elections that were held on paperless voting machines—
we cannot verify them at this point.

The CHAIRMAN. The gentlewoman’s time has expired.

Ms. MILLENDER-MCDONALD. This is why the average voter now
is just so befuddled over elections.

The CHAIRMAN. And most of us are average voters.

I am pleased to recognize the gentleman from California, Mr.
Doolittle, for five minutes.

Mr. DooLITTLE. Thank you, Mr. Chairman.

Ms. Simons, your written statement said, quote: Unless there is
evidence that the VVPBs have been compromised, the paper ballots
should be used to determine the election results.

I wanted to ask, what sort of evidence of compromise were you
referring to?

Ms. SiMoNs. Well, obviously, if you have the kind of mess that
Mr. Cunningham talked about, that would raise a lot of concerns.
I share his concern about that kind of technology being deployed.
We need to have good engineering, we need to have high standards,
and we have to hold vendors to high standards. Vendors should not
be allowed to produce machines that can create this kind kind of
mess.

Mr. DooLiTTLE. Well, they are machines and I notice that ma-
chines occasionally make messes.

Ms. SIMONS. You know, sometimes you get what you pay for. You
can buy printers that don’t jam. You can buy printers that don’t
have privacy issues. This is not rocket science. These things exist
now. These technologies exist now, and I think a question that we
have to ask ourselves is how much are we willing to pay for our
democracy, you know

Mr. DOOLITTLE. And our Republic.

Ms. SiMONS. And our Republic; yes, thank you.

Mr. DooLITTLE. Now I apologize, I should have been here, and
I couldn’t be here earlier, so I missed the direct testimony. But I
think Mr. Cunningham is from Allen County, right? But there was
an incident in Cuyahoga County where there was a problem.

I just wondered if you could tell us, Ms. Simons, do you think
this evidence of compromise was compromised in the Cuyahoga re-
count?

Ms. SIMONS. Sir, that is what I was referring to, actually.
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Mr. DOOLITTLE. Oh, all right. Do you think the paper trail should
have been used as the official ballot in that case? Because that is
kind of:

Ms. SiMoNSs. Well, in that case it is a problem. It is a real prob-
lem, just as the Carteret County failure is a real problem. We can
see problems with the paperless systems and problems with the
systems that have been retrofitted with VVPATs. The underlying
issue, which I believe everyone on this panel would agree on, is we
need to have well-engineered, well-designed, robust systems. As
Mr. Cunningham said, this is sort of like the Model-T. These are
first generations and they are failing. That is not good.

Mr. DooLITTLE. Well, I understand the Model-T analogy, but I
don’t think the members of this committee and the Congress in
general want to throw away hundreds of millions of dollars on the
Model-T.

Mr. Dickson, would you like to comment?

Mr. DICKSON. Yes. There were two points. The loss of votes is
really, really, a terrible situation.

Mr. DOOLITTLE. Is what, sir?

Mr. DicksON. The loss of any votes is really a terrible situation.
Votes get lost on paper too. The Carteret County voting machine
does not meet the current standards. If that county had purchased
an accessible voting machine, built to the current standards, that
problem would not have happened.

Mr. DicksoN. The Carteret machine, a little red light comes on
with no words around, and it says, “This machine is full.” There
was no explanation in the training for poll workers that said this
red light means the machine is full. On the other machine, the ma-
chine reads, “Screen full,” and will not accept new votes.

Mr. DOOLITTLE. Sir, you said—when are you talking about—are
you talking about the one in Cuyahoga County?

Mr. DicksoN. Carteret County in North Carolina where votes
were lost on a voting machine. That county administrator wanted
to buy new accessible voting equipment, and the purchase of it was
delayed because of the commotion about a paper trail. And the
problem was created because of the delay.

Mr. DooLITTLE. Well, I just wonder, in the Cuyahoga County
case I understand that the paper trail, which I think Mr. Holt’s bill
is going to be the thing we go by if there is a conflict—in that case
the paper trail lost nearly 10 percent of the votes, so it doesn’t
seem there would be real problems in that instance at least. Hope-
fully that would be relatively rare, but in that instance if we went
by the paper trail, as the bill called for, there would be problems.

Ms. SIMONS. Actually, there were many problems in that county.I
understand there were problems with the DREs; that the redun-
dant memories did not match in about 26 percent of the cases. So
if you are going to try to do a verification using the redundant
memories, there can be issues.

There were a great many problems, not just involving the
VVPATs. This just shows that we need to focus more on tech-
nology, on policies and procedures. As Mr. Cunningham said, run-
ning an election is a complicated thing, but just because there were
problems involving one technology doesn’t mean that that tech-
nology can’t be implemented correctly. Banks deal with money and
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paper ballots all the time. Canada holds its Federal election with
paper ballots, so does the U.K., and they manage.

. Mr. DoOLITTLE. In this case the paper trail didn’t solve the prob-
em.

Ms. SIMONS. Because it was badly engineered.

Mr. DooLITTLE. The point is paper is not the ultimate solution.

The CHAIRMAN. The gentleman’s time is expired.

Mr. Brady, you are recognized for 5 minutes.

Mr. BraDY. We are going through as I speak in my city and
county in Philadelphia a write-in candidate, as you had, and we are
doing that as we speak. We are in court now because the candidate
on the machine won. Then they had a paper they could write on,
and they are counting the write-in ballots, and that person won,
and they are going to decide it in court. So we at least had the op-
portunity to do that.

I heard you have ways of rectifying or double-checking votes by
voting electronically and having a camera. A lot of people don’t
have good faith in any kind of electronics, and what we are trying
to do here is the right thing. We are trying to restore confidence
and, most important, trying to restore trust back into our process,
and we are trying to figure out the best way to do that.

I understand there is a financial problem, and I understand
there is always a financial issue, but like what you said, there is
never enough money. You can always find some money to assure
democracy, and I subscribe to that.

Thank you, Mr. Chairman.

The CHAIRMAN. Thank you.

The Chair recognizes the gentlewoman from California Ms.
Lofgren for five minutes.

Ms. LOFGREN. Thank you, Mr. Chairman.

At the conclusion of my first set of questions, Mr. Shamos had
described alternative ways to verify the vote. I am wondering if,
Mr. Felten, do you have a comment on those proposals, and also
Ms. Simons?

Mr. FELTEN. If I recall correctly, he mentioned two mechanisms,
one involving a second screen and a video camera. This seems to
me more complicated, more expensive than a paper-based
verification system and probably not any more trustworthy.

He also mentioned parallel testing, which involves taking the
machine aside and holding a simulated election. This is something
we discussed in some detail in our research paper, and the bottom
line is that that is a worthwhile mechanism, but it is not com-
pletely effective, not 100 percent effective at the problem. It raises
the bar, makes it more difficult to make a virus, for example, that
will evade detection. We should do it, but we should not believe
that it is going to entirely fix the problem.

Ms. SiMON. To pick up on Ed’s comments, the alternative device
that Professor Shamos mentioned makes it very difficult to hold a
recount. If you want to have public confidence in elections, one way
in which you do that is by audits and recounts. I don’t know how
you would audit that screen. It seems to me it would have the
same problems as these long rolls of paper that Mr. Cunningham
showed you, someone to sit in front and say, this one voted here,
and this one voted there.
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Ms. LOFGREN. Mr. Smith, do you have a comment on it? I cut you
off, Barbara. I didn’t mean to.

Ms. SimoNs. May I finish? The best way to count things is the
way you count money, you sort it into piles, and you count each
pile, and that can be transparently and with a TV camera watching
a count as a way in getting confidence in the results.

Regarding parallel testing, I think we agree parallel testing is a
good thing to do. But there is a big “what if,” and that “what if”
is: What if you find a problem with the parallel testing? Are you
going to go back and rerun the election? As we saw in Carteret
County, that raises enormous legal and technical problems.

Ms. LOFGREN. Mr. Smith.

Mr. SMITH. I would like to speak from the complexity of the oper-
ation that you are trying to bring about. One of the things we have
got in Georgia is a more simple format, I think, for running the
election because we do not have voter-verifiable paper trail. One of
the issues—I was actually charged with running the manual re-
count, so I have some experience with that, too. I wanted to see it
being done because it is being talked about in our State.

One of the concerns I have, and I think we all should look back
to, is who are the people putting this stuff into operation on elec-
tion day? It is typical. We have done things, you see it. We have
part-time people who are volunteers who really try to do things,
but they have gotten up at 4:00 in the morning, 5:00 in the morn-
ing. They have to open the machines up, do all the other things.

In Ohio with the VVPAT for Cuyahoga County, they had to do
other things that we didn’t have to do. They go through the logic
and accuracy testing essentially right there. They enter the ma-
chines, they start them up, they do everything. They bring the
memory cards. Part of the problem was the memory cards weren’t
seated properly. That was a problem. But the other thing is they
had to be responsible for these printers. In some cases they put the
paper in backwards.

Ms. LOFGREN. Let me explore that, because I am taking as a
given that we are not going to completely change the way America
holds elections, I think that is true. And I can remember voting
when I was still at my parents’ house, and you go down to the cor-
ner, and Mrs. Lucky, who always ran it, and it is retirees and peo-
ple that volunteer, and it is a wonderful thing, but that is the
given.

A lot of States have these verifiable systems, California among
them. Ms. Simons, has any of them come up with a system that
actually works better than that silly tape that we have seen?

Ms. SimoNs. I think precinct-based optical scan systems are ex-
cellent. That gives the voter a chance to check for overvotes and
the absence votes. You put your ballot through the scanner, and it
tells you if there is a problem with it. Recounts and audits are rel-
atively easy. The voter verifies the ballot by definition, because the
voter can look at it.

There are ways for blind voters to verify an optical scanballot.
One possibility is the use of a hand-held device that reads the bal-
lot for a blind voter. We know that this technology exists. Another
is to allow blind voters to use tactile ballots where they insert the
blank ballot into a sleeve envelope that is marked. The sleeve has
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holes that allow a blind voter to mark the ballots. There is also a
system being marketed which allows a blind voter to verify his or
her ballot with a vibrating device.

Ms. LOFGREN. I see my time has expired, but I would just like
to note that I think we may have in the future some other way to
verify, but I just ask Mr. Holt to put me on his bill because I think
we need to have some in between on this. [Applause.]

The CHAIRMAN. No demonstrations.

I am now pleased to recognize Mr. Holt for five minutes.

Mr. Hort. Thank you, Mr. Chairman.

My questioning will be along a couple of lines. First of all, Mr.
Shamos, I am sorry I didn’t have the exact transcript here, but said
something or other you hate to see us outlaw an entire category of
machines. This legislation doesn’t outlaw any particular kind of
voting system except unverifiable ones.

And you said further, I think, that scare tactics by a minority,
you hate to see that disrupt the whole process. The Brennan Cen-
ter for Justice of New York University Law School conducted a
study with very distinguished people, Ron Rivest from MIT, How-
ard Schmidt, an administration and corporate security expert, and
a number of others; and said it found, quote, all three major types
of voting systems have significant security and reliability
vulnerabilities that pose a real danger to the integrity of national,
State and local elections.

The League of Women Voters, not a scary minority, says they
support, quote, only voting systems that are designed so that they
employ a voter-verifiable paper ballot or other paper record, said
paper being the official record of the voter’s intent.

The report of the Carter-Baker Commission similarly called for
a voter-verified paper record, random audits and so forth.

Mr. Chairman, I would like to ask that the Brennan Center re-
port, the statement of the National League of Women Voters and
the Carter-Baker report be made a part of the record.

The CHAIRMAN. Without objection, so ordered.

Mr. HoLt. Thank you. I want to make the point that a number
of organizations, very responsible organizations with computer sci-
entists involved and so forth, have taken a look at this matter, and
we would do well to take a look at that.

Ms. Simons, I would appreciate it if you would say a little bit
more about ACM and the subcommittee that is looking at this.

Then also what I would like the witnesses to comment on, as Mr.
Dickson recounts and Mr. Smith and others, votes can be lost in
a lot of ways. They can be lost through manipulating the registra-
tion list, intimidating voters. There are a lot of things that we need
to address: Restricting accessibility at polling places or in the poll-
ing booth; memory cards may not be seated properly; we may not
recognize that the memory is full before election day is over; and
paper records, Mr. Doolittle, might be illegible or torn or otherwise
difficult to use. But it has been determined at least as often that
redundant electronic memories show that there are problems with
purely electronic memory.

So what I would like to ask of the witnesses is would you prefer
to have a system where there is no possible way of recovering what
happened, in other words, where the electronic vote, for whatever
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reason, a poorly seated memory card or something else, is wrong,
and there is no possible way of recovering it; or, as Ms. Simons
points out, a well-designed system with a paper audit trail where
there is at least a reasonable chance of being able to recapture, re-
cover what the voters’ intentions were?

So I would be happy to have a quick comment from the wit-
nesses, beginning with Ms. Simons.

Ms. SIMONS. You asked me about ACM. It is an 80,000-member
professional society of computer professionals. Like the APS, (the
American Physical Society), the ACM is the premier computing so-
ciety, I would say, in this country.

The statement that I referred to, which is in my written testi-
mony, was voted on by ACM Council, which is the elected policy
making body of ACM. But they did something unusual, not typical
for ACM. The statement was put on the Web site for members to
vote on. Of those who voted, 95 percent supported the statement.
Of the 5 percent who did not support the statement, roughly half,
based on written comments, objected to the fact that it wasn’t
broad enough, that it didn’t discuss usability issues as well.

So I would say obviously you never get 100 percent agreement,
but in this case we are pretty close to consensus, at least within
ACM.

The CHAIRMAN. The gentleman’s time has expired. Make brief
comments, please. Mr. Shamos, first.

Mr. SHAMOS. I want to respond to a couple of things. I actually
didn’t make a comment about scare tactics, although I believe there
was another member of the panel that did. I just said I don’t think
we should appeal to emotion on this issue.

I agree that H.R. 550 does not expressly outlaw any particular
type of voting equipment. My point was that the practical effect of
it is that it outlaws DRE machines, and the reason it outlaws DRE
machines is there is no current machine on the market that meets
the requirement of the bill and that is usable in individual States
along with their requirements.

For example, in Pennsylvania there is popular call for a paper
trail machine. Four vendors have come to Pennsylvania with their
paper trail machine. Not a single one has been able to simulta-
neously offer a paper trail and meet Pennsylvania’s statutory and
constitutional requirements. So we can’t have one even if we want
one. The technology is just not there yet.

The CHAIRMAN. I think Mr. Felten had a comment.

Mr. FELTEN. The key issue, I think, is resiliency; things go
wrong, people make mistakes, and we need to have a system we
can trust even when things do go wrong. The combination of paper
plus electronic record is more resilient than either one would be
alone, and that, I think, is the strongest argument for having a
paper-based verification system.

Mr. EHLERS. I think Mr. Cunningham has the last answer.

Mr. CUNNINGHAM. I just wanted to make the point to everybody
that my experience is most votes are lost due to voter error, not
machine error, not election official error. I don’t know if you looked
at my resume, but I have about 20 years in the printing business,
and I have been around a lot of printing machines and copy ma-
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chines, and I can assure you anything you put paper through will
jam at some point in time.

E-voting, I want to say to you, I truly believe that in the long-
term interest of this country—we are still voting the same way we
did 150 years ago, as you mentioned, Ms. Lofgren, down to your lit-
tle poll at the corner and precinct. Our society has changed. It is
mobile, moving. The ability to incorporate the vote centers as Scott
Doyle in Colorado has been working with as a convenience to vot-
ers, those types of concepts are based on electronic voting.

Let’s not throw the baby out with the bath water here. I think,
Mr. Brady, what is doing more damage to voter confidence, quite
frankly, is people like your distinguished colleague Mr. Conyers
publishing reports about the election in Ohio that are factless and
baseless; none of the accusations have been proved.

We have got to quit this. We have got to get this conversation
back to an honest debate about, as I think the whole panel has
said, how do we work together and move this thing forward and
quit this sky is falling kind of thing. I think elections, because
given the magnitude of them—and I have seen now 9 years’ worth
of them, two Presidential, couple of gubernatorials—given what
could happen and the magnitude of the task, they are running
pretty darn good in this country, and I know people all over the
country like myself and Mr. Smith that are darn proud they are
involved in it. And the net effect is we are going to begin to drive
those people out of this, which is going to make the system more
vulnerable than you ever imagined.

Ms. MILLENDER-MCDONALD. Mr. Cunningham, I sure hope that
is accurate, what you have said, because the voter is not there yet.
Even though you folks are and your experts, the voter is not there
yetl.) And that is the ultimate one that we must bring trust, security
to bear.

I would like for you to get for me whatever documentation you
have that suggests voter error is more than a paper error. If you
have that type of verification of that statement you made, I would
like to have it.

Mr. CUNNINGHAM. My point was that most voting error is voter
error.

The CHAIRMAN. I thank you for your comments. That is a good
wrap-up. We are going to have votes in just a few moments, and
I would just like to make a few closing comments.

First of all, I thank each and every one of you for being here in
the audience as well as at the witness table. You have contributed
immensely to this very important issue.

There is our votes.

I recognize very clearly, since I have served at the local level, the
state legislature and now here, that the states have an important
role, local governments have an important role, and the federal
government has an important role.

We often say here that the states are the experimental apparatus
that tests ideas, and then the federal government should select
from the best of what the states have discovered. We did not take
the time to do that in HAVA, and I think that was a mistake. We
also did not take the time to first set the standards clearly and
then allow manufacturers to develop equipment to meet those
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standards. And I think that was a fatal flaw which has, I believe,
created much of the uncertainty that we have.

I agree totally with the statement someone made: Never buy the
first model of anything. I bought the first model of one automobile
just because it precisely fit my needs, it was a good manufacturer;
a bad mistake, and I was frankly relieved when the car eventually
got totaled and I got the insurance value because I probably could
never have sold it.

We have to recognize that there is a lot of work to be done here
yet, and the American public’s confidence will return because we
will build a better system.

Finally, I want to comment that I always look at two aspects
here. We want to assure every voter that their vote will be counted,
be counted accurately, and that the system will work that way.
There is a second factor we must remember, and that gets back to
the viruses and other issues. We also have to assure every voter
that not only will the vote be counted, but it will not be negated
or diluted by other people voting fraudulently or performing fraud-
ulent acts such as viruses, throwing ballot boxes away and so forth.
I want to make sure every voter is assured of both of those—an ac-
curate count of their vote and an assurance that no one else is
going to negate it through illegal activity.

So I am concentrating on those two not just in this particular
issue, but in other issues such as the photo ID bill that we passed
through the House a week ago, which I think will also help.

Thank you very, very much. You have been an outstanding
panel. I appreciate all that you have done. We do have to go vote,
and I have a few things to read here. I ask unanimous consent that
Members and witnesses have seven calendar days to submit mate-
rial for the record, including additional questions of the witnesses,
and for those statements and materials to be entered into the ap-
propriate place in the record. And I assume if we send you written
questions, you will respond to those.

Without objection the material will be so entered.

The CHAIRMAN. I ask unanimous consent that staff be authorized
to make technical and conforming changes on all matters consid-
?1reddby the committee at today’s hearing. Without objection, so or-

ered.

Ms. Millender-McDonald.

Ms. MILLENDER-MCDONALD. I just wanted to concur with you. I
have served on the local, State and Federal level, and I do think
that we need to revisit HAVA because it was more or less geared
for the Federal. And we appreciate all of those who have come
today, those who serve on both the local, State and Federal. Thank
you, Mr. Chairman.

The CHAIRMAN. Thank you.

Having completed our business for today and for this hearing,
the committee is hereby adjourned.

[Whereupon, at 12:23 p.m., the committee was adjourned.]
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Resolution adopted by the League of Women Voters of the United States 2006
National Convention.

Whereas: Some LWVs have had difficulty applying the SARA Resolution
(Secure, Accurate, Recountable and Accessible) passed at the last Convention,
and

Whereas: Paperless electronic voting systems are not inherently secure, can
malfunction, and do not provide a recountable audit trail,

Therefore be it resolved that:

The position on the Citizens' Right to Vote be interpreted to affirm that LWVUS
supports only voting systems that are designed so that:

P they employ a voter-verifiable paper ballot or other paper record, said paper being
the official record of the voter’s intent; and

the voter can verify, either by eye or with the aid of suitable devices for those who
have impaired vision, that the paper ballot/record accurately reflects his or her
intent; and

such verification takes place while the voter is still in the process of voting; and
the paper ballot/record is used for audits and recounts; and

the vote totals can be verified by an independent hand count of the paper
ballot/record; and

routine audits of the paper ballot/record in randomly selected precincts can be
conducted in every election, and the results published by the jurisdiction.

Affiliated with the Leagues of Women Voters of Pennsylvania and the United States
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LETTER FROM THE CO-CHAIRS

Elections are the beart of democracy. They are the instrument for the people to choose leaders and
hold them accountable. Ar the same time, elections are a core public funcrion upon which all
other government responsibilities depend. If clections are defective, the entire democratic system
is at risk.

Americans are losing confidence in the fairness of elections, and while we do not face a crisis today,
we need to address the problems of our electoral system.

Our Commission on Federal Election Reform was formed to recommend ways to raise confidence
in the electoral system. Many Americans thought that one report — the Carter-Ford
Commission ~- and one law — the Help America Vote Act of 2002 (HAVA) ~ would be
enough to fix the system. It isn'. In this report, we seck o build on the historic achievement of
HAVA and put forward a bold set of proposals 1o modernize our electoral system.

Some Americans will prefer some of our proposals to others. Indeed, while all of the Commission
members endorse the judgments and general policy thrust of the report in its eatirety, they do not
necessarily support every word and rec 4 Benefitting from Ci i b
with diverse perspectives, we have proposed, for example, a formula for transcending the sterile
debate berween integrity and access, Twenty-four states now require identification for voters, with
some systems likely to restrict registration, We are ding a photo ID system for voters
designed to increase registration with 2 more affi and ive role for states in finding
new voters and providing free IDs for those without driver’s licenses. The formula we
recommend will result in both more integrity and more access. A few of our members have
expressed an alternative view of this issue.

Still, our entire Commission is united in the view thar electoral reform is essential and thar our
rec ded package of proposals rep the best way to modernize our electoral system. We
urge all Americans, including the legislative and ive branches of at all levels, 1o
recognize the urgency of election reform and to seriously consider the comprehensive approach
outlined herein.

W present this report because we believe the time for acting to improve our election system is now.

a5 L~
(e T, EQ/(&« /gé/

Jimmy Carter James A, Baker, I

Co-Chairs of the Commission on Federal Election Reform
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PREFACE BY THE EXECUTIVE DIRECTOR

Polls indicate that many Americans lack confidence in the electoral system, but the political pareies
are so divided thar serious electoral reform is unlikely without a strong bipartisan voice. Qur
country therefore owes 2 great debt to former President Jimmy Carter and former Secretary of
State Jamnes A, Baker, I for leading this Commission and forging a plan for election reform.

To build confid: the C issi ds a modern electoral system built on five piflars:
(1) a universal and up-to-d: gistration list, accessible to the public; (2) a uniform voter
id ion system that is impl d in a way thar increases, not impedes, participation; (3)

measures to enhance ballot integrity and voter access; (4) a veter-verifiable paper trail and
improved security of voting systems: and (5) electoral institutions that are impartial, professional,
and independent. Democrats, Republicans, and Independents tend to prefer different elements of
this package, but President Carter and Secrerary Baker drew strength rather than stalemare from
the diverse perspectives in fashioning an approach that is greater than the sum of these pares.

Our Commission was fortunate to have an outstanding staff and academic advisors, and we have
benefited from advice by Members of Congress and staff, election officials, and representatives of
a wide range of P i izations devoted to improving our democracy. See our

website for a list of advisors and the studies and testi WWW, ican.edu/C: Bal

We acknowledge the support of many at the end of this report, but let me identify here a fow
people whose work was crucial to the Commission: Daniel Calingaert, the Associate Director of
American University’s Center for Democracy and Election Management, Doug Chapin of
Electionline.org, John Williams, Senior Advisor to Secretary Baker, Kay Stimson, Media Liaison,
and Murray Gormly, Administrative Coordi The C ission was organized by American
University’s Center for Democracy and Election Management. We are also grateful to the James
A. Baker I Institute for Public Policy of Rice University and The Carter Center for hosting the
other two meetings.

Finally, the Commission could not have accomplished its goal without the generosity of its funders
and the advice and support of the following individuals: Geri Mannion of the Carnegic
Corporation; Thomasina Williams of the Ford Foundation; Julie Kobler of the John $. and James
L. Knight Foundation; Dena Jones of Omidyar Network, and The Pew Charitable Trusts.

At AU’ Center for Democracy and Election Management, we view this Commission as a major
step toward developing the educational foundation for students, professionals, and the public o
deepen our understanding of democracy and elections in the United States and the world.

Jhat &, 7‘76-

Robert A. Pastor,
Executive Director

Buiiding Confidence in U.8. Elections n
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EXECUTIVE SUMMARY

Building confidence in U.S. elections is central to our nation’s democracy. At a time when there is
growing skepticism with our electoral system, the Commission believes that 2 bold new approach
is essential, The Commission envisions a system that makes Americans proud of themselves as
citizens and of democracy in the United States. We should have an electoral system where
registering to vote is convenient, voting is efficient and pleasant, voting machines work properly,
fraud is deterred, and disputes are handled fairly and expeditiousty.

This report represents a comprehensive proposal for modernizing our electoral system. We propose
1o construct the new edifice for elections on five pillars:

First, we propose a universal voter registration system in which the states, not local jurisdictions,
are responsible for the accuracy and quality of the vorer lists. Addicionally, we propose that the U.S.
Election Assistance Commission (EAC) develop a mechanism to connect all states’ list. These top-
perable reg; fiscs will, if imph d lly, eli
majority of complaints currently leveled against the election system. States will retain control over
their registration list, but a distribured database can remove interstate duplicates and help states to
mainzin an up-to-date, fully accurate registration list. This would mean people would need ro
register only once in their lifetime, and it would be easy to update their registration informarion
when they move. We also propose that all states establish uniform procedures for counting
provisional ballots, and many members recommend that the ballots should be counted if the
citizen has voted in the correct jurisdiction.

down and i the vast

Second, to make sure that a person arriving at a polling site is the same one who is named on the
list, we propose a uniform system of voter identification based on the “REAL ID caed” or an
equivalent for people without a drivers license. To prevent the ID from being a barrier to voting,
we recommend chat states use the registeation and 1D process to enfranchise more voters than ever.
States should play an affirmative role in reaching out to non-drivers by providing more offices,
including mobile ones, to register voters and provide photo IDs free of charge. There is likely to
be less discrimination against minorities if there is a single, uniform ID, than if polt workers can
apply multiple standards. In addition, we suggest procedural and institutional safeguards to make
sure that the rights of citizens are not abused and that voters will not be disenfranchised because
of an ID requiretnent. We also propose that voters who do not have a photo ID during a
transitional period receive a provisional ballor thar would be counted if their signature is verified.

Third, we propose measures that will increase voting participation by having the stares assume
greater responsibility to segister citizens, make voting more convenient, and offer more
information on registration lists and voring. States should allow experimentation with voting
centers. We propose ways to facilitate voting by overseas military and civitians and ways to make
sure that people with disabilities have full access to voting. In addition, we ask the states to allow
for restoration of voting rights for ex-felons (other than individuals convicted of capital crimes or
registered sex offendets) when they have fully served their sentence. We also identify several voter
and civic education programs that could increase participation and inform voters, for example, by
providing information on candidates and the voting process to citizens before the election, States
and local jurisdictions should use Web sites, roll-free numbers, and other means ro inform citizens
about their registration status and the location of their precinct.

Report of the Commission on Federal Fiection Reform
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To improve ballot integrity, we propose that federal, state, and local prosecutors issue public
reports on their investigations of election fraud, and we recommend federal legislation to deter or
prosecute systemic efforts to deceive or intimidate voters. States should not discourage legal voter
registration or get-out-the-vote activities, but they need to do more to prevent voter registration
and absentee ballot fraud.

Fourth, we propose ways 1o give confidence to voters using electronic voting machines thar their
votes will be counted accurately. We call for an auditable backup on paper at this time, but we
recognize the possibility of aliernative technologies to audit those machines in the future. We
encourage independent testing of voting systems {to include voting machines and software source
code) under EAC supervision.

Finally, we recommend strengthening and restructuring the system by which elections have been
administered in our country. We propese that the EAC and sraze election management bodies be
reconstituted on a noapartisan basis to become more independent and effective. We cannor build
confidence in clections if secretaries of state responsible for certifying votes are simuleancously
chairing political campaigns, and the EAC cannot undertake the additional responsibilities
secommended by this report, including critical research, without gaining additional funds and
support. Polling stations should be organized o reduce the chances of long lines; they should
maintain “log-books” on Election Day to record complaints; and they need electronic poli-books
to help voters find their correct precince. HAVA should be fully fanded and implemented by 2006,

The Commission puts forward 87 specific recommendations. Here are a few of the others:

+ W propose that the media improve coverage of elections by providing at least five
minutes of candidate discourse every night in the month preceding the election.

« We ask news organizations to voluntarily refrain from projecting presidential
election tesults until polls close in the 48 contiguous states.

* We request that all of the states provide unrestricted access to all legitimate
domestic and international election observers, as we insist of other counries, but
only one state currently permits; and

» We propose changing the presidential primary schedule by creating four regional
primaries.

Election reform is neither easy nor inexpensive. Nor can we succeed if we think of providing funds
on a one-time basis. We need to view the administration of elections a5 a continuing challenge,
which requires the highest priority of our citizens and our government.

Building Confidence in U.S, Elections .
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1. Goals and Challenges of Election Reform

The vigor of American democracy rests on the vote of each citizen. Only when citizens can
freely and privately exercise their right to vote and have their vote recorded correctly can
they hold their leaders a ble. Democracy is end d when people believe that
their votes do not matter or are not counted correctly.

Much has happened since November 2000, when many Americans fitst recognized
that their electoral system had serious problems with flawed voter registration lists,
obsolete voting machines, poorly designed ballots, and inadequate procedures for
interpreting disputed votes. Congress and the President, Democrats and Republicans,
responded with a truly historic inidiative — the Help America Vote Act of 2002
(HAVA), the fitst comprehensive federal law in our nation’s history on electoral

dministeation. The law rep a significant step forward, but it falls short of fully

modernizing our ¢lectoral system.

On the eve of the November 2004 election, @ New York Times poll reported that only one-
third of the American people said that they had a lot of confidence that their votes would
be counted properly, and 29 percent said they were very or somewhat concerned that they
would encounter problems at the polls. Aware of this unease, the U.S. Department of
Justice deployed 1,090 election observers ~ more than three times the number sent in
2000." After the election, a minority of Americans — only 48 percent — said they were
very confident that the votes cast across the country were accurately counted, according to
a Pew Research Center survey. Thirty-seven percent had doubts (somewhat confident), and
14 percent were not confident that the votes were accurately counted

With a strong desire to contribute to building confidence
in our electoral process, this Commission came together
o analyze the state of the electoral system, to assess
HAVAS impl ion, and to offer rec dati
for further improvement. Public confidence in the
electoral system is critical for our nations democracy.
Litdle can und d y more than a widespread
belief among the people that elections are neither fair nor
legitimate. We believe that further imporrant
improvements are necessary to rermove any doubts about
the elecroral process and 1o help Americans look upon the
process of casting their ballot as an inspiring experience —
not an ordeal.

We address this report to the American people and to
the President, Congress, U.S. Election Assistance
Commission, states, election administrators, and the
media. Our recommendations aim both to increase
voter participation and to assure the integrity of the electoral system. To achieve those

goals, we need an accurate list of registered votess, adequare voter idensification, voting

technology that precisely records and tabulates votes and is subject to verification, and i
capable, fair, and nonpartisan election administration,

Building Confidence in U.S. Elections
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While each state will retzin fundamental control over its electoral system, the federal
government should seek to ensure that all qualified voters have an equal opportunity o
exercise their right to vote. This will require greater uniformity of some voting requirements
and registration lists that are accurate and comparible among states. Greater uniformity is
also needed within states on some voting rules and procedures. The federal government
should fund research and development of voting rechnology that will make the counting
of votes more transparent, accurate, and verifiable,

1.1 HELP AMERICA VOTE ACT: STRENGTHS AND LIMITATIONS

The Help America Vote Act of 2002 (HAVA) established s federal reqy

for state and local clection administration in exchange for a promise of $3.97 billion in
federal funding, of which approximately $3.1 billion has been appropriated to date. These
requirements reflected a national consensus on the
general outline of reform, best represented by the 2001
report of the National Commission on Federal Election
Reform, co-chaired by former Presidents Jimmy Carter
and Gerald Ford. HAVA' mandates were adopred as part
of a compromise berween the parties on the divisive issue
af access to the ballot (largely championed by Democrats
and their allies) versus protecting the integrity of the
electoral process (generally favored by Republicans and
their supporters).

Under this compromise, described by its sponsors as
making it “casier 1o vote and harder to chear,” HAVA
sought to lower barriers to voting while establishing
somewhat tighter controls on registration and voter
identification. Consequently, HAVAs dates focused
on four major requi (1 id puterized
voter lists; {(2) voter 1D for individuals whe register by mail but do not provide it when
registering; (3) provisional ballots for voters whose names are missing from the registration
rolls on Election Day; and (4) measures to make voting more accessible for voters with
disabilities. The main provisions of HAVA are as follows:

» Voter registration lists, which were typically maintained at the local level,
are now being lidated into ide voter datab

« All states are required to provide provisional ballots on Election Day to citizens
who believe they are registered bur whose names do not appear on the
registeation fists.

* HAVA provides federal funding — for the first time — to create statewide
voter databases and to replace old voting machines.

* All voting systeras wsed in federal elections ate required to meet minimum

dards for voter verifi of ballots, for voters with

disabilities and fanguage minorities, notification of over-votes, and
auditing procedures.

-
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» HAVA calls for the tesung and certification of vating systems as a way to
make sure they operate properly on Election Day.

» The U.S. Election Assistance Commission (EAC) was created to disburse
federal funds, develop guidelines for voting systems, serve as a
clearinghouse of information to improve election administration
throughout the country, and study and report on how to make elections
mote accessible and accurare.

Under HAVA, states are required to complete their statewide voter databases by January 1,
2006, and some expenditures of HAVA funds will extend well beyond that date. Our
Commission therefore calls for full implementation and full funding of HAVA.

The firse presidential elecrion after HAVA became law — on November 2, 2004 —
brought to light as many problems as in 2000, if not more. HAVA, which will rake years
to be fully impl d, was not ible for most of the complaints. Instead, vorers
were discouraged or prevented from voting by the failure of election offices to process voter
registration applications or to mail absentee ballots in time, and by the poor service and
long lines at polling sations in a number of states. There were also reports of improper
requests for voter 1D and of voter intimidation and suppression tactics. Concerns were
raised about partisan purges of voter registration lists and about deliberate faifures to deliver
voter registration applications to election authorities. Moteover, computer malfunctions
impugned election results for at least one race, and different procedures for counting
provisional ballots within and berween states led to legal challenges and political protests,
Had the margin of victory for the presidential contest been narrower, the lengthy dispute
that followed the 2000 election could have been repeated.

Building Confidence in U.S, Flections
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The November 2004 elections also showed thar irtegularities and fraud stilt occur, In
‘Washingron, for example, where Christine Gregowe was elected governor by a 129-vore
margin, the elections superintendent of King County testified during a subsequent
unsuccessful election challenge that ineligible ex-feons had vored and that votes had been
cast in the names of the dead. However, the judge accepted Gregoire’s victory because with
the exception of four ex-felons who admitted to voting for Dino Rossi, the authorities could
not determine for whom the other illegal votes were cast. In Milwaukee, Wisconsin,
investigators said they found clear evidence of fraud, including more than 200 cases of
felons voting illegally and more than 100 people who voted
twice, used fake names or false addresses, or vored in the name
of a dead person, Moreover, there were 4,500 mote votes cast
than voters listed.> One potential source of election fraud arises
from inactive or ineligible voters left on voter registration lists.
By one estimate, for example, there were over 181,000 dead
people listed on the voter rolls in six swing states in the
November 2004 elections, including almost 65,000 dead
peaple listed on the voter rolls in Florida.¢

Some of these problems may be addressed by the full
implementation of HAVA, but it is clear that others will not.
Due t0 vague mandates on provisional voting and
identification cards, counties and states applied different
standards. This led to a significant proliferation of legal
challenges. A closer presidential election likely would have
brought an avalanche of litigation. HAVA does not address interoperable registration lists
among states, and it is also vague as to whether states should create a top-down, state-
controlled registration list or a botrom-up list controlled by local election administrators.
The weak structure of the U.S. Election Assistance Commission, a product of a HAVA
compromise, has stymied its ability to be clear of authoritative on almost any subject,
even on whether to verify electronic machine votes with paper ballots. Thus, there is a
compelling need for further efection reform thar builds on HAVA.

One of the most important laws on the right of Americans to vote is the Voting Rights
Act of 1965. Key provisions of the Act are due to expire in 2007. These include the
language provision {Section 203), which requires jurisdictions to provide voting
materials in minority languages in areas where language minority groups make up a
significant portion of the population, and the pre-clearance provision (Section 5}, which
requires federal pre-cleasance for all changes to voting rules or procedures made by
specified jurisdictions with a history of voter discrimination. Our Commission believes
this Act is of the utmost importance.

Recommendations on the Help America Vote Act and the Voting Rights Act

113 The Help America Vote Act should be fully i d by 2006, as by the
faw, and fuily funded.

1.1.2 The Commission urges that the Voting Rights Act be vigorously enforced and that
Congress and the President serlously consider reauthorizing those provisions of the Act
that are due to expire in 2007.

H Report af the Commission on Federal Electian Reform
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1.2 LEARNING FROM THE WORLD

In irs delit our C idered the best practices of election systems

around the world. Many other democracies achieve significantly higher levels of voter
participation due, in part, to more effective voter registration. Election authorities take the
initiative to contact and register vorers and conduct audits of voter registration lists to assure
that they are accurate. In addition, voter registeation in many counaries is often tied directly
to a vater 1D, so that voter identification can enhance ballor integricy without raising
barriers to voting. Voters in neasly 100 democracies use a photo identification card without
fear of infringement on their rights.*

Nonpartisan election administration has also proved effective abroad. Over the past three
decades, election management institutions have evolved in many other democracies.
Governments had previously conducted elections, but as concern was rised that they
might give advantage 1o b independent election commissions were formed.
Inidally, election ¢ i in other frequently rep d political parties,
but they often stalemared or reached agreement with each other at the publics expense.
This explains why the tend in the world is toward independ issi
composed of nonpartisan officials, who serve like judges, independently of the executive or
legislative branches (see Table $ on page 52). Political party representatives can observe
felit on these issions but not vote on decisions. Nonpartisan election

election

officials are generally regarded as fair arbiters of the electoral process who make their best
efforts to administer elections impartially and effectively.

Building Confidence i U.S, Elections
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1.3 TRANSFORMING THE ELECTORAL SYSTEM ~ FIVE PILLARS

The dations of our C ission on Pederal Election Reform aim both to
increase voter participation and to assure the integrity of the electoral system. To
accomplish these goals, the electoral system we envision should be constructed on the

following five sturdy pillars:

Vaoter registration that is ¢ ient for voters 1o complete and even simpler
to renew and that produces complete, accurate, and valid lists of citizens

who are cligible to vore;

"R

VYoter identification, tied directly to voter registration, that enhances baflot
integrity without introducing new barriers to voting, including the casting
and counting of ballots;

= Measures to encoutage and achieve the greatest possible participation in
clections by enabling all eligible vorers to have an equal opportunity to vote
™ and have their votes counted;

Voting machines that tabulate voter preferences accurately and transparently,
; undee- and , and allow for bility and full recounts;

and

Fair, impartial and effective election administration.

An clectoral system built on these pillars will give confidence to all citizens and will
contribute to high voter participation. The electoral system should also be designed to
reduce the possibility or opportunity for litigation before, and especially after, an
election. Citizens should be confident that the results of the election reflect their
decision, not a litigated outcome determined by lawyers and
judges. This is achieved by clear and unambiguous rules for
the conduct of the election established well in advance of
Election Day.

The ultimate test of an election system is its ability to
withstand intense public scrutiny during a very close
election. Several close elections have taken place in recent
years, and our election system has nor always passed that test.
We need a berter election system.

Report of the Commission on Federat Election Reform
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1.4 URGENCY OF REFORM

Although the public continues to call for election reform, and several election bills have
been introduced, the issue is low on the Congress’s agenda at this time. Some congressional
leaders believe that further reform should wait undl HAVA is fully implemented. We
believe thar the need for additional electoral reform is abundandy clear, and our
recommendations will bolseer HAVA. to further strengthen public confidence in the
electoral process. If we wait until late 2006, we will lose the opportunity to put new reforms
in place for the 2008 elections, and as a result, the next presidential election could be
fraught with problems. Electoral reform may stay out of public view untl the 2006
elections begin to approach, but by that time, it may be too late. We need Congress to press
ahead with election reform now. Indeed, election reform is best accomplished when it is
undertaken before the passions of a specific election cycle begin.

We are Republi D ats, and Independents. But we have deliberarely artempted 1o
address elecroral issues without asking the question as to whether a particular political party
would benefit from a particular reform. We have done so because our country needs a clear
unified voice calling for serious election reform. Congress
has been reluctant to undertake seform, 1 part because
members fear it could affect their chances of re-election
and, when finally pressed by the public, Democrars and
Republicans have addressed each reform by fisst asking
whether it would help or harm each pasty’s political
prospects. This has proven to be not only a shorisighted
bur also a mistaken approach, Despite widespread belief
that two rcent reforms — the National Voter
Registration Act of 1993 and the Bipardsan Campaign
Finance Reform of 2002 — would advantage Democrats
at the expense of Republicans, evidence suggests such
beliefs were wrong, Having a fair electoral process in
which all eligible citizens have an opportunity to
participate freely is a goal that transcends any individual
partisan interest. This assures the winning candidates the
anthority to legitimately assume office. For the losing
candidate it assures that the decision can be accepred as
the will of the vorers.

Our recommendations are aimed ar several timeframes and audiences. Some require
imumediate action, and others can be considered later, We propose some for the federal
government and some for the states. But we have offered all the recommendations based
on our views 2 to how they can best belp our country — not our political parties. Together,
these reforms should catalyze a shift in the way that clections are administered, We hope
they will not only restore American confidence in our elections, but also strengthen the
respect from those in the world who look to our democracy as 2 model.

Building Confidencs in U.S. Elections
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Voter Registration and Identification

! ion are bedrocks of a modern election

Effective voter registration and voter i
system. By assuring uniformity to both voter registration and voter identification, and by
having states play an active role in registering as many qualified citizens as possible, access
to clections and ballot integrity will both be enhanced. These steps could help bring 10 an
end the sterile debate between Democrats and Republicans on access versus integrity.

The most common problems on Election Day concern voter registration {sec Table 1 on
page 17). Voter registration lists often are riddled with inaccuracies because Americans are
highly mobile, and local authorities, who have maintained most lists, are poorly positioned
to add and delere names of voters who move within or berween states. To comprehend the
magnitade of this challenge, consider the following, During the last decade, on average,
about 41.5 million Americans moved each year. Of those, about 31.2 miltion moved within
the same state, and 8.9 million moved to a different state or abroad. Young Americans (aged
20 to 29), representing 14 percent of the U.S. population, moved to a different stare at
almose three times the rate of the rest of the population.® The process of registering voters
should be made easier, and renewal due to a change of address should be made stilt easier.

Tn response to the challenge of building and maintining berter registration lists, HAVA
requires states to establish id puter-based registration lists that are interactive
within each state by January 1, 2006. HAVA akso requires provisional ballots for eligible
voters who seek to vote within their jurisdiction but who are denied a ballot because their
name is not found on the voter roll or because they are
otherwise challenged by an elecdon official as being
ineligible to vote,

Although few states have completed their new statewide
voter databases, the limitations of the existing efforts are
already clear. Several states have left the primary
responsibility for voter lists in the hands of counties and
municipalities. There is little if any effort to assure quality
in statewide voter databases. The ULS. Election Assistance
Commission (EAC) has not assessed the quality of
statewide voter databases and is unlikely to do so in the
future. Moreover, it has provided only vague guidance
states on how to organize their voter registration lists —
on even the most basic question as to whether states or
counties should be in charge.

In addition to statewide registration systems and

provisional ballots, HAVA requires that states insist on vorer identification only when a
person has registered by mail for the first time in a federal election. This provision, like the
others, was implemented very differently across the country, with some areas not even
applying the minimum requirement. Since HAVA, an increasing number of states have
insisted on stringent, though very different, 1D requirements for all voters. This, in turn,
has caused concern that such requirements could erect a new bartier to voting for people
who do not have the requisite identification card. Georgia, for example, introduced a new
taw in July 2005 that requires all voters to show & government-issued photo 1D at the polls.

Building Confidence in U.S. Elections ﬂ
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Although there are 159 counties, only 56 locations in the entire state issue such IDs, and
citizens must either pay a fee for the ID or declare indigence.

While states will rerain principal responsibility for the conduct of elections, greater
uniformity in pracedures for voter registration and identification is essential to guarantee the
free exercise of the vore by all U.S. citizens. The EAC should facilitate greater uniformity in
voter registration and identification procedures and should be empowered to do so by
granting and withholding federal funds to the states. If Congress does not appropriate the
funds, then we recommend that it amend the law to require uniformity of standards.

2.1 UNIFORMITY WITHIN STATES — TGP-DOWN
REGISTRATION SYSTEMS

A complete, accurate, and current voter roll Is essential to ensure that every eligible citizen
who wants to vote can do so, that individuals who are ineligible cannot vote, and that
citizens cannot vote more than once in the same election. A voter registration list must
contain all eligible voters (including new registrants) and must contain correct information
concerning the voter’s identity and residence.

Incomplete or inaccurate registration lists lie at the root of most problems encountered in
US. elections, When a vorer list omits the names of citizens who believe they properly
registered or contains incorrect or out-of-date information oa
registered voters, eligible citizens often are denied the right to vore.
Tnvalid vorer files, which contain ineligible, duplicate, fictional, or
deceased voters, are an invitation to fraud.

Ove reason for flawed lists is decentralized management. Local
authorities often fail to delete the names of voters who move from
one jurisdiction to another, and thus the lists are often inflated. For
this reason, the Carter-Ford National Commission on Federal
Election Reform recommended the creation of statewide voter
registration systems, and this recommendation was codified into
faw in HAVA.

HAVA requires each state to create a “single, uniform, official,
centralized, interactive computerized statewide voter
registration list defined, maintained, and administered at the
state level.” But states have not carried out this requirement in
a consistent manner. Some are creating a “top-down” voter
registration system, in which local election authorities supply information to a unified
darabase mainsined by the state. Others rely on a “bottom-up” system, whereby
counties and municipalities retain their own registration lists and submit information
to a state compilation of local databases at regular intervals. Top-down databases
typically deliver information in real time — counties can see changes from other
focalities as these changes are made to the voter list, Bottom-up systems may continue
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the problems that gave rise to flawed registration lists — i.e., counties retain control of
the lists. Counties might not delete the names of voters who move or might not add
the nanes of voters who register at motor vehicle bureaus or other state agencies under
the National Voter Registration Act (NVRA or
“Motor Voter”). Thus, the statewide lists might
be different from the controlling county lists.
Having rwo inconsistent voter lists is like a
person with two watches who never knows what
time it is. Tt is essential 1o have a single, accurate,
current voter list.

As of June 2005, 38 states were establishing top-
down voter registration systems. The remaining
states were cither (a) building bottom-up systems;
or (b) creating systems with both top-down and
bottom-up elements. Three stares had not finalized
plans” The EAC, in its interpretation of the HAVA
b on ide voter darab

p i a prefc for op-ds systems for
voter registration but did not insist on it and did
ot rule out botcom-up systems.

{

In the judg of our Commission, bo p sy ems are not capable of providing a
complete, accurate, current, and valid voter registration list. They are ineffective in
duplicate registrations of individuals who move from one county to another and

in coordinating with databases of other state agencies. Even in the best of circumstances,
with excellent cooperation and interaction between states and counties — an unlikely
scenario with the bottom-up system — there will be a time lag in updating vorer files in a
bortom-up system. This time lag could be parsicularly harmful in the period approaching
the deadline for voters to register.

Recommendation on Uniformity Within States

2.3 The Commission recommends that states be required to establish unified, top-down voter
registration systems, wheveby the state election office has clear authority to register
vaters and maintain the registration fist. Counties and municipalities should assist the
state with voter registration, rather than have the state assist the localities, Moreover,
Congress should appropriate funds for disbursement by the U.S. Election Assistance
Commission (EAC) to states to camplete top-down voter registration systems,
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2,2 INTEROPERABILITY AMONG STATES

Interoperable state voter darabases are needed to facilitate updates in the registration of
voters who move to another state and to eliminate duplicate registrations, which are 2
source of potential fraud. Approximately 9 million people move to another state or abroad
each year, or about one in eight Americans between each presidential election. Such
interoperabiliry is possible because state voter databases that are centralized can be made
communicate with each other.

The limited information available on duplicate registrations indicates that a substantial
number of Americans are registered to vote in two different states. According to news
reports, Florida has more than 140,000 voters who apparently ate registered in four other
stases (in Georgia, Ohio, New York, and North Carolina).* This includes almost 46,000
voters from New Yotk City alone who are registered to vore in Florida as well. Voting
tecords of the 2000 elections appear to indicate that more than 2,000 people voted in two
states. Duplicate registrations are also seen elsewhere. As many as 60,000 voters are
reportedly registered in both North Carolina and South Carelina.

Current procedures for updating the registration of voters who mave o another state are
weak or nonexistent. When people register to vote, they are usually asked to provide their
prior address, so thar the jurisdiction where they lived can be notified to delete their names
from the voter list. Such notification, however, often does ot occur. When a voter moves
from Virginia to Hinois, for example, a four-step process is required to updarte vorer
registration: {1} election authorities in Illinois must ask for prior address; (2) the voter must
provide prior address; (3) Illinois election authorities must notify
the correct clection authorities in Virginia; and (4) Virginia election
authorities must remove the voter from its list. Unless all four steps
are taken, this voter will remain on the vorer list in Virginia. In fact,
states often fail to share data or notify each other of voters who
move. As a result, a substantial aumber of Americans are registered
to vote in more than one state.

Duplicate registrations have accumiulated over the years not just
because there are no systems to remove them other than the one
described above, but afso because people who own homes in two
states can register to vote in both places. In fact, when 1,700 voters
who were registered in both New York and Florida requested
absentee ballots to be mailed o their home in the other state, no
one ever bothered to investigate.””

Interoperability among state voter databases is needed to identify and remove duplicate
registrations of citizens who are registered to vote in more than one state. To make the state
voter databases interoperable, the C issi ds the introduction of a uniform
template, shared voter data, and a system to transfer voter data across states.”

The template will define a common set of voter data that all states will collect in their voter
databases and will share with each other. This set of data will consist of each person’s full legal
name, date and place of birth, signature captured as a digital image, and Social Security
number. The signature is needed to confirm the identity of voters who vote by mail.
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Under HAVA, voter databases need a “unique identifier,” which is a number used to
distinguish each individual, particularly those with the same or similar names. Some states
use the driver’s license number as the unique identifier for vorer registration. In other states,
the unique identifier is the Social Security number. Efforts to match voer registrations in
states thar use different identifiers are complicated and may fail. Take, for example, the
prablem of figuring out whether Paul Smith in Michigan is the same person as Paul Smith
in Kentucky. Since the unique identifier for voter registration is the driver’s ficense number
in Michigan but the Social Security number in Kentucky, an accurate match of the two
registered Paul Smiths is not likely. Any match will need to rely on Paul Smith’s date of birth
to estimate, based on some level of probability, whether the Paul Smith in each state is the
same person of 1oL,

To make different state voter databases intcroperable, therefore, they must use the same
unique identifier, and this identifier must distinguish each American from every other voter
in the country. The state voter databases will need to use a nationwide identifier. Since the
same driver’s license number might be used in different states, the Social Security number
provides the most feasible option for a federal unique identifier.

While the use of Social Security numbers for voter registration raises concerns about
privacy, these concerns can be adequately addressed by the
the Commission rec ds to ensure the
security of voter databases. The Comumission stresses the
importance for states to allow only authorized election
officials 1o use the Social Security numbers. States should
not provide Social Security numbers in the voter lists they
release to candidates, political parties, or anyone else. This
should not be hard 1o do. Forty-nine states collect Social
Security numbers for drivers licenses,” and they have
protected the privacy of the Social Security numbers.

Congress should direct that all states use the same unique
identifier — Le., the vorer's Social Security number ~
and template, but a new system will also be needed o
share data on voters among states. Such a system should
maingain 2 uniform state voter list while allowing
systematic updating of lists to take into account moves between states. The Commission
proposes using a model similar to the one supervised by the US. Department of
Transporcation (DOT) to make sure that commercial drivers have only one license. The
Commercial Driver's License Information System (CDLIS) shares data among siates on
commercial driver’s ficenses, using a “distributed database” — a collection of 51 databases
{the 50 states and Washington, D.C.) that ate linked to each other. When state officials
want 1o check a particular deiver's record, they go 1o the central site, which then connects
them to she database of the state that issued 2 commercial license to that particular driver,
Since all of the state dacabases are inter-connected, an update in one stare database is
immediately available to all other states. CDLIS is operated by the American Association
of Motor Vehicle Administrators under the supervision of the U.S. Department of
Transportation.
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Similardy, our Commission recommends a “distributed database” that will connect alf states’
registration lists. The creation of a computerized system to transfer voter data between states
is entirely feasible, This system could be managed either by the EAC or by an interstate
compact or association of state officials under EAC supervision.

Trapk ton of the C ission’s dation on « i perability of
voter databases will require state election authorities to collect Social Security numbers and
digital images of signatures for all registered voters. While many
states use the driver’s license number as their unique identifier, they
can collect Social Security numbess from their state’s depactment of
motor vehicles (a Social Security number is required by 49 states to

issue a driver’s license).”

We recommend that the EAC oversee the adoption of the template
for voter data and for assisting states in the creation of a new system
to share voter data among states, including for setting up a
distributed database.

Congress should appropriate federal funds to complete top-down
state voter databases, cover the costs of adding Social Security
numbers and digital images of signatures to the darabases, and
create and maintain the federal distributed database system for sharing voter data among
states. Congress should provide these funds ro the EAC for distriburion to states that adept
the uniform template for voter dara and join the system for dara sharing. Federal funds
would be withheld from states that do not make their voter files interoperable with the
voter databases of other states.

As states make their voter databases interoperable, they will retain full control over their
registration lists. They will only need to add to their current databases the voter data
requited to complete the uniform template.

Tiwo additional innovations might help to eliminate registration problems that voters have
encountered. First, voters should have an oppostunity during the registration process and
before Election Day to review the registration online fist to see whether their name is
correctly inscribed and to check their proper precince for voting," Whenever an error is
discovered, voters should notify the statewide registration office to correct it, and every
statewide registeation office should have procedures in place to correct such an error in a
timely manner. Second, precincts should have an “electronic poll-book” that connects them
to the statewide registration list and atlows them 1o locate the correct polling site for each
voter. For those precincts that are small, lack the resources for such an instrument, or do
not have online access, precinct officials should telephonie 1o a neighboring jurisdiction to
obtain the correct information. Poll workers should also have a dedicated phone number
to contact local election officials in case assistance is needed. This phone number should be
different from the number provided ro the public. Too often, poll workers cannot connect
with clection officials when assistance is needed because public phone lines are
overwhelmed.

The entire system should permit state-of-the-art, computer-based registeation lists that will
be accurate and up-to-date for the entire nation.

EE  Report of the Commission on Federal Election Reform



193

Recommendations on Interoperability Among States

221 In order to assure that fists take account of citizens moving from one state to
another, voter databases should be made interoperable between states. This would
serve to eliminate duplicate registrations, which are a source of potential fraud.

222  Inorder to assist the states in creating voter databases that are interoperable across
states, the EAC should introduce a template for shared data and a format for cross-
state data transfers. This template should include a persen’s full legal name, date and
piace of birth, signature (captured as a digital image), and Secial Security number.

223  With assistance and supervision by the EAC, a distributed database system should be
established to make sure that the state lists remain current and accurate to take into
account citizens moving bebween states. Congress should also pass a faw mandating
that states cooperate with this system to ensure that citizens do not vote in two states.

224  Congress should amend HAVA to mandate the interoperability of statewide
registration lists. Federal funds should be appropriated for distribution by the
EAC to states that make their voter databases interoperable, and the EAC should
withhold federal funds from states that fail to do so. The law should alse provide
for enforcement of this requirement.

2.25  With proper safequards for personal security, states should altow citizens to verify
and correct the registration lists’ information on themselves up to 30 days before the
election. States should also provide “electronic poll-books” to aflow precinct officials
to identify the correct polling site for voters.

226 With interoperability, citizens should need to register only once in their fifetime and
updating their registration will be facilitated when they move.

2

w

PROVISIONAL BALLOTS

Because of flaws in regurration hists and other election administration procedures, HAVA
mandated that any ehgible voter who appears at the polls must be given a provisional ballot
if his or her name does not appear on the voter registration list or an election official asserts
that the individual is not eligible to vote. November 2, 2004, marked the first time thav all
states were supposed to offer provisional ballots in a
general election, Out of 1.6 million provistonal ballots
cast, more than one million were counted.” The LG
million provisional baliots do not include an unknown
number of voters who were encouraged by poll workers to
0 to other polling sites where they might be registered.

Practices for offering and counting provisional ballots in
the 2004 presidential election varied widely by state and
by county. Asound the country, the percentage of
provisional ballozs counted ranged from a national high in
Alaska of 97 percent to a low of 6 percent in Delaware.”®

i
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This was due in part to whether a state accepted a provisional ballot cast outside of a voter’s
home precinct. In other siviations, provisional ballots were counted withour first having
been verified as eligible ballots.

If the dations for st hening the registration lists are approved, the need for
provisional batlots will be reduced. In 2004, provisional ballots were needed half as often
in states with unified databases as in states without.” Nonetheless, in the absence of the
reforms rect ded by this C: ission, or in the period before they come fully into
effect, provisional balloting will continue to be a crucial safety net. During the interim,
in order to reduce the chances that elections are litigated, we need consistent procedures
for handling provisional ballots and full training for poll workers who carry out these

procedures.

on Provisional Ballots

23.

1

Voters should be informed of their right to cast a provisional batlot if their name does
not appear on the voter roll, or if an election official asserts that the individual is not
eligible to vote, but States should take additional and effective steps to inform voters
as to the focation of their precinct.

2.3

Y

States, not counties or municipalities, should establish uniform procedures for the
verification and counting of provisional ballots, and that procedure should be applied
uniformly throughout the State. Many members of the Commission recommend that a
provisional baliot cast in the incorrect precinct but in the correct jurisdiction shouid be
counted.

233 Poll workers should be fully trained on the use of provisional batlots, and provisional
batlots should be distinctly marked and segregated so they are not counted until the
eligibility of the voter is determined.

2.4 COMMUNICATING REGISTRATION INFORMATION

The hotlines set up by nonprofit organizations to assist voters on Election Day received
hundreds of thousands of calls (see Table 1 on page 17). Most of the callers had ewo
simple questions: Am I registered to vore? And where do T go to vote? Answers to these
questions, however, t0o often were difficult to obrain. Only nine state election Web sites
were able to provide voters with their registration information or with the address of their
polling site. Information was equally difficult to obtain from election offices by
telephone. One Election Day hotline transferred callers to their county board of
elections, but barely half of these calls were answered, and of the other half, few provided
the information that was requested.”
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Failure to provide voters with such basic information as their registration status and their
polling site location raises a barrier to voting as significant as incousistent procedures on
provisional ballots ot voter ID requirements. As states gain responsibilicy for voter
registration, they will be well positioned to inform voters if they ate listed in the voter files.
The Web sites of local jurisdictions should allow vorers to check whether they are registered
and the location of their precinct. This precince-locator feature should be added to stare
elections Web sites. In addition, information on how to register and where to vote should
be disseminaced in local media, on posted lists, and in other government offices, including
welfare and social services agencies.

Since election officials may have difficulty responding to telephone calls on Election Day
as they are conducting the election, states and local jurisdictions should encourage voters to
inquire abour their registration status and the location of their potling place considerably
before Election Day.

TABLE 1 : Voter Calls to the MYVOTEL Hotline on Election Day 2004

Topic of Question or Complaint Pergent of Total
on Election Day 2004

Registration Issues/Poit Access 43.9%
Absentee Voting 24.2%
Coercion/Intinudation 4.9%
Mechanicai 45%
Identification 2.5%
Provisionat Ballots 19%
Ballot/Screen 13%
Other 168%
TOTAL 100.0%

WOTES: Torals ace based wpans an amalysis of $5 70 phuac sslls 1 che MYVOTE! hatline on
Novermber 2, 2004. Tova: major, aonpactisan hotlines and the LS, Election Awismncs Commissian

seceived & total of approximarely 255,000 voter calls on Election Day 2004

50URCES: Testimony before the Commission on Federal Election Reform by Ken Smukle, President of
Info Voter Technologies, on Jurte 36, 2005 Tastimony before the U.S. House of Represencaives
Administeation Comanitice by the LS. Blection Assisznce Commission, on Peheuary 9, 2005,

on € icating Regi ion Information

24.1 States and local jurisdictions should use Web sites, toli-free numbers, and other means
to answer questions from citizens as to whether they are registered and, if so, what is
the location of their precinct, and if they are not registered, how they can do so before
the deadline,
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2.5 VOTER IDENTIFICATION

A good registration list will ensure that citizens are only registered in one place, but election
officials still need to make sure that the person arriving at a polling site is the same one that
is named on the registration list. In the old days and in small towns where everyone knows
each other, voters did not need to identify themselves. But in the United States, where 40
million people move each year, and in urban areas where some people do not even know
the people fiving in their own apartment building let alone their precinct, some form of
identification is needed.

There is no evidence of extensive fraud in U.S. elections or of multiple voting, but both
occur, and it could affect the outcome of a close election.™ The electoral system cannot
inspire pubhc confidence if no safeguards exist 1o deter or derect fraud or ro confirm the
identity of voters. Phoro IDs currenty are needed to board a plane,
enter federal buildings, and cash a check. Voting is equally
imporant,

The voter identification requitements introduced by HAVA are
modest. HAVA requires only first-time voters who register by mail
to show an ID, and they can choose from a number of different

types of identift States are d to allow an exp:
list of acceptable IDs, including those without 1 photograph, such
as urility bills or g checks. These requi were not

implemented in 1 uniform manner and, in some cases, not ar all.

After HAVA was enacted, efforts grew in the states to strengthen

voter identification requirements, While 11 states required voter

ID in 2001, 24 states now require voters to present an 1D at the

polls. In addition, bills to intreduce or strengthen vorer ID
i are under consid in 12 other states®

Our Commission is concerned that the different approaches to
identification cards might prove to be a serious impediment to
voting, There are two broad alrernatives to this decentralized and
unequal approach to identification cards. First, we could recommend eliminating any
requirements for an ID because the evidence of mulriple voting is thin, and ID
requirements, as some have argued, are “a solution in search of a problem.” Alternarively,
we could recommend a single national voring identification card. We considered but
rejected both alternatives.

We sejected the first option — climinating any requirements — because we believe that
citizens should identify themselves as the correct person on the registration list when they
vote. While the Commission is divided on the magnitude of voter fraud — with some
believing the problem is widespread and others believing that it is minor ~ there is no
doubr thar it occurs. The problem, however, is not the magnitude of the fraud. In close or
dispured elections, and there are many, a small amount of fraud could make the margin of
difference. And second, the perception of possible fraud contributes to Jow confidence in
the syscem. A good ID system could deter, detect, or eliminate several potential avenues of
fraud— such as multiple voting or voting by individuals using the identities of others or
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those who are deceased — and thus it can enhance confidence. We view the other concerns
about IDs — that they could disenfranchise eligible voters, have an adverse effect on
minorities, or be used to monitor behavior — as serious and legitimate, and our proposal
below aims to address each concern.

We rejected the second option of a national voting
identification card because of the expense and our
judgment that if these cards were only used for each
election, voters would forget or lose them.

We therefore propose an alternative path. Instead of
creating a new card, the Commission recommends that
states use “REAL ID" cards for voting purposes. The
REAL ID Act, signed into law in May 2005, requires
states to verify each individual’s full legal name, date of
birth, address, Social Security number, and U.S.
citizenship before the individual is issued a driver’s license
ot personal [0 card. The REAL ID is a logical vehicle
because the National Voter Registration Act established a
connection between obtaining a driver’s ficense and
registering to vote. The REAL ID card adds two critical
elements for voting — proof of citizenship and
verification by using the full Social Security number.

The REAL ID Act does not require that the card indicates citizenship, but that would need
to be done if the card is t0 be used for voting purposes. In addition, state bureaus of motor
vehicles should automatically send the information to the state’s bureau of elections. (With
the National Voter Registration Act, state bureaus of motor vehicles ask drivers if they want
to register to vote and send the information only if the answer is affirmative.}

Reliance on REAL ID, however, is not enough, Voters who do not drive,” including oldec
citizens, should have the opporrunity to register to vote and receive a voter ID. Where they
will need identification for voting, IDs should be easily available and issaed free of charge.
States would make their own decision whether to use REAL ID) for voting purposes or
instead to rely on a template form of voter ID. Each state would also decide whether to
require voters to present an ID at the polls, bur our Commmission recommends that states
use the REAL ID and/or an EAC template for voting, which would be 2 REAL ID card

without reference to a driver’s license.

For the next two federal elections, uneil January 1, 2010, in states that require voters to
preseat ID at the polls, voters who fail to do so should nonetheless be allowed to cast 2
provisional ballot, and their ballot would count if their signarure is verified. After the REAL
ID is phased in, i.e., afier January 1, 2010, voters without 2 valid photo ID, meaning a
REAL ID or an FAC-templace ID, could cast a provisional ballot, but they would have to
return personally to the appropriate election office within 48 hours with a valid photo ID
for their vote to be counted.
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To verify the identity of voters who cast absentee ballots, the voter's signature on the
absentee ballot can be matched with a digitized version of the signature that the election
administrator maintains. While such signarure matches are usually done, they should be
done consistently in all cases, so that election officials can verify the identity of every new
registrant who casts an absentee ballot.

The introduction of voter ID requirements has raised concerns that they may present a
barrier to voting, particalatly by traditionally masginalized groups, such as the poor and
minorities, some of whom lack a government-issued photo ID, They may also create
obstacles for highly mobile groups of citizens. Part of these concerns are addressed by
assuring that government-issued photo identification is available withour expense to any
citizen and, second, by government efforts to ensure that all voters are provided convenient
oppartunities to obtain 2 REAL ID or EAC-template ID card. As explained in Section 4.1,
the Commission recommends that states play an affirmative role in reaching our with
mobile offices to individuals who do not have a driver’s license or other government-issued
photo 1D 1o help them register to vote and obtain an ID card,

There are also longstanding conceras voiced by
some Americans that national identification cards
might be a step toward a police state. On that pote,
it is worth recalling that most advanced democracies
have fraud-proof voting or national 1D cards, and
their democracies remain stwrong. Still, these
concerns about the privacy and security of the card
require additional steps to protect against potential
abuse. We propose two approaches. First, new
institutional and procedural safeguards should be
established to assure people that their privacy,
security, and identity will not be compromised by
1D cards. The cards should rot become instruments
for monitaring behavior. Second, certain groups
may se¢ the ID cards as an obstacle to voting, so the
government needs to take additional measures to
register voters and provide I cards.

The needed measures would consist of legal protections, strict procedures for managing
vater data, and creation of ombud; insticucions. The fegal ions would prohibit
any commercial use of voter data and impose penalties for abuse. The data-management
procedures would include background checks on all officials with access to voter data and
requirements to notify individuals who are removed from the voter registration list. The
establishment of ombudsman institutions at the state level would assist individuals to
redress any cases of abuse. The ombudsman would be chasged with assisting voters to
overcome bureaucratic mistakes and hurdles and respond to citizen complaints about the
misuse of dara,
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"The Commission’s recommended approach to voter ID may need to adapt to changes in
national policy in the future. Since the attacks of September 11, 2001, concerns about
homeland security have led to new policies on personal identificarion. Under a presidential
directive, aboutr 40 million Americans who work for or contract with the federal
government are being issued ID cards with biometrics, and the REAL ID card may very
well become the principal identification card in the country. Driven by security concerns,
our country may already be headed toward a national identity card. In the event that 2
national identity card is introduced, our Commission recommends that it be used for
voting purposes as well.

Recommendations on Voter Identification

251 To ensure that persons presenting themselves at the polling place are the ones on the
registration list, the Commission recommends that states require voters to use the
REAL 1D card, which was mandated in a faw signed by the President in May 2005.
The card includes a person’s full legal name, date of birth, a signature (captured as a
digital image), a photograph, and the person’s Soclal Security number. This card should
be modestly adapted for voting purposes to indicate on the front or back whether the
individual is a U.S. citizen. States shouid provide an EAC-template 1D with a photo to
non-drivers free of charge.

252 The right to vote is a vital component of U.S. citizenship, and all states should use
their best efforts to obtain proof of citizenship before registering voters,

2.53 We recommend that until January 1, 2010, states allow voters without a valid photo
1D card (Real or EAC-template ID) to vote, using a provisional baflot by signing an
affidavit under penalty of perjury. The signature would then be matched with the digitaf
image of the voter’s signature on file in the voter registration database, and if the
match is positive, the provisional baliot should be counted. Such a signature match
would in effect be the same procedure used to verify the identity of voters who cast
absentee bailots, After January 1, 2010, voters who do not have their valid photo 1D
could vote, but their hallot would only count if they returned to the appropriate
election office within 48 hours with a valid photo 1D,

2.5.4 To address concerns about the abuse of 1D cards, or the fear that it could be an
abstacle to voting, states should establish legal protections to prohibit any commercial
use of voter data and ombudsman institutions to respond expeditiously to any citizen
complaints about the misuse of data or about mistaken purges of registration lists
based on interstate matching or statewide updating.

255 Inthe event that Congress mandates a national identification card, it should include
information related to voting and be connected to voter registration.
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2.6 QUALITY IN VOTER REGISTRATION LISTS

Vorer registration fists provide the basis for determining who is qualified to vote. Yet only
2 few states, notably Oregon and North Carolina, have assessed the quality of their lists, or
have developed plans to do so. This is also true as states rush t© complete starewide voter
databases before the January 1, 2006, deadline, Moreover, the EAC does not assess the
quality of vorer files.

The listle information available on the quality of voter files is not reassuring, The creation
of statewide voter databases allows for the eli of duplicate registrations within
states, but attempts to match voter files with records of ather stare agencies are often
ineffective, Death records, for example, sometimes are not provided to election officials for
three or four months, and information on felons is usually incomplete.” Comparison wich
U.S. Census Bureay statistics also points 1o “deadwood” i
lists, Some states have a large portion of inactive voters on their voter registration fists. One
in four registered voters in Oregon is inactive, a5 is one in every three registered voters in
California® There also are numerous jurisdictions, such as Alaska, where the number of
registered voters is greater than the number of voting-aged citizens.” These jurisdictions
clearly have not updated their voter registration lists by
removing the names of voters who have died or have moved

" on the voter

away,

Vorer registration lists are often inflated by the inclusion of
citizens who have moved out of state but remain on the lists.
Moreover, under the National Voter Registration Act, names
are often added to the list, but counties and municipalities
often do not delete the names of those who moved. Inflaced
voter lists are also caused by phony registrations and efforts to
register individuals who are ineligible. Reg
the names of comic figures, for example, were submirted in
Ohio in 2004, At the same time, inaccurate purges of voter lists
have removed citizens who are eligible and are properly
registered.

forms in

From wha litde is known, the quality of voter registration lists
probably varies widely by state. Withour quality assurance,
however, cross-state transfers of voter dara may suffer from the
problem of “garbage in, garbage our.” They may pass on inaccurate data from certain states
to the rest of the country. The overall quality of a system to shate voter data among states
will only be a strong as the quality of the worst state voter database.

Each state needs to audit its voter registration files to determine the extent to which they
are accurate (with correct and current information on individuals), complete (including all
eligible voters), valid (excluding ineligible voters), and secure (with protections against
unauthorized use). This can be dene by matching voter files with records in other state
agency databases in a regular and timely manner, contacting individuals when the maxches
are inconclusive, and conducting survey research 1o estimate the number of voters who
believe they are registered but who are not in fact listed in the voter files. Other countries
regularly conduct such audits.®
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Effective audits assess not only the quality of voter files but also the procedures used to
update, maintain, and verify daw and to ensure security of voter databases. To assure
continual quality of voter datab effective procedures are needed o maintain up-to-date
Tists of eligible voters, verify the accuracy of those lists, and temove voters who have become
ineligible, These should include procedures to delete thase who have moved out of state
and to effectively march vorer files with records of driver's licenses, deaths, and felons. Given
the controversial “pusges” that have occurred, special care must be taken to update the lists
in a fair and transparent manner. States should adopt uniform procedures and strong
safeguards against incorrect removal of eligible voters. Every removal should be double-
checked before it is executed, and a record should be kept of every action. The process of
updating the lists should be continuous, and before each statewide election the voter rolls
should be audited for accuracy.

In addition, states need to assare the privacy and security of voter files. There is no
justification for states to release voter files for commercial purposes. However, components
of voter files should remain public documents subject to public scrutiny. States must
carefully balance the right to privacy of registered citizens with the need for rransparency in
elections when they decide what information on voter registration to make available to the
public. Procedures are also needed to protect voter files against tampering or abuse. This
might be done by setting up the voter database to make an automatic record of all changes
to the voter files, including a record of who made the changes and when.

Recommendations on Quality in Voter Registration Lists

26,1 States need to effectively maintain and update their voter registration lists. The
EAC should provide voluntary guidelines to the states for guality audits to test
voter registration databases for accuracy {correct and up-to-date information on
individuals}, completeness (inclusion of all eligible voters), and security (protection
against unauthorized access). When an eligible voter moves from one state to another,
the state to which the voter is moving shauld be required to notify the state which the
voter is leaving to eliminate that voter from its registration list,

2.6.

1

All states should have procedures for maintaining accurate fists such as electronic
matching of death records, drivers licenses, local tax ralls, and felon records.

2.6.3 Federal and state courts should provide state election offices with the lists of
individuals who declare they are non-citizens when they are summoned for jury duty.

264 In a manner that is consistent with the National Voter Registration Act, states should
make their best efforts to remove inactive voters from the voter registration fists. States
shoutd follow uniform and strict procedures for removal of names from voter registration
fists and should adopt strong safeguards against incorrect removat of eligible voters. All
removals of names from voter registration fists should be double-checked.

2.6.5 Local jurisdictions should track and document aff changes to their computer
databases, including the names of those who make the changes.

Buikding Confidence in U.5. Elections
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3.1

Voting Technology

The Help America Vote Act of 2002 authorized up to $650 million in federal funds to
replace antiquated voring machines throughout the country. States are using these funds
and their own resources to upgrade voting technology, generally to replace punch card
and lever voting machines with new oprical scan and electronic voting systems. As a
result, voting technology is improving,” but new concerns related to electronic voting
systems have arisen. These concerns nced to be addressed, because it is viral to the
electoral process that citizens have confidence that voting technologies are registering and
tabulating votes accurately.

VOTING MACHINES

The purpose of voting technology is to record and tally all votes accurately and to provide
sufficient evidence to assure all participants — especially the losing candidates and their
supporters — that the election result accurately reflects the will of the voters.

Voting machines must be both accessible and transparent. As requited by HAVA, the
machines must be accessible to language minorities and citizens with disabilities, including
the blind and visually impaired citizens, in a manner that allows for privacy and
independence. Voting machines must also be transparent, They must allow for recounts
and for audits, and thereby give voters confidence in the accuracy of the vote tallies.

Two current technology systems are optical scan and direct recording electronic {DRE)
systems, Optical scan systems rely on preprinted paper ballots thar are marked by the vorer,
like the ovals students fill in with a No. 2 pencil on a standasdized exam, and then are tun
through an optical scan machine that determines and tallies the votes. Such systems provide
transpasency because the paper baflots can be recounted and audited by hand. Under
HAVA, all aspects of the voting system, including the production of audir rail informaion,
must be accessible to voters with disabilities.

DRE machines present voters with their choices on a computer screen, and voters choose
by touching the screen or tuming a dial. The vare is then recorded electronically, usually
without ballor paper. DREs make up a growing share of voting equipment, Nearly 30
percent of votess live in jurisdictions that use DREs, compared to 17 percent in the 2000
election (see Table 7 on page 27).* DREs allow voters with disabilities to use audio prompts
to cast ballots privately and independently, and they facilitate voting by non-English
speakers by offering displays of the ballot in different languages. DREs also provide greater
accuracy in recording votes, in part by preventing over-votes, whereby people mistakenly
vote for more than one candidate, and by di accidental under-votes by
reminding voters when they overlooked one or more races

The accessibility and accuracy of DREs, however, are offset by a lack of transparency, which
has raised concerns about security and verifiability. In most of the DREs used i 2004,
voters could not check that their ballot was recorded correctly. Some DREs had no capacity
for an independent recount. And, of course, DREs are computers, and computers
malfunction. A malfunction of DREs in Carteret County, North Carolina, in the
November 2004 elections caused the loss of more than 4,400 votes. There was no backup
record of the votes that were cast. As a result, Carterer County had ne choice but to rerun
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the election, after which it abandoned its DREs. Other jurisdictions have fost votes because
election officials did not properly set up voting machines®

To provide backup records of votes cast on DREs, HAVA requires that all voting machines
produce a “permanent paper record with a manual audic capacity.” This requirement is
generally interpreted to mean that each machine must record individual ballot images, so
that they can be printed out and examined in the event of a disputed result o of a recount.
This will make DREs somewhat more i’ but it s seill insufficient to fully restore
confidence.

One way to instill greater confidence thar DREs are properly recording vores is to require
a paper record of the ballot that the voter can verify before the ballot is cast. Such a paper
record, known as a voter-verifiable paper audit trail (VVPAT), allows the voter to check that
his or her vote was recorded as it was intended.

Because voter-verifiable paper audir erails can permit recounts, audits, and a backup in case
of 2 malfunction, there is a growing demand for such paper trails, As of early Augusr 2005,
25 states requited voter-verifiable paper ballots, and another 14 states had proposed
fegislation with such a requi »

Since very few of the DREs in use today are equipped to print voter-verifiable paper audit
teails, cerrain bills before Congress would require election authorities to “retrofit” DREs
with such printers. In 2004, DREs with voter-verifiable paper audit trails were used only
in Nevada. They appear to bave worked well* When Nevadans went to the polls and
made their selection, a paper record of their vote was printed behind a glass cover on a
paper roll, like the roll of paper in a cash register. Voters were able to view the paper record
and thereby check that their vote was recorded accurately befose they cast their ballot. The
paper record was saved in the machine and thus was available for later use in recounts or
audits. After the 2004 elections, Nevada election officials conducted an internal audit,
which confirmed the accuracy of the votes recorded by the DREs. While less than one in
chree Nevada voters teportedly fooked at the paper record of their ballos, these voters had
the opporwunity to confirm their vote, and the paper allowed a chance to verify the
computer tallies after the election.

While HAVA already requires that all precinces be equipped with at least one piece of voting
equipment thar is fully accessible to voters with disabilities for use in federal elections by
January 1, 2006, must be accessible o voters with disabilities, the Commission believes that
wansparency in voting machines should also be assured in time for the 2008 presidential
election. With regard to current technology, states will need to use either DREs with a
voter-verifiable paper audit trail and an audio prompt for blind voters or optical scan voting
systems with at least one computer-assisted marking device for voters with disabilities 1o
mark their ballot. To ensure impl ion of this requi Congress will need to
appropriate sufficient funds to cover the costs of either retrofiting DREs with votes-
verifiable paper audit trails or purchasing 2 computer-assisied marking device for each
polling place that uses optical scan voring systems.

Concerns have been raised that the printers could malfunction just as computers do, Of
course, the previous ballot papers will be available, and the operators will know when the
printers fail. Stll, precincts should have backup printers for that contingeney. A second
concern is that the length of the ballot in some areas — such as California, which frequently
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has referenda — would require paper trails thar would be several feet long. In the case of
non-federal races, state law would determine whether the non-federal portion of the ballot
would similarly be required 1o provide a voter-verified paper audic erail. That is not a perfect
solution, but it s still betrer than having no paper backup at ail.

The standards for voting systems, set by the EAC, should assure both accessibility and
transparency in all voting machines. Because these standards usually guide the decisions of
voting machine manufacturers, the manufacturers should be encouraged to build machines
in the future that are both accessible and transparent and are fully capable of meeting the
needs of Americans with disabilities, of allowing voters to verify their ballots, and of
providing for independent audits of election results.

TABLE 2: Types of Voting Equipment Used in Recent Presidential Elections 1

Type of Voting Registered Voters in 2000 Registered Voters in 2004
Equipment {by percentage) {by percentage}
Punch Card 279% 124% \;
Lever 17 0% 14.0% |
Paper Ballots 13% 07% I
DataVote 28% 13% %
Optical Scan 29.5% 34.9% 1
Electeonic 126% 29.4% i
Mixed 89% 74% il
TOTAL 100.0% 100.0% 3
sounce Elecaon Data Serviees. Voting prvent Swmmary by Type, 2004. Election Daca Services, I
New Staidy Shows 56 Mililon Vorers Wl Use Biectroai Voring Systems. 32 with Punck Cards in 2004, {
i

Recommendations on Voting Machines

3.11 Congress should pass a law requiring that al! voting machines be equipped with a
voter-verifiable paper audit trail and, cansistent with HAVA, be fully accessible to
voters with disabilities. This is especially important for direct recording electronic
(DRE) machines for four reasons: (a) to increase citizens’ confidence that their vote
will be counted accurately, (b) to aliow for a recount, (¢) to provide a backup in cases
of foss of votes due to computer malfunction, and (d) to test — through a random
selection of machines — whether the paper result is the same as the electronic result,
Federal funds should be appropriated to the EAC to transfer to the states to
implement this law. While paper trails and ballots currently provide the only means to
rneet the Commission’s recommended standards for transparency, new technologies
may do 50 mare effectively in the future. The Commission therefore urges research and
development of new technologies to enhance transparency, security, and auditability of
voting systems.

3.1.2 States should adopt unambiguous procedures to reconcile any disparity between the
electronic baliot tally and the paper ballot tally, The Commission strongly recommends
that states determine well in advance of elections which witl be the ballot of record.

Building Confidence in U.S. Elections B
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3.2 AUDITS

While voter-verifiable paper ballots will contribute to strengthening public confidence in
DREs, regular audits of voting machines are also needed o double-check the accuracy of
the machines’ vote talfies. Such audits were required by law in 10 states as of mid-August
2005.% To carry out such audits, election officials would randomly select a sample of voting
machines and compare the vote total recorded by the machines with the vote rotal on the
paper ballots. The audits would test the reliability of voting machines and idenrify
problems, often before a close or disputed election takes place. This, in turn, would
encourage both suppliers and election officials to effectively maintain voting machines.

Some concern has been expressed about the possibility of manipulation of paper audic
trails.® If DREs can be manipulated to alter the vote tallies, the same can be done with
paper audit trails. Such manipulation can be detected and deterred by regular audits of
voting machines. Regular audits should be done of all voting machines, including DREs
and optical scan systems.

Recommendation on Audits

3.21 State and focal election authorities should publicly test all types of voting machines
before, during, and after Election Day and allow pubfic observation of zero machine
counts at the start of £lection Day and the machine certification process.

3.3 SECURITY FOR VOTING SYSTEMS

DREs run on software that can be compromised. DRE software may get artacked or
hacked by outsiders, perhaps through the Internet. As experience in computer security
shows, it s often difficul to defend against such atracks. Hackers often are creative and
determined, and voting systems provide a tempting target. However, while some DREs
send their results to election headquarters over the [neernet, they arc not connected 1o the
Interner during voting.

The greater threat to most systems comes not from external hackers, but from insiders who
have direct access to the machines. Software can be modified maliciously before being
installed into individual voting machines. There is o reason to trust insiders in the election
industry any more than in other industries, such as gambling, where sophisticated insider
fraud has occurred despite extraordinary measures to prevent it. Sofrware can also be
programmed incorrectly. This poses a likely threat when local programmers who lack the
necessary skills nonetheless modify the ballot for local offices, and many might nor have the
sophistication required for the new machines.

In addition to the output of DREs, which can be verified through a paper audit trail, the
inside process of programming DREs should be open to scnuting by candidases, their
supporters, independent experts, and other interested citizens, so that problems can be
detected, deterred, or corrected, and so that the public will have confidence in the machines.

H Raport of the Commissian on Federal Eiection Reform
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At the same time, manufacturers of voting machines have legitimare reason to keep their
voting rachine software and its source code proprietary. The public interest in rransparency
and the proprietary interests of facturers can be
reconciled by placing the source code in escrow with the
National Institure of Standards and Technology (NIST),
and by making the source code available for inspection on
a restricted basis to qualified individuals. NIST might
make the source code available to recognized computer
security experts ar accredited universities and to experts
acting on behalf of candidates or political parties under a
nondisclosure agreement, which would bar them from
making information about the source code public, though
they could disclose security flaws or vulnerabilities in the
voting system software.

|
|
|
|
L

Doubrt has been raised that some manufactusers of voting
machines provide enough security in their systems to
reduce the risk of being hacked. Such concerns were
highlighted aftec a group of computer security experts
examined a voting system source code that was
accidentally feft on the Internet™ Independent inspection
of source codes would strengthen the security of voting systems software by encouraging
manufacturers to improve voting system security. Expert reviews may also detect software
design flaws or vulnerabilities. This, in turn, could bolster public confidence in the
reliability of DRE:s to accurately recard and tally the vote in elections.

In addition to the source codes, the software and the voting machines themselves are
p ially vulnerable to manipulation. Security for voting systems should guard against
artempts to tamper with software or individual voting machines. When voting machines
ate sested for certification, a digital fingerpring, also known as a “hash,” of their software is
often sent 1o NIST. Following the delivery of new voting machines, a local jurisdiction can
compare the software on these machines to the digital fingerprine at NIST. This
comparison either will identify changes made to the software before delivery o, if the
software is unaltered, will confirm that the sofiware on the individual machines meets the
certified standards.

Once voting machines arrive at the local jurisdiction, election officials must take
precautions to ensure security by restricting access to authorized personnel and by
ds access to the machin

The process of testing and certifying voting machines is designed mainly to ensure their
reliability. Testing and certification is conducted under EAC supervision, although some
states require additional testing and certification. The state testing can make the progess
more rigorous, particularly when voting machines are field tested. When California
conducted 2 mock election with new voting machines in July 2005, it found unacceptable
rates of malfunctions that were not apparent in lab tests.

Building Confidence in U.5. Elections
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No matter how secure voting machines are or how carefully they are used, they are liable to
malfunction. To avoid a situation where a machine malfunction will cause a major
disruption, local jurisdictions need to prepare for Election Day with a backup plan,
including how the vendor will respond to a machine malfunction and what alternatives,
inchuding paper baflots, should be made available.

Recemmendations on Security for Voting Systems

3.3.1 The Independent Testing Authorities, under EAC supervision, should have responsibility
for certifying the security of the source codes to protect against accidental or
deltherate manipulation of vote results. In addition, a copy of the source codes should
be put in escrow for future review by qualified experts. Manufacturers who are
unwitling to submit their source codes for EAC-supervised testing and for review by
independent experts should be prohibited from selling their voting machines.

33

18

States and local jurisdictions should verify upon delivery of a voting machine that the
system matches the system that was certified.

333 Local jurisdictions should restrict access to voting equipment and document al} access,
as well as all changes to computer hardware or software,

3.3¢

S

Local jurisdictions should have backup plans in case of eguipment failure on
Election Day.

3.4 INTERNET VOTING

The Internet has become such a pervasive influence on modern life thar it is natural for the
public and election officials 1o begin considering ways to use it to facilitate voting. The first
binding Internet election for political office took place in 2000, when the Arizona
Democratic Party used it during its primary. In 2004, the Michigan Democraric Party
allowed voting by Internet during its caucuses. Meanwhile, Missouri announced thar any
member of the U.S. military serving in combat areas overseas could complere an absentee
ballot for the general election and email a scanned copy to the Department of Defense,
which then would forward it to the appropriate local election offices.

Despite these much-publicized trials, serious concerns have been raised about the push for
2 "digital democracy.” In 2004, the Department of Defense cancelled its $22 million Secure
Electronic and Voting Registration Experiment (SERVE) program designed to offer
Interner voting during the presidential election to members of the U.S. military and other
overseas citizens. The cancellation came after 2 group of top computer scientists who
reviewed the system reported that without improved security, Internet voting is highly
susceptible to fraud.
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Firse, there are the issues of privacy and authentication. When using the Internet, one
cannot assue voters that their ballot will remain secrer. Second, the current system is not
fully secure. Although data sent via the Internet can be encrypted and then decoded by local
election ad hackers can comp the systern. This was the conclusion of the
coraputer scientists who reviewed the SERVE program for the Pentagon. Due to security
threats, some state and local election offices do not allow vote torals to be transmitted via
the Internet. Third, no government or industry standards specifically apply to Internet
voring technology. The EAC may begin developing such standards, but thar work has not
begun. Finally, Internet voting from hores and offices may not provide the same level of
privacy as the voting booth.

To date, the most comprehensive study of Internet voting is contained in a 2001 report
sponsored by the Narional Science Foundation.* This reporr urges further research and
experimentation to deal with the problems posed by this form of voting. Its authors suggest
that it will take at least a decade to examine the various security and authenticarion issues.
Our Commission agrees that such experimentation is necessary, and that the time for
Tnternet voting has not yet arrived.

Buiiding Confidence in U.S. Elections
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a. Expanding Access to Elections

The Commission believes that the vicality of America’s democracy depends on the active
participation of our citizens. Yet, even in the presidential election in 2004, when voter
interest was higher than normal, more than one in three eligible voters did not participate.
We need to do more o increase voter participation, and we have considered numerous
methods. None of them will solve the problem, but we encourage states to experiment with
alternatives to raise the level of voter participation.

Recent elections have seen a substantial increase in early voting and in voting by mail,
While only 8 percent of ballots were cast before Election Day in 1994, by 2004 the
percentage of ballots cast before Election Day had risen to 22 percent, This increase in early
and convenience voting has had litrle impact on voter turnout, because citizens who vote
early or vote by mail tend to vote anyway.” Early and convenience voting are popular, but
there is litde evidence that they will significantly expand participation in elections.®

There are other measures that can be taken to expand
participation, particulatly for military and overseas voters
and for citizens with disabilities. There is also much o do
with regard to civic and voter education that could have a
long-term and lasting effect, particularly on young people.
However, we first need to reach out to all eligible voters
and remove any impediments to their participation
created by the registration process or by identification
requirements.

All citizens, including citizens with disabilities, need to
have access to polling places. Polling places should be
located in public buildings and other semipublic venues
such as churches and community centers that comply
with the Americans with Disability Act (ADA).
Additionally, polting places should be located and
protected so that voters can participate free of
intimidation and harassment. Polling places should not be
focated in a candidate’s headquarters or in homes or
business establishments chat are not appropriately
accessible to voters with disabilities.

4.1 ASSURED ACCESS TO ELECTIONS

The Commission’s proposals for a new electoral system contain elements to assure the
quality of the list and the integrity of the ballot. But to move beyond the debate between
integrity and access, specific and important steps need 1o be taken to assure and improve
ACCess 1o VO(Ing.

Seates have a responsibility to make voter registration accessible by taking the initiative ©o
reach out to citizens who are not registered, for instance by implementing provisions of the
National Voter Registration Act that allow voter registration at social-service agencies ot by
conducting voter registeation and REAL 1D card drives with mobile offices. Michigan, for
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example, uses 2 mobile office to provide a range of services, including
driver's licenses and voter registration. This model should be extended
to all the states,

Political party and nonpartisan voter registration drives generally
contribute to the electoral process by generating interest in upcoming
elections and expanding participation. However, they are occasionally
abused. There were ceports in 2004 thar some party activists failed to
deliver voter registration forms of citizens who expressed a preference
for the opposing party. During the U.S. House Administration
Committee hearings in Ohio, election officials reported being deluged
with vorer registration forms at the last minute before the registration
deadline, making it difficult to process these registrations in a timely
manner. Many of the registration forms delivered in October to
election officials were actually collected in the spring.

Each state should therefore oversee political party and nonpartisan
voter registration drives to ensure that they operate effectively, that
forms are delivered promptly to election officials, that all complered registration
forms are delivered to the election officials, and thar none are “culled” and omitted
according to the regissrant’s partisan affiliation. Measures should also be adopted 1o track
and hold accountable those who are engaged in submitting fraudulent voter registrations.
Such oversight might consist of training activists who conduct voter registration drives and
wacking voter registration forms to make sure they are 4l accounted for. The tracking of
voter registration forms will require berter cooperation between the federal and state
governments, pethaps through the EAC, as the federal government puts some registration
forms online, In addition, states should apply a criminal penalty to any activist wha
deliberarely fails to deliver a completed voter tegistration form.

on A d Access to Electi
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States should undertake their best efforts to make voter registration and ID accessible
and available to all eligible citizens, including Americans with disabilities. States
should also remove all unfair impediments to voter registration by citizens who are
eligible to vote.

States should improve procedures for voter registration efforts that are not conducied
by election officials, such as requiring state or local registration and training of any
“woter registration drives.”

Because there have been reports that some people allegedly did not defiver registration
forms of those who expressed a preference for another party, states need to take special
precautions to assure that alf voter registration forms are fully accounted for. A unique
number should be printed on the registration form and also on a detachable receipt 5o
that the voter and the state election office can track the status of the form.™ In addition,
voter registration forms should be returned within 14 days after they are signed.

Report of the Commission on Federal Election Reform
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4.2 VOTE BY MAIL

A growing number of Americans vote by mail. Oregon moved entirely to 4 vote-by-mail
system in 1998, and the practice of casting ballots by mail has continued to expand
nationwide as voters and election officials seek alternatives to the traditional system of
voting at polling stations. The state fegishtures of California and of Washingron state have
considered legistation to expand the use of vore by mail, and in 24 states no excuse is
required to vote absentee.

The impact of vote by mail is mixed. Proponents argue that vote by mail facilitates
participation among groups that expetience low voter turnous, such as elderly Americans
and Native Americans.

While vote by mail appears to increase turnout for focal elections, there is no evidence that
it significantly expands par in federal elections.® Moreover, it raises conceens
about privacy, as citizens voting at home may come under pressure to vote for certain
candidates, and it increases the risk of fraud. Oregon appears to have avoided significant
fraud in its vore-by-mail elections by
introducing safeguards o protect ballot
integrity, including signature verification,
Vote by mail is, however, likely o increase
the risks of fraud and of contested
elections in other states, where the
population is more mobile, where there is
some history of troubled elections, or
where the safeguards for ballot integrity
are weaker,

The case of King County, Washington, is
instructive. In the 2004 gubernatorial
elecrions, when two in three baflots there
were cast by mail, authorities lacked an
effective system to track the number of
ballots sent or returned. As a result, King
County election officials were unable to
account for all absentee ballots. Moreover, 2 number of provisional ballots were accepted
without signature verification.” The Failuses to account for all absencee ballots and ro verify
signatures on provisional ballots became issues in the protracted liigation that followed
Washington state’s 2004 gubernarorial election.

Vote by mail is popular but not a panacea for declining participation. While there is litle
evidence of fraud in Oregon, where the entire state votes by mail, absentee balloting in
other states has been one of the major sources of fraud. Even in Oregon, better precautions
are needed to ensure that the return of ballots is not intercepted.

The evidence on “early” voting is similar to that of vote by mail. People like it, but it does
not appear to increase voter participation, and there are some drawbacks. It allows a
significant portion of voters to cast their ballot before they have all of the information that
will become available to the rest of the electorate, Crucial information about candidates
may emerge in the final weeks or even days of an election campaign. Early and convenience
voring also detracts from the collective expression of citizenship that takes place on Election
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Day. Moreover, the cost of administering elections and of running campaigns tends to
increase when early and mail-in voting is conducted in addition to balloting on Election
Day. Early voting should commence no earlier than 15 days prior to the election, so that
all voters will cast their ballots on the basis of largely comparable information abour the
candidates and the issues.

Recommendation on Vote by Mail

4.2.1 The Commission encourages further research on the pros and cons of vote by mail and
of early voting.

4.3 VOTE CENTERS

Another alternative 1o voting at polling stations is the innovation of “vote centers,”
pioneered by Larimer County, Colorado. Vote centers are larger in size than precincts but
fewer in number. They are dispersed throughout the jurisdicrion, but close to heavy traffic
routes, larger residential areas, and major employers. These vote centers allow citizens to
vote anywhere in the county rather than just at a designated precinct. Because these vote
centers employ economies of scale, fewer poll workers arte required, and they tend to be
more professional. Also, the vote centers are reported to use more sophisticated technology
that is more accessible to voters with disabilities. Vote centers eliminate the incidence of
out-af-precinct provisional ballocs, but they need to have a unified voter database that can
communicate with all of the other centers in the county to ensure that eligible citizens vote
only once.

While vote centers appear to have operated effectively in Larimer County, further research
is needed to determine if the costs of establishing vote centers are offset by the savings of
<liminating traditional polling sites. Moreover, because vote centers replace traditional
voting at precincts, which are generally closer ro a voter's home, it is not clear thae citizéns
actually view them as mote convenient.

Recommendations on Vote Centers

4.3.1 States should modify current election faw to allow experimentation with voting centers.
More research, however, is needed to assess whether voting centers expand voter
participation and are cost effective,

432 Voting centers need a higher quality, computer-based registration fist to assure that
citizens can vote at any center without being able to vote more than once.
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4.4 MILITARY AND OVERSEAS VOTING

Military and overseas voting present substantial logistical challenges, yet we cannor
overstate the imperative of facilitating participation in elections by military and overseas
votets, particularly by service men and women who put their lives on the line for their
country. The Commission calls on every state, with federal government assistance, to make
every effort to provide all military and overseas voters with ample opportunity to vote in
federal elections.

More than six million eligible voters serve in the Armed
Forces or live overseas. These voters include 2.7 million
military and their dependents and 3.4 milfion diplomats,
Peace Corps volunteers, and other civilian government
and other citizens overseas.™

Voter turnout among members of the armed forces is
high. So is the level of frustration they experience when
their votes cannot be counted. This happens largely
because of the time required by the three-step process of
applying for an absentee ballot, receiving one, and then
returning a completed ballot, The process is complicated
by the differences among states and among localities in
the registration deadline, ballot format, and requirements
for ballot return, and it is exacerbated because of the
mobility of service men and women during a time of
conflict, Since September 11, 2001, more than 500,000
National Guard and Reserve personnel have been
mobilized, and many were relocated before they received
their absentee ballots.

Congress passed the Uniformed and Overseas Citizens

Absentee Vating Act (UOCAVA) in 1986 to help eligible members of the armed services
and their families, and other citizens overseas, to vote. UOCAVA required each state o have
a single office to provide information on voter registration and absentee ballot procedures
for military voters. The Help America Vote Act of 2002 (HAVA) recommended — but did
not require — that this state office should coordinate voting by military personnel by
receiving absentee ballor applications and collecting voted ballots. The introduction of
statewide voter registration databases under HAVA provides an opportunity w put this
recommendation into practice. But aside from Alaska, which already had a single state
office, no state has centralized the processing of absentee ballots. This is another example as
0 why ret ding, rather than requiring, a course of action is insufficient.

The Commission recommends that when registering members of the armed forces and
other overseas voters, states should inquire whether to send an absentee ballot to them
automatically, thus saving a step in the process.

In the 2004 presidential election, approximately one in four military voters did not vore for
a variety of reasons: The absentee ballots were not returned or arrived too late; they were
rejected for procedural deficiencies, such as a signature not properly witnessed on the back
of the return envelope; blank ballots were returned as undeliverable; or Federal Pose Card

Applications were rejected.®
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The U.S. Department of Defense’s Federal Voting Assistance Program, which assists
military and overseas voters, tried to reduce the time lag for absentee voting by launching
an electronic voting experiment. However, this experiment was ended because of
fundamental security problems (see above on “Internet voring”).# In the meantime, the
Federal Voting Assistance Program encouraged states to send blank ballots our electronically
and to accept voted ballors by fax. There now are 32 states that permit fax delivery of a
blank ballot to military voters and 25 states that allow military voters to return their voted
ballot by fax. In addition, some jurisdictions allow the delivery of biank ballots by email.®
The retuen of voted ballots by fax or email, however, is a violation of the key principle of 2
secret ballot, and it is vulnerable to abuse or fraud,

Although the Uniformed and Overseas Citizens Absentee Voting Act applies to both
military and nonmilitary voters overseas, procedures to facilitate overseas voting serve
military voters berter than civilians. To provide civilian overseas voters with equal
opportunities to participate in federal elections, new approaches are needed at both the
federal and stare levels.

Recommendations on Military and Overseas Voting

441 The law calling for state offices to process absentee ballots for military and overseas
government and civilian voters should be implernented fully, and these offices should be
under the supervision of the state election offices.

4.4.2 New approaches should be adopted at the federal and state levels to facilitate voting
by civilian voters overseas.

4.43 U.S. Department of Defense (DOD) should supply to all military posted outside the
United States a Federal Postcard Applicatian for voter registration and a Federal
Write-in Absentee Ballot far calendar years in which there are federal elections. With
adequate security protections, it would be preferable for the application forms for
absentee ballots to be filed by Internet.

#4.4.4 The states, in coordination with the U.S. Department of Defense’s Federal Voting
Assistance Program, should develop a system to expedite the defivery of ballots to
military and overseas civilian voters by fax, email, or overnight detivery service, but
voted ballots should be returned by regular mail, and by overnight mail whenever
possible. The Defense Department should give higher priority to using military aircraft
returning from bases overseas to carry baffots. Voted ballots should not be returned by
email or by fax as this violates the secrecy of the ballot and is vulnerable to fraud.

44.5 All ballots subject to the Uniform and Overseas Civitians Absentee Voting Act must
be mailed out at least 45 days before the election (if request is received by then) or
within two days of receipt after that. If the ballot is not yet set, due to fitigation, a
late vacancy, etc., a temporary ballot listing all settled offices and ballot issues must
be mailed.
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4.4.6 States should count the batiots of military and overseas voters up to 10 days after an
election if the ballots are postmarked by Election Day.

4.4.7 As the technology advances and the costs decline, tracking systems should be added to
absentee batlots so that military and overseas voters may verify the gelivery of their
voted absentee battots.

4.4.8 The Federal Voting Assistance Program should receive a copy of the report that states
are required under HAVA to provide the EAC on the number of absentee baliots sent
to and received from military and overseas voters.

4.5 ACCESS FOR VOTERS WITH DISABILITIES

There are almast 30 million voting-aged Americans with some kind of disability—about
15 percent of the population (see Table 3 on page 40). Less than half of them vote. There
are federal laws to facilirate voting and registration by eligible Americans with disabilities,
but these laws have not been implemented with any vigor. As 2 result, voters with
disabilities still face serious barriers to voting.* Congress passed the Voting Accessibility for
the Elderdy and Handicapped Act in 1984 and the
Americans with Disabilidies Act of 1990, which required
local authorities to make polling places physically
accessible to people with disabilities for federal elections.
Yer a Government Accountability Office survey of the
natior’s polling places in 2000 found thar 84 percent of
polling places were not accessible on Election Day. By
2004, accessibility for voters with disabilities had
improved only marginally. Missousi, for example,
surveyed every polling place in the stare and found that 71
percent were not accessible. Most other states have not
even conducted sarveys.”

There is similarly weak implementation of laws designed
to facilitate voter registration by citizens with disabilities.
Section 7 of the National Voter Registration Act (NVRA)
requires state-funded agencics which provide services to
citizens with disabilities to offer the oppormnity to
register citizens to vote. Implementation of this
requirement, according to advocates for voters with
disabilities, is rare or poor.™

1
Building Confidence in U.S. Flections L




218

HAVA provided additional support to Section 7 of NVRA by including social-service
agencies as places to register voters, but only one state, Kentucky, has complied with Section
7, according to advocates for voters with disabilities. Moreover, at the current time, there is
not a single case where the new statewide voter databases comply with Section 7. Thus,
12 years after the National Voter Registration Act was passed, voters with disabilities still
cannot apply for voter registration at all social service offices.

TABLE 3: Estimates of U.S. Voting Population with Disabifities by Type

Percent of Totat

Disability Type g der \oting Age

Population
Sensory, Physical, Mental or Seif-Care Disability 295 15%
Seif-Care Disability b4 3%
Physica Disability 125 6%
Mentat Disability 4.0 2%
Sensory Disability 39 2%
Sensory and Physical Disability 25 1%
Sensory, Physwcal, and Mentat Disability 20 1%
Totat Votsng Age Population in the U.S. (18 and older) 203.0 100%
noTEs Respondents weee able to repat more than noe o pe of disabifi.

3ouREEs: U.S, Census Bureau, Selected Types of Disabiliy fot the Civtian Noninstinutionalized foputarion § Years and Over by Ager
2000; U.S. Census Burcau, Voting and Registeasion fn the Election of Noxcrber 2000,

Recommendations on Access for Voters With Disabilities

4.5.1 To improve accessibility of polling places for voters with disabilities, the U.S.
Department of Justice should improve its enforcement of the Americans with
Disabilities Act and the accessibility requirements set by the Help America Vote Act.

4.5

i)

States should make their voter registration databases interoperable with social-service
agency databases and facilitate voter registration at secial-service offices by citizens
with disabilities.

453 States and local jurisdictions should allow voters with disabilities to request an
absentee ballot when they register and to receive an absentee balfot automatically for
every subsequent election. Local election officials should determine which voters with
disabilities would qualify.

4.6 RE-ENFRANCHISEMENT OF EX-FELONS

Only Maine and Vermont allow incascerated citizens to vote. In all other states, citizens
who are convicted of a felony lose their right to vote, either temporarily or permanently. An
estimated 4.65 million Americans have currently or permanently lost their right ro vote as
aresult of a felony conviction. Most states reinstate that right upon completion of the full
sentence, inchuding of patole, but three states — Florida, Kenrucky, and Virginia —
permanently ban all ex-felons from voting, and another 10 states have a permanent bas on
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voting by certain categories of ex-felons.”® These laws have a disproportionate impact
on minorities.

Some states impose 2 waiting period after felons complete their sentence before they can
vote. Few states take the initiative to inform ex-felons when their voting rights ate restored.
As a result, only a small portion of the ex-felons who have regained their voting rights are
registered to vote.

Proponents of re-enfranchisement argue that ex-felons have paid their debr to society when
they have completed their full sentence. Restoring their right to vote would encourage them
o reintegrate into society. Each state therefore should automatically restore the voting
rights of ex-felons who have completed their full sentence, including any terms of parole
and compensation to victims, Opponents of re-enfranchisernent, however, see this as a
“punishment” issue rather than a “voting rights” issue. They believe that each state should
be free to decide whether to restore the voting rights of ex-felons. States set punishment for
state crimes, and this often extends beyond the completion of a felon’s sentence. Ex-felons

are, for instance, usually barred from purchasing firearms or from getting a job as a public-
school reacher. Nonetheless, weighing both sides of the debate, the Commission believes
that voting rights should be restored to certain categories of felons after they served the debt
to society.

on Re-Enf t of Ex-Felons

4.6.

-

462

States should aliow for restoration of voting rights to otherwise eligible citizens who
have been convicted of a felony (other than for a capital crime or one which requires
enroliment with an offender registry for sex crimes) once they have fully served their
sentence, including any term of probation or parole.

States should provide information on voter registration to ex-felons who have become
eligible to vote. In addition, each state’s department of corrections should automatically
notify the state election office when a felon has regained efigibility to vote.

4.7

VOTER AND CIVIC EDUCATION

Among the simplest ways to promote greater and more informed participation in elections
is to provide citizens with basic information on voting and the choices that voters will face
in the polling booth, HAVA requires only that basic voter information, including a sample
bailor and instructions on how 1o vote, be posted ar each polling site on Election Day.
However, additional voter information is needed.

States or local jurisdictions should provide information by mail and on theic Web sites to
educate voters on the upcoming ballor ~ on the issues and the candidares, who will
provide the information about themselves, Local election officials should set limits on the
amount — but not the content — of information to be provided by the candidates. In
Washington state, for example, every household is mailed a pamphlet with ink ion on
how to register, where to votc, and texts of election laws and proposed ballot initiatives and
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ferend: hl

This voter’s pamp also has a piceure of each
candidate for statewide office and a sratement of the candidate’s
goals for the office they seck. In addition, there should be greater
use of the radio and television t communicate these messages.

Efforts to provide veter information and education to young
Americans merit particular attention. Voter trnout among youth
declined steadily from the 1970s to 2000, when it was 24 percent
lower than tuenout of the entire electorate. In 2004, however, there
was & surge of 11 percent in voter turnout among Americans aged
18 to 24, and the gap between youth turnout and overall rnout
dropped 1o 17 percent (see Table 4)."

While participation by youth increased significantly in the last
election, it continues to lag far behind the rest of the population. It
can and should be increased by instructing high school students on
their voting rights and civic responsibilities. Just one course in civics
or American government can have a strong influence on youth
participation in elections, According to a 2003 survey, about twice
as many young Americans who have taken a civics course are
registered to vote and have voted in all or most electons than
young Americans who have never taken such a course.”

Moreover, Americans want public schools to prepare their children for citizenship and o
provide better civic education. While most Americans believe that the most important
goal of public schools is to develop basic skills, seven in 10 respondents to a 2004 survey
agreed that preparing students to become responsible citizens is a “central purpose of
public schools.” When asked to grade the civic education programs of public schools, 54
percent of respondents give these programs a “C” and 22 percent give them a “D.™

It is difficult to assess the current efforts of state and local voting and civic education
programs because only one state, Florida, publishes a report on its activities and speading
in this area, We recommend that more states and local jurisdictions follow Florida's
example in order to generate more information on the most effective methods for voter
and civic education.

TABLE 4:
Voter Turnout in Presidential Elections by Age, 1972-2004

Age Range

18 to 24 years 496 422 399 40.8 36.2 a8 324 323 41.9
25 to 44 years 62.7 58.7 587 584 54.0 583 49.2 43.8 522
45 to 64 years 70.8 68.7 69.3 63.8 673 70.0 64.4 641 66.6
65 years+ 63.5 62,2 65.1 &7.7 68.8 701 87.0 676 68.9

source: U.S. Census Buscan (2004).
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Recommendations on Voter and Civic Education
4.7.1 Each state should publish a report on its voter education spending and activities.

4,72 States should engage in appropriate voter education efforts in coordination with focal
election authorities to assure that all citizens in their state have the information
necessary to participate in the election process.

41.3 Each state should use its best efforts to instruct all high school students on voting
rights and how to register to vote. In addition, civic education programs should be
encouraged in the senior year of high school, as these have been demonstrated to
increase voter participation by youth.

4.7.4 Local election authorities should mail written notices to voters in advance of an
election advising the voter of the date and time of the election and the palling place
where the voter can cast a ballot and encouraging the citizens to vote. The notice
should also provide a phone number for the voter to contact the election authorities
with any questions.

4.75 States should mail pamphlets to voters, and post the pamphlet material on their Web
sites, to provide information about the candidates for statewide office and about ballot
initiatives and referenda.

4.7.6 The federal government should provide matching funds for the states to encourage civic
and voter education and advertisements aimed to encourage people to vote.
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5.1

Improving Ballot Integrity

Because the integrity of the ballot is a hallmark of democracy, it is imperative that election
officials guarantee eligible voters the oppertunity te vote, but only once, and wbulate
ballots in an accurate and fair manner.

INVESTIGATION AND PROSECUTION OF ELECTION FRAUD

While election fraud is difficult to measure, it occurs. The U.S. Department of Justice
has launched more than 180 investigations into election fraud since October 2002.
These investigations have resulted in charges for multiple voting, providing fake
information on their felon status, and other offenses against 89 individuals and in
convictions of 52 individuals. The convictions telated to a variery of election fraud
offenses, from vote buying to submitting false voter registration information and
voring-related offenses by non-citizens.™

In addition to the federal investigations, state atrorneys general and local prosecutors handle
cases of election fraud. Other cases are never pursued because of the difficulty in obtaining
flicient evidence for ion or because of the low priority given to election fraud
cases. One district attorney, for example, explained thar he did not pursue allegations of
fraudulent voter registration because that is a victimless and nonviolent crime.®

Election fraud usually attracts public artention and comes under investigation only in close
clections. Courts may only overmurn an election result if there is proof that the number of
irregular or fraudulent votes exceeded the margin of victory. When there is 2 wide margin,
the losing candidate rarely presses for an investigation. Fraud in any degree and in any
circumstance is subversive to the electoral process. The best way to maintain baflot integrity
is to investigate all credible allegations of election fraud and otherwise prevent fraud befare
it can affect an election.

Investigation and prosecution of election fraud should include those acts committed by
individuals, including election officials, poll workers, volunteers, challengers or other
nonvoters associated with the administration of elections, and not just fraud by voters.

" 1, "

511

512

on tion and Pri tion of Election Fraud

In July of even-numbered years, the U.S. Department of Justice should issue a public
report on its investigations of election fraud. This report should specify the numbers of
allegations made, matters investigated, cases prosecuted, and individuals convicted for
various crimes. Each state’s attorney general and each local prosecutor should issue a
simifar report.

The U.S. Department of Justice's Office of Public Integrity should increase its staff to
investigate and prosecute election-refated fraud.
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513 In addition to the penalties set by the Voting Rights Act, it should be a federal felony
for any individual, group of individuals, or organization to'engage in any act of
violence, property destruction (of more than $300 value), or threatened act of violende
that is Intended to deny any individual his or her lawful right to vote or to participate *
in a federal election.

BL4  To deter systemic efforts to deceive or intin{idate voters, the Commission recommends
federal legistation to prohibit any individual or group from deliberately providing the
public with incorrect information about election procedurss for the purpose of
preventing voters from going to the poils.

5.2 ABSENTEE BALLOT AND VOTER REGISTRATION FRAUD

Fraud occurs in several ways, Absentee ballots remain the largest source of potential voter
fraud.® A notorious recent case of absentes ballot fraud was Miami’s mayoral election of
1998, and in that case, the judge declared the election fraudulent and ealled for a new
election. Absentee balloting is vulnerable o abuse in several ways: Blank ballots mailed o
the wrong address or to large residential buildings mighs get intercepted, Cirizens who vote
ar home, at nursing homes, at the workplace, or in church are more susceptible to pressure,
overt and subtle, or to intimidation. Vote buying schemes are far mose difficult to derect
when citizens vote by mail. States therefore should reduce the risks of fraud and abuse in
absentee voting by prohibiting “third-party” organizations, candidares, and polirical party
activists from handling absentes ballots. Staves also should make sure that absentee ballots
received by election officials before Election Day are kept secure until they are opened and
counted,

ered to vote in several recent elections. Following a disputed 1996
congressional election in California, the Commitiee on House Oversight found 784 invalid
votes from individuals who had registered illegally. In 2000, modom checks by the
Honolulu city cleelds office found about 200 registered voters who had admisred they were
not U.S. citizens.™ In 2004, at least 35 foreign citizens applied for or received voter cards
in Harrds County, Texas, and non-citizens were found on the voter registration lists in
Maryland as well.®

The growth of “third-party” (unofficial) voter registration drives in recent elections has led
0 a tise in reports of voter registration fraud. While media atrention focused on reports of
fraudulent vorter registrations with the names of carroon characters and dead people,
officials in 10 smees § g ccusations of vorer registration frand ing from
elections in 2004, and berween October 2002 and July 2005, the U.S. prosecured 19
people charged with vorer registration fraud.* Many of these were submittad by third-party
organizations, often by individuals who were paid by the piece to register voters.

States should consider new legislation to minimize fraud in voter registration, particularly
1o preveat abuase by thid-party organizations that pay for voter registration by the piece.
Such legislarion mighe direct efection offices to check the identity of individuals regisrered
through third-party voter registration drives and to track the voter registeation forms.

HAVA requires citizens who register by mail to vote in a state for the first time 10 provide
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an 10 when they register or when they vore, Some states have inverprered this requirement
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R tions on Al Ballet and Voter Registration Fraud

5.2

s

State and lonal jurisdictions should prohibit a person from handling absentee ballots
ather than the voter, an acknowledged family member, the U.S. Postal Service or other
legitimate shipper, or election officials. The practice in some states of allowing

iver absentee ballots should be

candidates or party workers to pick up and de

eliminated.

822 Al states should consider passing legisiation that attempts to minimize the fraud that

ited from “payment by the piece” to anyone in exchange for their efforts in

has re
voter registration, absentee ballot, or signature coliecth

523 States should not take actions thal discourage tegal vo qistration or get-cut-the-

stance, including assistance to voters who are not required to vote

vote activities or a:
son under federal law.
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6.1

Election Administration

To build confidence in the electoral process, it is imp that elections be administered in
a neurral and professional manner, Election officials, from county clerks and election board
members to secretaries of state and U.S. Election Assistance Commission members, generally
have shown great skill and dedication in administering elections in a fair and impartial
manner. The institutions of election ad however, are in need of improvement,
so that they may instill greater public confidence in the election process and allow election

officials to carry our their responsibilities more effectively {see Table 5 on page 52).

Elections are contests for power and, as such, it is natural that politics will influence every
past of the contest, including the administration of elections. In recent years, some partisan
election officials have played roles that have weakened public confidence in the electoral
process. Many other partisan election officials have tried to execute their responsibilities in
a neutral manner, but the fact that they are partisan sometimes raises suspicions that they
might favor their own party. Most other democratic countries have found ways to insulate
electoral administration from politics and partisanship by establishing truly -
professional, and nonpartisan independent national clection commissions that function
almost like a fourth branch of government. The Unired Stares, too, must take steps to
conduct its clections impartially both in practice and in appearance.

Impartial election administration, however, is not enough. Elections must also be
administered effectively if they are to inspire public confidence, Long lines at polfing
stations, inadequately trained poll workers, and inconsistent or incorrect application of
elecroral procedures may have the effect of discouraging voter participation and may, on
occasion, raise questions about bias in the way elections are conducted. While problems ar
polling stations usually reflect a shortage of trained poll workers or poor management of
polling station operations, rather than an attempt to seek partisan advantage, the result is
much the same. Such problems raise public suspicions or may provide grounds for the
losing candidate to contest the result in a close election.

INSTITUTIONS

The intense partisanship and the close division of the American electorate, coupled with
the Electoral College system, raise the possibility of another presidential election decided by
a razor-thin margin in one ot mote bardeground states. Although voting technology is
improving, presidential elections are held in a decentralized system with a patchwork of
inconsistent rules. In addition, in recent years, clection challenges in the courts have
proliferated.

L, i

Close election: under these put @ strain on any system of clection
administration, and public opinion demonstrawes this. Significant segments of the
American public have expressed conceen abour voter fraud, voter suppression, and the
fairness of the election process in general® While substantially more Democrats than
Republicans surveyed in national polls considered the 2004 presidential election unfair, 41
percent more Republicans than Democrats said the electoral process was unfair in
Washington state’s 2004 gubernatorial election, which the Democratic candidate won by a
very narrow masgin.® The losing side, not surprisingly, is unhappy with the election result,
but what is new and dangerous in the United States is that the supporters of the losing side
are beginning to believe that the process is unfair. And this is true of both parties.
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At its base, the problem s a combustible mixture of parrisan suspicion and irregularities
born in part from a decentralized system of election administration with differing state laws
determining voter registration and eligibility and whether a ballot is actually counted. The
irregularities, by and large, stem from a Jack of resources and inadequate training for
election workers, particularly those who work just on Election Day: In other countries, such
irregularities sometimes lead to street protests or violence. In the United States, up unil
now, we have been relatively formunate that irregularities are addressed in court. The
dramatic increase in election-refated litigation in recent years, however, does not enhance
the public’s perception of elections and may in fact weaken public confidence. The average
number of election challenges per year has increased from 96 in the period of 1996 o0 1999
to 254 in 2001 to 20042

Another major source of public mistrust of the election process
is the perception of partisanship in actions taken by partisan
election officials. In 2 majority of states, election administration
comes under the authority of the secretary of state. In 2000 an